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Introduction

Welcome to the SharePlus Administrit@® & DdzA RS @

This guide's purpose is to assist you with every aspect of a SharePlus Enterprise solution,
empowering you to do the planning, deployment, and complete administration of your solution.
SharePlus has been crafted towards both small and large eogénizations, therefore,
administrators need to comprehend the wide number of scenarios available that build upon all
SharePlus functionality.

Audience

Despite the title, this documentation is not directed to administrators only, it is recommended
for project managers, business analysts, developers, and also power users who want to
understand more about SharePlus administration, design, and configuration.

Power users; Will learn more about planning SharePlus functionalities, configuration details,
and dso some advanced features like Search, Social Networking, and Offline Support.

Project managersg, Will find key information from the Planning SharePlus chapter very useful
when working with SharePlus projects.

Developers; Will have a detailed view of @lharePlus functionality, implementation
architecture, configuration and deployment.

Business Analysts As project managershey will find the Planning SharePlus chapter very
handy.

About SharePlus

SharePlus is a native mobile application that provigi@ge and offline, read/write access to
SharePoint content like libraries and lists. SharePlegand Subscriptionavailable in the
AppStore, are consumariented applications that meet the needs and interests of individuals.
SharePlus Enterprise, ¢ime contrary, can be used as a base to build complex Business
Enterprise Solutions that assemble aspects like connectivity, security, deployment, and
configuration.
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How to Use this Guide

This guide was formatted with the reader in mind, including noy dhistrative images and
diagrams but also elements like notes and links, in order to highlight/redirect to relevant

information.

Note: Notes include information that needs to be highlighted, and sometimes tips for th
reader.

About Tables Details
Tablesadd value for the user by presenting complex data in a-tr&emdly and

Importance
P more readable format.

Gesture icons provide a close-reality representation for applications with
touch-based UI.
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Chapter 1 0 Introducing SharePlus
This chapteintroduces SharePluend givesa general overview of the application functionality.

Chapter 2 6 Planning SharePlus

This chapter helpdministrators undestandthe architectureof a SharePlus solutiand plan
the differentaspectof it, includingconnectivity, security, user experienamnfiguration and
deployment.

Chapter 3 6 Configuration
The Configuration chapter gives detailed information akibetconfiguration components
gt AttrotS 2y {KFENBtfdza yR K2g (2 .FR28dzad GdKSY G2

Chapter 4 0 Deployment

This chapter details the available methods used to distribute SharePlus Enterprise, including the
Web, Adhoc, and MDMbaseddeployment.General information abouthe application re

signing process is also included in this chapter.

Chapter 5 6 Advanced Configuration
¢tKS a! ROy OSR CSI (i dzNB éoéfigutalonasfieGsNdcl@mgdS NE | RSl y OSR
Customization, Offline Suppodnd Support Enablement.

Chapter 6 & Advanced Features
This chapter covers advanced application features including ReportPlus Integration, Social
Networking, Search capabilities, and MDM Integration.

Appendices

The appendices included in this final chapteovide further information abouhow to create

your IG Account and request priority support | O2 YLIX SGS NBFSNByOS G2 GKS
contents is also included here.
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Chapter 1
Introducing SharePlus

Section 1Welcome to SharePlus
Section2: Functional Overview

SharePlus 4.9
| RYAVA&HNT |



7A1T AT 1T A O 3EA
SharePlus is a native mobile application that empowers your team to run business processes,
work on documents ofpremises or in the cloud, and analyze data all in one place. SharePlus
offline capabilities allevs you to continue working with your SharePoint content even offline.
Changes introduced while offline are synchronized automatically with the server when the
devices goes back online.

Il ¢ Departments Sales and Marketing ¢ Edit
i GarnFon EMPLOYEES N At bt < ome p
00,
Q search Cranbury, New Jersay... o
EY
@ Content s Domestic Sales s Industry Trends 197 Londan, UK
100 3
* Favorites o International Sales & Marketing Blog 34 H Mentevides, Uruguey
o | .
© Recent i Marketing Campaigns o Marketing Documents 2014 008 W16 Safio, Bulgaria
& one =, Marketing Topics 2. New Products TOP ABSENTEES HIRIES OVER TIME ABS‘EEN(ES OVER TIME Tokyo, Japon
Yollond Swenmtcn < <
&5 Northwind Traders &% Pipeline Management 4 5 - 5
R
aaa  Project Falcon . Project Phoenix Yoricy Martines s :
2 L
& Tailspin Toys 2 I ]
Zanz Karlsan &, &,
: | s| o2 203 2 s e EEE
== Documents T2 Images VACATIONS ({TAKEN / ACC... OFFICE
= Mearketing Reports ) Pages
=< Sales Reports =5 Site Assets *
4 Online q
-
©  Synchronization 082 )
= Anno = Contacts 0.00 1.00 @
& Settings
~& Discussions 75 Marketing Calendar
@ Help Center -

n [ newsteea | & = Executive
2! Garth Fort o
Garth Fort &4 Bradley Maren
Q Search by Garth " -
o
@ Content Suladi? T N
Service Requests Appointment Calendar Service Manuals
# Garth Fort is now following Aub th i -
n— B Emioyee Picnic
3M EeleEEE= s
# Garth Fort replied to a post by Zrinka Makovac.
- h N . Controlling Electrical Hazards
s o oot Fort P e
ews
| That s good to hear. | aiso am looking forward to the guidelines for the XT Series = Blectrical Safty (Quick Car
I g a 0 [T = B eecricai seter iaviekcara
P cels with the ceo
2| Fll Preventon Trining Guide- A
- Lesson Plan for Emplayees
ALLY ALLY»
® Garth Fort liked a post by Zrinka Makova
®  Zrinka Makovac Issues Ideas and Brainstorming
The pricing guidelines for the QT Series have been approved and posted to the Document Center — SN
, w P
. ~1 LoanFon 8m3eos
Brokan A G20 Phy
® Garth Fort Yyt et
H’r Wh typically works on #Marks
X13001 Major Bug Report: Syncing
: e
TSI Yook Bioyect hees g TS e Aocess the atest reports
AL AL
-
B ZT3001 Research Proposal in the Works!

Qreate amazing charts and pivot tables from SharePldstsand Excel spreadsheets, or fitiae
experts on your network using People Search and discuss your insights by sharing théeharts.
in sync with your team withy sharing Calendars, Task Lists, Contacts, and Issues, Discussion
Boards and Announcements astbringcontent in MySiteDneDrivefor instant sharing

SharePlus is available for iOS and Android platforms and is offered in three different license
models:

1 Free

1 Subscription

1 Enterprise

Note: This document refers to the SharePlus for iOS only. For atbéile platforms, please
refer to the corresponding documentation

‘ SharePlus 4.9 .



&O01 AOEDOA @ @E®EH ABx
Feature FREE SUBSCRIPTIC ENTERPRIS

Mobile Collaboration
Browse SharePoint Content (online & offline)

NavigateSharePoinsites, lists/libraries and its ctents Yes Yes
EmbeddedocumentPreviewer Yes Yes
View in Web Blocked Yes Yes
SharePoint List Views Support Yes Yes
Nintex Integration No No Yes
External Lists/Content Types Support Yes Yes
Browse other cotent sources
Box,Dropbox, Google Drive, Network Drives, OneDrive for Busine Yes Yes
Quick access to Content
Sidebar with access to Content Hubs Yes Yes Yes
Recent Content Yes Yes
Favorites Blocked Yes Yes
Recommended Guent (SP 2013 only) No No Yes
SharePlus Mobile Workspaces No No Yes
Custom Site Homes No No Yes
Edit Content
Addlist itemsand documents Yes Yes Yes
Edit & delete list items and document properties Yes Yes
Fileediting via native3™ party apps Blocked Yes Yes
Office Web Apps Blocked Yes Yes
Check In/Check Out and Approve/Rej8apport Yes Yes
a{+-2S a4 5NIXTGé¢ oal @S (G2 RSOA Yes Yes
In-App PDFANnnotation and PDF Forms (read only) Blocked Yes Yes
ShaePoint Document &frsioning Yes Yes
Rich Text Editdior Rich Text Fields Yes Yes
Offline Synchronization with collision resolution Blocked Yes Yes
InfoPath Forms No No Yes
Collaborate
Send iles by Mail (attachment and URL) Yes Yes Yes
Add User Profiles and Contact Items to device Contacts No No Yes
Wi-Fi Sharing Blocked Yes Yes

Analytics on the Go
Visualize SharePoint Content

Rich Visualizations (Grid, Calendar, Picture Thumbnails Yes Yes
Optimized PDF Naator Yes Yes
Search Hub
Integration withSharePoinBerverSearch Engine Yes Yes
Search for content in atbnnected portalsand cloud providers Yes Yes
Data Visualization Yes Yes
Enterprise Ready
Sodal Hub
Newsfeeds (SP 2013) and change notifications (Alerts) No No Yes
MySite/OneDrive Support No No Yes
People navigation and search No No Yes
Browse Colleagues (SP 2010), Followers and Followees (SP 201. No No Yes

‘ SharePlus 4.9
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Feature FREE SUBSCRIPTNC ENTERPRIS
Enterprise Ready

Security
Dataat-Rest Encryption Yes Yes Yes
HTTPS and VPN Support Yes Yes Yes
Authentication
App Passcode Lock Blocked Yes Yes
Touch ID Blocked Blocked Yes
Native Support for Windows, Forms, Office 365, and \\edin Yes Yes Yes
Integrated ClientSide Certificates No No Yes
Custom Aithenticationmethods No No Yes
Advanced Security
Editor Whitelisting No No Yes
Passcode Fail handle (including Data Wipe) No No Yes
Authentication TimeBomb No No Yes
KioskMode No No Yes
Deployment
In-House Deployment (OTA w/Remote Update) No No Yes
MDM Server Deployment No No Yes
Advanced Configuration
Centralized Configuration No No Yes
Persite Configuration (MobileNavigation) No No Yes
In-App Support Toold-eedback Email and Help URL) No No Yes

Language Support
English, Japanese, French, Spanish, Chinese, German, Russian,

Yes Yes Yes
Portuguese
MDM Integration
Mobilelron Integrationg AppTunnel & AppConnect NoO NoO Yes
(Deployment, Central Configurati and Policies, Papp VPN)
Rebranding
Corporate Branding No No Yes
Custom Development
HTML/JS SDK No No Yes
Native custom development No No Yes

Table Reference
1 YescAvailable
T Noc¢ Not available
i ¢ Limited application bleavior, e.g., onlyhe firstlistitemsare shown.
91 Blockedg Not availablevithout Subscription or Enterprise.

‘ SharePlus 4.9
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Browse SharePoint Content

SharePlus provides an intuitive navigation of ShareRmintent includingsites webs,lists,
document librariesdocuments and items.

Navigating Sites

The ContenModule gives you access to your SharePoint contmntvell as any documents in
your network drives and cloud providemBreconfiguredPortalsandFile Providerswhen
available, are displayed. Any sitegommendedfor you or that you ardollowing are displayed

in the Favorites module.

1
il Garth Fort
Q  Search H>
Bl Content E:)
Favorites
s
@ Recent
|\
News -
€ Online W,

() Synchronization
£+ Settings

© Help Center

Contoso

1ttp://spdemo-rw.infragistics.com:200

Bl Center
ttp://spc

Share

ttp://spdemo.infragistics.com/demo

Marketing Drive

emo-rw.infragistics.com:2001/sites/bl

Content

s g
s 1
&

Demo
http://spdemo-rw.infragistics.com

Legal Discovery Center
http://spdemo-rw.infragistics.com:2007/sites/edis

OneDrive for Business

Local Files

The Sites that you have tagged for quick access (Favoritega)stde accessed through the
Favorites menu in the sidebar.

‘ SharePlus 4.9

11



Navigating Lists and Libraries

Tapping on a Poat or site, you can browse its sslies, webs, libraries, and lists. The content,

displayed on the right pane, depends on

the user permissions on the SharePoint server.

+ & & Edit

I Content °
il Garth Font
Contoso Demo
- T e SRR - .. S
BI Center scovery Center
g Comtynt Hb http:/fspdema-rw.infragistics.com:2001/sites/bice. 's.com:2001/sites/edis..
W Favorites B} Share
ttpif spde stics.comyde Fim ‘ Documents
© Recent tpiilsp fragist v ( Sales and Marketing P et
# News BB Marketing Drive Q_ Search Name, Title
w2012 Pricing Guidelines v 1.0
W
~w Asia Q2 Sales v 40
X
= Contoso Denver Expansion v 4.0
P
| » East Region Q3 Sales v 40
i X
@ Online ()
@  Synchronization  sites — | x; Europe Q2 Sales v 4.0
1 Settings @ Search
w Historical Cost Data v 4.0
@ Help Center SUBSITES I
‘.—:3 Departments ita Employee
I . » International Marketing Campaigns v 4.0 a
‘.‘!1. Facilities o News Iw
R Search ) .
¢h| Resources eh Searo I w List of New Suppliers v 4.0
LIBRARIES w
== Documents Form Templates

= — Home Slides -

a B

= Pages ’L.
2items

=T Site Assets T
ot ™
" — Site Collection

12 items

LISTS

un

Reusable Content
m| 5

3 iterns

Content and Structure Reports

7itemns

=] [=]

» Midwest Region Q2 Sales v« 0
Images | X
49
ReportPlus Assel
23 items

Site Collection Documents
no items

ems

| w New Product Sales Pitch v 4.0

Style Library

40 ftems

MicroFeed
10 items

Workflow Tasks

no item:

SharePoint items are displayed in a table, grid, or calendar view (accordimg list type and
settings). Items are paged tgtmize network use and you caaroll up and down to look

through thelist.

£ Sales and Marketing E?&gm:nts + ¢ & Edt Documents + O ﬁ Edit
All Documents v
Q Search Name, Title —
Q, Search Name, Title ( Back Views
n 2012 Pricing Guidelines Sara Davis | Jan 4, 2013 e
w
. Asia Q2 Sales Pavel Bansky | Jan 4, 2013 VISUALIZATIONS
X
ig Table
. Contoso Denver Expansion Zrinka Makovac | Jan 4, 2013 view based
? i= Table v
“~"  standard
v East Region Q3 Sales Pavel Bansky | Jan 4, 2013 .
X = Grld
view bast
» Europe Q2 Sales Pavel Bansky | Jan 4, 2013
X
VIEWS
w Historical Cost Data lanet Schorr | Jan 4, 2013
X All Documents v
v International Marketing Campaigns Garth Fort | Jan 4, 2013
w
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Sara Davis | Jan 4, 2013

Pavel Bansky | Jan 4, 2013

Zrinka Makovac | Jan 4, 2013

Pavel Bansky | Jan 4, 2013

Pavel Bansky | Jan 4, 2013

Janet Schorr | Jan 4, 2013

arth Fort | Jan 4, 2013

Sara Davis | Jan 4, 2013

Pavel Bansky | Jan 4, 2013

Sara Davis | Jan 4, 2013

|




Navigating Documents
SharePlus fully supports SharePaianhtent types including SharePoint default types and
custom content types you may create.
The properties from an item can be opened and they will be displayed aeghim columns.
When the item isa document(or has one attached) G LILJAY 3 GKS AGSYQa AO02y ¢
document preview (the most common slideshow, text, spreadsheet, PDF, atichedih
formats are supported).
< All Result Tasks e

All Tasks v T

== Finish Paperwork
{ Aicha

< All Results Agreement Document for Tuesday &
=== Agreement Document fc .
vl Created By: Michael Lindauer Actions
i : T Agreement Document for Tuesday
=== Review Quality Assuranc Keep Offline 5
% : Michael Lindauer Jpen
TASK
=== Approve Sales Order #7 Favorite A Alert Me
V| CreatedBy; Michasltincauesl View Properties
" < N Attachments 2 files
=== Lantern's Presentation ( Edit Properties \ B i\
v reated By: Micl Lindaue & 1
De]ete I‘- PROPERTIES
== Finish Business Reports = Title Agreement Document for Tuesday
V:‘ r i John Smith
Priority High
Start Date Apr 13, 2011
Status In Progress

If any specific file types are naigported by the SharePlus previewer, they can still be opened
with any 3¢ party apps that support it and use Open In.

Previewing Files
SharePlus uses the native iOS File previewer to display files within the app. All file formats that
can be previewed oiDS Safari, or the iOS Mail Client, can be displayed in ShatePlus.

oView in Webo
SAaARSA {KFENBtfdzaQ R20dzyYSyid LINBBASGSNE GKS | LILI A
the resource as it would be shown in a web browser. This is especially useient a site or
the home page of a susite, with its web parts, for example. Broadly speaking, any-ugie
content will be better appreciated this way.

LVisio files not supported. PowerPoint slides might not be fully respected.

‘ SharePlus 4.9
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SharePoint List Views Support
List Views are prdefined configurations created on the server to angae and filter the items
of a list, depending on the needs of diffeit SharePoint groups of users. You are allowed to
change the list view by selecting among Wiewsyou have access to.

Documents
All Documents v

.
Q Search Name, Title

Views
Sort a

View in

< All Results

+ ¢ & Edit

View

Documents

All ltems

—

2011 Q1 Financial
w

2011 Q2 Financial

5,

2011 Q3 Financial

5,

Cloud and On-Pre

R

Contoso Benefit P

=,

VISUALIZATIONS
Table

view based

Table
standard
Grid

view based

O—

&

O—

el

VIEWS

All Documents

All ltems

|

Documents :
All Documents v + o J’ Edit
&
Q Search Name, Title < Back Views ]
I

VISUALIZATIONS

i Table
S view based
:i— Table v
°~ standard
Grid
@ view based
VIEWS
All Documents v
+ ¢ & Edit

System Account | Apr 3, 2015

Kari Furse | Jan 4, 2013

v
Kari Furse | Jan 4, 2013
Garth Fort | Jan 4, 2013
>
Belinda Newman | Jan 4, 2013
v

14



Nintex Integration
2 A UK { KduppdsttfolNitztexyou can view and complete your forrimsSharePludn
addition, any workflows associated with your SharePast$ Wwill be handled within the app

J;L Cancel New Item Save
&l Garth Fort
e . EasternState
B8 Content
* Favorites Undergraduate Studies Admission Form

Recent Please fil

il Cancel New ltem Save

2

News
Complete

&l Garth Fort

Contact K Q Search

Please s¢ Bl Content

Career * Favorites

Repair Order # ) Empoyeetame [ )

Time Rar, @ Recent

& News

Service ID

Client Name

Time Siot

I
]
Contact Phane ( )
)|
)

Final Cost

SharePlus integrates with Nintex in two different ways:
1 Through the Nintex widget indalied in SharePlus Mobile Workspaces, which can interact
with the Nintex Mobile application.
1 With Nintex forms and tasks embedded inside SharePlus.

SharePlus supports both Nintex Forms and Worldltmw Office365 and Nintex for SharePoint
(On-Premise)For nore information, navigate to thélintex Integration section

‘ SharePlus 4.9
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Browse other Content Sources and Cloud Providers

SharePlus gives you access to your content sources and the files contained in them. All content
sources ag displayed in an organized list viawthe Gntent module.

1} Content °
1 My Feeds
H:. Construction E:) Contoso
Q Search http://spdemo-rw.infragistics.com/demo/construc http:/fspdemo-rw.infragistics.com:2001/sites/cont
8 Content E} Demo HD_ BI Center
http://spdemo-rw.infragistics.com http:/fspdemo-rw.infragistics.com:2001/sites/bice
% Favorites .
E> Legal Discovery Center E:, Share
http://spdemo-rw.infragistics.com:2001/sites/edis.. http://spdemo.infragistics.com/demo
Recent
. . Tom Johnson's Google Drive
# News & OneDrive for Business L tom@gmail.com

Q Mike Smith's Dropbox boX Mike Smith's Box

Box, Google Drive, Dropbox and Network Drives
Google Drive, Dropbox and Network Drives have the same available actions, although you will
see that the display for Google Drive is different.

Il < Content ReportPlus's Google Drive ¢
&l Garth Fort .
“. My Drive
Q Search
(1] .
B Content an Shared with me
W Favorites
|
Recent J'—rl <Content Report Plus's Dropbox +
# Education ii 1 My Feeds ‘\ Dashboards Index.rplus
Q, Search
. .
getting started.pdf
B Content ,L.
Favorit .
* Favorites y\ KPI Line test.xlsx
1 content Marketing Drive 4+
4 My Feeds % Elevations Diagram.pdf
> F
Q. Search
% New Retail - Office Building.pdf
8 Content M
Favorites b Camsaon ANIAlle Niasram ~elf
© Recent 2| < Content John Smith's Box +
1 My Feeds -
A News Dashboards
Q. Search
[N
B Content X Company 360.xIsx

* Favorites .
A DeveloperGuide. pdf
Recent

[
News J  Dunning Notice Levell.pdf
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OneDrive for Business

This content source shares the same general behavior than SharePlus Portals. That means you
are able to create documents and ReportPlus dashboards, add folders, change SharePoint list
views and SharePlus visualizagpamong other possibilities.

I | < content OneDrive I?E Business + G & Edit
il Garth Fort ) Sear
Q  Search m—.  Community Service
8 Content
= Shared with Everyone

Favorites
O Recent v Ad Goals for QT Series Garth Fort | Jan 11, 2013
# Education

» Contoso Marketing Principles Garth Fort | Jan 11, 2013

Quick Access to Content

SharePluéelps you access your content with little effort, by showing recent content, allowing
the creation of favorites, and including a SideBar menu with access to content hubs.

Favorites
SharePlu®2 y i Aya I aCl d®dsoil Quick accasd t® afyQur favétite Gontent
displayed in an organized list view by category.
Il Favorites + (& Edit
&l Garth Fort
Q. Search All Favorites =
& Content Documents All Favorites

b i i ion v 1
% Favorites W SharePlus Security Whitepaper OLD version v 1.1

Documents
A . 2012 Pricing Guidelines v 4.0
i Following
# News
pk Contoso Denver Expansion v 4.0 Zrinka Makovac | Jan 4, 2013
b Historical Cost Data v 4.0 Janet Schorr | Jan 4, 2013
X
Following
it Blog
é%.  Contoso BI Center
€ Online [
— &% Document Center
() Synchronization
its Home
£ Settings
Help Center é5s  Investor Relations Handbooks
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To mark an item as Favorite, justtasth ¢ { G F NE A O2y 2y Ala

Q, Search

< All Results 2012 Pricing Guidelines l
. - ali SUBSITES
w 2012 Pricing Guidelines
revon @ Departments

Y Favorite

Actions
Version 4.0
Open

PROPERTIES

Name 2012 Prici Follow / Unfollow

Title 2012 Pricing Guidelines i .
View in Web
Rating (0-5) 4.50
Document Stage Pages
2 items
Site Assets
no items

Site Collection Images
12 items

SEELEE

Ao sl

Employee
ws

earch

Form Templates
no items

Images
49 items

ReportPlus Assets
23 items

Site Collection Documents
no items

Style Library
40 items

Recommended Content

When working withSharePlus Enterprise arfsharePoint 2013 server you can get
recommendations on sites and documents that may be relevant to Rmygestions are
included on the SharePlus list view under BRecommendedectionin the Favorites Module.

1l Favorites
il Garth Fort Q  Search
Q  Search
‘ .
& Content W  New Supplier.docx
- A .
% Favorites W  Product launch brief.docx
©® Recent [ = 3
X Q2 Marketing Analysis.xIsx
News

A
P XT1000 Product Overview.pptx

Recommended
ita Employee
it Facilities
iea  ITWeb
ita  Legal
€ Online ‘
H Int tional Marketing C i
nternational Marketing Campaigns
() Synchronization w 4 peig
[N
£ Settings X Marketing Campaign Effectiveness
Help Center b

P Marketing Campaign Strategies Europe

All Favorites

Following

Recommended

+ &

All Favorites ==
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SharePlus Mobile W orkspaces

By using web technologies like HTML, CSS and JavaScript, SharePlus can disylhieich
workspacego enhance the user experience. In addition, high quality interactions can be
achieved by using CSS and JavaScript frameworks like JQuergs BesidSharePlus provides a
JavaScript API that gives access to SharePlus data, giving you the ability to present dynamic
content from the server, even while offline.

Field Service &

& SERVICE MANUALS

L%

Tap toFill the Survey

For further information abouSharePlus Mobile Workspaceser to SharePlus S @St 2 LISNQ &
Guide

SharePlus 4.9
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http://download.infragistics.com/shareplus/docs/current/iOS/DeveloperGuide.pdf
http://download.infragistics.com/shareplus/docs/current/iOS/DeveloperGuide.pdf

Custom Site Homes

Portals and sites can both display home content in SharePlus, presenting the user with a

customized view for a given sitBite Hhmescan be preconfigured andshared across sites,

RAALI F 8Ay3 RAFFSNBY( O2yidsSyld RSLSYRAYy3I 2y (KS
Every site in SharePlus has a Site Home by default, which can be changed manually (through the
Ul) or by configuration settings.

Yau can configure different types of content to be displayed as Site HomeharePlus Mobile
WorkspacesReportPlus dashboardsnd PDF files.

Current Projects & C
EMPLOYEES VACATION
2 INFRAGISTICS Construction launchpad I N et < Office >
Current Projects v Cranbury, New Jersey... v
00
Projects Professional Services [ DemoLaunchpad 197 Londan, UK
& op 1 B= o o 145
AdBrite Renovation Campaign —— i q 1 Contacts launchpad ; 4 l Montevides, Uruguay
. [ ]
Yahoo! Service operations U ' feaiove N 1 o1 515 2016 Sofia, Bulgaria
Aminic Investments ,/ @) Uonaucting Ermicient interviews TOP ABSENTEES HWEJS OVER TIME ABS‘.ENCES OVER TIME Tekyo, Japan
( = Yolland Svensson § §
Nor Iceland Pr t o - Proj i Technic = =
Nets Supply chain optimization Seleds B oetemony - X Initial Project Checklist Yancy Martiasa E’ 5 =5 .
< :
Artren IT transformation 2 é
Zanz Ko e R
National Museum Finance Client & Team Megtings Latest Project: | s| M2 2013 214 2015 018 M2 2013 WL 005 W6
Ty — Nets Supply chain optimization VACATIONS (TAKEN / ACC... OFFICE . )
12 800w /1872 Colins Ave v
iCakes Legal Advice
WA Smith - Follow-up meeting #1 Y
Smith Hotel Tax Fraud Project 12 700 M/ 1048 sth Street
h
PhotoSaint Network Research ) Aminc - Budgetre estimations 0.82 =
18 1030977 Aon Road =g
UCIA Audit and Assurance G OG 1 DD

A% Collaboration & Productivity Seminar
9:00 AM /235 10th Street

For further details about Site Homes configuration refeHtmme Customization

Edit Content

On top of reading SharePoint data, SharePlus allows users to:
1 Add, edit & delée list items, documents andsitproperties, stored in lists, document
libraries and attached to list items.

1 Send/receive documents to 3rd ggrapps for editing. Those apps must support incoming
and outgoing Open In.

SharePlus centralizes all possible actions to be performedamysrontent, including sites,
webs, lists, and item€Once the menu is displayed, scroll the list up and down vigade
through all the available actions for that type of content.

‘ SharePlus 4.9
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Perform a tap & hold to display the menu with all available actions.

< Sales and Marketing

» 2012 Pricing Guidelines

W /| Modified Jan 4, 2013, 19:17
Modified By: Sara Davis
» Asia Q2 Sales
X Modified Jan 4, 2013, 19:17

Modified By: Pavel Bansky

. Contoso Denver Expans
P | Modified Jan 4, 2013, 1918
Modified By: Zrinka Makovac
. East Region Q3 Sales
X | Modified Jan 4, 2013, 19:18
Modified By: Pavel Bansky

» Europe Q2 Sales

X Modified Jan 4, 2013, 19:18 Checked Out To: X Modified: Jan 4, 2013, 7:18 PM Checked Out To:
Modified By: Pavel Bansky Rating (0-5) 3.50 —— Modified By: Pavel Bansky Rating (0-5): 3.50
. Historical Cost Data \ Historical Cost Data
X | Modified Jan 4, 2013, 19:1 Checked Out To: X | Modified: Jan 4, 2013, 7:18 PM Checked Out To:
Modified By: Janet Schorr Rating (0-5) 3.33 /" Modified By: Janet Schorr Rating (0-5): 3.33
SharePlus enables users to view and edit SharePoint List Items using native item forms.
ATTACHMENTS ATTACHMENTS
© Add @ Add
Q File 1 Complete diagram.png e File 1 Complete diagram.png
PROPERTIES PROPERTIES
Task Name* Create Sales Presentation for Acme Opportunity Task Name* Create Sales Prese Clear Status
Start Date Oct 30, 2015 Start Date Oct 30, 2015 } Search
Due Date Dec 22, 2015 Start Date Today Due Date Dec 22, 2015 Not Started
Assigned To Assigned To Denis Dehenne In Progress v
% Complete X % Complete 25.00% Completed
Description e 2015 (Dt il Create presentation Deferred
= ‘ =
Waiting on someone else
Predecessors Predecessors
Priority (3) Low Priority (3) Low
Status In Progress Status In Progress

Keep Offline

DOCUMENT

Preview

Create Visualization

- P Modified:  Jan4,2013,7:18PM
Edit in Excel Modified By: Zrinka Makovac EXPORT & SHARE
East Region Q3 Sales
L ; [ Copy To
Edit in Excel Online X | Modfied:  Jan4,2013,7:18 PM i

Actions

w &

< Sales and Marketing

W /| Modified:

Jan 4, 2013, 7:17 PM
Modified By: Pavel Bansky

»  Contoso Denver Expansiol

Modified By: Pavel Bansky

Follow / Unfollow

» 2012 Pricing Guidelines
Jan 4, 2013, 7:17 PM
Modified By: Sara Davis
» Asia Q2 Sales
X  Modified:

PROPERTIES

View Properties

Edit Properties

» Europe Q2 Sales

Actions ¢ LV

Item forms are built dynamically, presenting both native and custom properties defined on the

LGSYQa

o2y G Syd

GellsS 2NJ O2f dzv¥y a

rendered using the corresponding iOS visual control.

Editing Files

RSTAYAGAZ2Y D

ShaePlus relies omvoking3™ party apps to edit documentsAny3rd party appthat supports
incoming and outgoing Open ¢t&an be used.
When working with Office file format#icrosoft Office for iPads strongly recommended as
you can save your work straigio the SharePoint server. Office for iPad will ask you for
SharePoint credentials to access the document. Once you provide them the docisment
changeddirectlyon the server and it will be automatically updated in SharePlus

SharePlus 4.9
RYAVA&HNT |

#
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Check In/Check Out and Appr ove/Reject support

Checkin and CheclOut SharePointictions are supported on SharePlus. The actions appear on

the document actions menu when available to the current user. Approving and rejecting

documents is only available on contempprovatenabled liNI NA S& F2NJ dzZiSNE A GK
role on SharePoint.

0Save as Draftéd
SharePlus features two save optioSsiveand Save as DraffTheSave as Drafbption is useful
when you want to work on a local copy without uploading changes to the SharePoiat.serv

Save as Draft Save

In-App PDF Annotation and Form Filling

SharePlus provides a PDF annotation tool suite that lets the user annotate PDF documents and
fill PDF forms without leaving the application. This maximizes productivity and keeps sensitive
documents inside ShaPlus.

The availabledols are:

1 Shapes: Square, circle, line, arrow and free drawing
1 Markups: Highlighter, underline and strike addition, you can now highlight links.
I Text box and Sticky Notes
1 Stamps
o T m s known location.

. e deployment, both the %‘f}c ‘

e r the same group. In A Vi
%

£a.0ffice365 : J

Microsoft SharePoint™ Online for Enterprises

In addition, you can perform a search withi®?BF file, browse the results by page and navigate
to the page you want.

Close SharePlus 4.7 User Guide g Q &£

. Mobile workspaces [x]

Page 4
...70 SharePlus Mobile Workspaces...

Page 6

..within SharePlus Mobile Workspaces. Display your Li...

‘ SharePlus 4.9
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Document Versioning

SharePlus supporSharePointists and document libraries with version control enabled. You

can keep a history, track changes, and restore previous versinasdid.

1 | < Back 2012 Pricing Guidelines
2l Garth Fort
Q Search w‘ 2012 Pricing Guidelines
& Content Preview
* Favorites A 5 2\
1.¢ Favorite LS Alert Me
@ Recent
Version 4.0
News
PROPERTIES Version History
Name 2012P 40 System Account | Jan 4, 2013, 7:17
572.8
Title 2012P 3.0 System Account | Jan 4, 2013, 7:17 PM
. 571.9 KB
Rating (0-5) 4.50
2.0 System Account | Jan 4, 2013, 7:17 PM
Document Stage N
1.0 System Account | Jan 4, 2013, 7:17 PM
File Size: 572.8 KB 5719 K8
Created at Jan 4, 2013, 7:17 PM by Sara
Modified at Jan 4, 2013, 7:17 PM by Sarz
€ Online ()
O Synchronizing...
& Settings
@ Help Center

4.0 System Account | Jan 4, 2013, 7:17 PM

Delete All Versions

Version History Done

571.9 KB

Jan 4, 2013, 7:17 PM a
Jan 4, 2013, 7:17 PM a

Jan 4, 2013, 7:17 PM

Rich Text Editor

SharePlus features a fully capable Rich Text Editor which lets the user create rich content for
Rich Text columns. The most common tools are available: font type face, font color, highlight
color, bold, italic and underlinepft size, paragraph alignment and insert picture. The editor

also incorporates Undo and Redo support.

Besides being able to edit rich content, the user may also edit the HTML source of the content.

Cancel Rich Text Html Done

# SharePlus for i0S: Work Anywhere, Anytime

Enable your team to run busi work on ises or in the cloud, and
analyze data all in one place.

How do you pick the right collaboration solution?
Check out the app, see for yourself, and tell us if you like it!

(T) (&) (@) BL/ U] [:1T) EE[E) (&)
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Managed Metadata Services

SharePlus also suppoft4anaged Metadata Field®Native iOS controls are used for these field
types as well. When editing a managed metadata field, SharePlyseg#nt the user with a
pop-up dialog with search capabilities, as well as adding new tags and multiple selection.

SharePoint Offline Synchronization with Conflict Resolution

Offline support is one of the most critical aspects of a mobile solution. Shigrafows users to
synchronizesharePoint contentiith the device,enabling offline reading and editinghen not
connectedltems can be added, edited and deleted while working offline. Changes are
synchronized back with the server when the connectiaestored.

£ Sales and Marketing 1 update Documents + C &2 Edit

All Documents v

Q. Search Name, Title

2012 Pricing Guidelines Sara Davis | Jan 4, 2013
W
. Bug List Pavel Bansky | Jan 4, 2013
&y
» Customer Specifications Zrinka Makovac | Jan 4, 2013
®
< Back Pending Updates

PENDING UPDATES

, L 2012 Pricing Guidelines

Date: Today, 10:08 AM
Status: Pending

View ltem

Edit Item

Discard Update

‘ SharePlus 4.9
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http://office.microsoft.com/en-001/sharepoint-server-help/introduction-to-managed-metadata-HA102832521.aspx

Synchronization Monitoring

¢ KS a{ &y O rStBay dorhdonikrt 8llgins you to access and monitor information when
synchronizing your data. All errors and recent activity is displayed on the popover, as shown in
the image below.

8 Content &% Contracts &8s Counsel
% Favorites it. Legislative Codes ita Proposals
® Recent LIBRARIES
™ Digital Assets ™ Documents
# News ad | | items ®
Synchronizing... Stop ™ Pages

In Progress

=Y

@

=
@
®

(9@

e
@

Documents
Legal

Discussions

Legal Contacts

Site Assets

Legal Issues

Legal Reference Links
Legal

#l] ] [

Legal Team Calendar

Images
Legal

€ Online ()
© Synchronizing...
o
(2]

Settings

Help Center

Collision Resolutio
When synchronizing changes back to the server you may encounter conflicts, for example, when
two or more users edit an item at the same time. SharePlus resolution engine helps you decide
how you want to proceed in those cases.

I | {Back Pending Updates
4 Garth Fort TO RESOLVE
Q. Search , s Microsoft Lync Online for Enterprises Service Description v3

Date: T 6 PM
& Content Status Error: The item has been modified since the last access, please resolve conflict
% Favorites )
View Item
© Recent
Edit Item
News
Resolve Conflicts
Discard Update

I | ¢ Back Pending Updates
4 Garth Fort TO RESOLVE
Q Ssearch , A Microsoft Lync Online for Enterprises Service Description v3

Date: i G A
& Content Status; Error: The item has been modified since the last access, please resolve conflict.
* Favorites .
Keep Local Version
@ Recent
Keep Server Version
News
Save as New




InfoP ath Forms

SharePlus supports displaying InfoPath foemdalsoadding newformsbased ortemplates.

Viewing and adding new forms require SharePlus to be online. No offline support is provided for
form libraries.

Your SharePoint server needs to have InfoFrms Services enabled and correctly configured
for SharePluso be able to render forra For more information on how to configure it refer to

the Configure InfoPath FormgechNetfarticle.

Collaborate

SharePlus enables users te in sync withtheir teams by supporting all SharePoint native
collaboration types, includinGalendars, Task lists, Contact lists, Issue lists, Discussion Boards
and Announcement lists.

Sending Files by Ma il
SharePlus users can share documents by mail either attaching the file to the email or sharing the
link to the document on SharePoint.

Email Format Support

MSG and EML file formats are fully supported in SharePlus. As long as the file is attached to an
item or saved into a document library, SharePlus will be able to read the message along with its
attachments.

Adding to device Contacts
Any phone number, email, and SharePoint contact can be imported into the iOS contacts app
from SharePlus with any Shamft contact list.

Local Files

TheContentmodule includesthé [ 2 OF f CAf Saé¢ aSOlAz2y> 4KAOK 3IABSa
secure storage on your device. This storage is not synchronized with the server and can be used

to store personal files. Fronotal Files you are able to upload files to the SharePoint server or

share them via the Wi network.

Wi-Fi Sharing

Share files from Local Files with others through theFNfietwork. It is as simple as connecting
your device to the network and enablindd=Sharing in SharePlus. Once the address is displayed
on screen, input that address in a web browser connected to the same network.

Local Files + & Edit
% ~
Q Search Wifi File Sharinge. Tk
\
Sort By

‘ SharePlus 4.9
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http://technet.microsoft.com/en-us/library/cc262263.aspx

WiFi File Sharing

A \f File Sharing
-
o

Visualize SharePoint Content
You can control every aspect on how SharePoint lists and document libraries are disptaye
configuring the following settings:

1 SharePlu¥iews

1 SharePoint Views

1 AdHoc Sorting & Grouping

£ Sales and Marketing Documents + c &

All Documents v

| Q Search Name, Title View

@ 2012 Pricing Guidelines v 4.0 Views

Sort and Group =

Asia Q2 Sales v 4.0
@ View in Web

@ Contoso Denver Expansion v 4.0

' SharePlus 4.9
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Rich Data Visualizations

The layout of Lists and Document Libraries can be adjusted using Visualizations, e.g. table, grid,
calendar view. The default dravailable Visualizations depend on the list type and settings, e.g.,
the CalendarcompactVisualization is only available for Calendar lists.

< Sales and Marketing Documents + ¢ & Edt

All Documents

Q@ Search Name, Title ¢ Back Views

w2012 Pricing Guidelines
w VISUALIZATIONS

ig Table
w Asia Q2 Sales v 4.0 " view based
X — Table v
—  standard N
» Contoso Denver Expansion v .. == Grid ‘
P == view based \- i
w East Region Q3 Sales v 4.0 VIEWS
X
All Documents v

w» Europe Q2 Sales v 4.0

Available visualizations:

1

Table viewbased displays the items with their icon and basic information basethen
list view, in a vertical list

Table standarditems are displayed showing only their title, in a vertical list.

Grid view:displays the items in a spreadsheet fashion, one line per item and one
column per metadata field.

Calendar viewthis is a caledarspecific view (only supported for calendar lists) which
supports daily, weekly and monthly views.

PictureBoard: this is a picturespecific view (only supported for picture libraries and
asset libraries) that displays picture thumbnails over a dadkdpeound to provide a
better image visualization.

£ Al Results Finance Team Calendar } Documents
e Calandar v A Gocumants

G
G
A

& Sales and Marketing

& 2012 Pricing Guidelines
w
\ Asia Q2 Sales
X
\ Contaso Denver Expansion

East Region O3 Sales

=,

v Europe Q2 Sales

Historical Cost Data

»,

8 €W o
mﬂﬁﬂ

DeptHome Employ ing

I!E

eadiine!

@&Eﬂ

Legal-Tile

(<)

& Al Resuits Contacts +

&

9 ‘William Ashfield

n Johanna Bailey —

— Mark Gaadwin
T

— Harry Hobson
T .

Paul John Mangiana

)
1

Nelson Porter

-
T

il

Hank Schofl

—_Dersk Sloan
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Ad-Hoc Sorting & Grouping

Once you enter the sort and group settings, you will find there are different buttons and actions
available. You can speciyoup bycriteria by dragging List columnsttee Group Bysection or

sort criteria by dragging columns to tf&ort Bysection.

; Documents ;
< Sales and Marketing it kil + ¢ & Edi
[ Q Search Name, Title ¢ Back  Sort and Group 1
ﬁ 2012 Pricing Guidelines soneer
W wodified:  Jan 4, 2018, 7:17 PM Checked | . =
Modified By: Sara Davis Rating (0. Name (for use in forms) =
Asia Q2 Sales
Modified: Jan 4, 2013, 7:17 PM Checked '  COLUMNS View All
Modified By: Pavel Bansky Rating (0-
Contoso Denver Expansion Checked Out To
@ Meodified: Jan 4, 2013, 7:18 PM Checked !
Modified By: Zrinka Makovac Rating (0- .
/ °0 Modified
East Region Q3 Sales
X  Modified:  Jan 4,2013,7:18 PM Checked ' Modified By
Modified By: Pavel Bansky Rating (0-
Europe Q2 Sales Name (linked to document with...
x Modified: Jan 4, 2013, 7:18 PM Checked ¢

Modified By: Pavel Bansky Rating (0- Reset Clear

Historical Cost Data

X  Modified:  Jan 4, 2013, 7:18 PM Checked Out To:
Modified By: Janet Schorr Rating (0-5): 3.33
International Marketing Campaigns

W  Modified:  Jan 4, 2013, 7:19 PM Checked Out To:
Modified By: Garth Fort Rating (0-5): 3.33

Auto Apply - Ol

Quick Access

You can easilgwitchthe SharePoint List Viessand SharePlus Visualizations by tappivegview
name to open the Views selector under the list/library name.

Documents

All ltems v

£ All Results

—

+ & & Edit

2011 Q1 Financial
@ VISUALIZATIONS

. . :— Table
D 2011 Q2 Financial view based
w — Table y
~  standard
2011 Q3 Fi i i
@ Q3 Financial l G_rld
view based
@ Cloud and On-Pre vigws
All Documents
Contoso Benefit P
@ All ltems v
ﬁ Contoso Information Security Policy v 1.1
P

System Account | Apr 3, 2015
>
Kari Furse | Jan 4, 2013
>
Kari Furse | Jan 4, 2013
Garth Fort | Jan 4, 2013
>
Belinda Newman | Jan 4, 2013

David Longmuir | Jan 4, 2013
>
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Search Hub

Search is today an integral part of any SharePo@hted solution, enabling easy access to
larger and larger volumes of information.

SharePlus Enterprise Search

The Searcimodule allows you to searcBharePoinserverand cloud providersontent by
keyword and retrieve results from all connected portatel cloud providerat the same time.
Filters likdlocation, modification dateresult type scopeand author help you narrow the
retrieved results which are displayed in an organized/lest.

Close Search Filters

Filter by Location

H) SharePoint
&, coogleDrive
c Dropbox

Box

Filter by Result Type

r

= Documents
[N
:=] Spreadsheets

b
3 Presentations

N
J.  PDF

LN
a4 Images

'3 Visualizations

You can use the search filters, refining the searclobation, result type, modification date,
author andscope.

Filtering content inside lists and document libraries

SharePlus provides both basic and advancedfiltists, based on complex teria anddefined by

the user, usingthe dMNB y i £ A & (i Q& Reésdtsvill beldisplayed &3 emdaN tfied ®
current list view and will be cleared once the search tool is dismissed.

Documents
All Documents v v Search
Filters Apply
Select Field ]
Include subfolders: \
" Reset Add -

' SharePlus 4.9
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Data Visualizatio n

Design and view dashboards with Shar ePoint Da ta

You can use data visualization to communicate insight by creating rich dashboards that consume
SharePoint data.

< ® ] C e Y >
EMPLOYEES VACHTION o amar < Office > CURRENT ELECTRIC (KW) CURRENT GAS ENERGY (KW) CURRENT WATER (GALLONS)

-

Cronbury, New Jorsey... v n f\
197 London, UK
o ELECTRICITY SOURCES DATLY AVG ENERGY CONSUMPTION
. Mentevidse, Uruguay SV ® Ui @ Oba ® s
R - ® s -
e T o i ol Bulgaria e

TOP ABSENTEES HIRES OVER TIME ABSENCES OVER TIME Tokpe, lopan ’ .
land n < P

= g 3 = o . -

_ in o 5%% 3%
¥ s

7 PEAK ELECTRICITY TIME PEAK GAS TIME PEAK WATER TIME
Ioez Kaen :, : eS| | |} Jresrme 0400 [J st 0300 [Jresrme 1200
5 o 13 zoa s 206

| [ev—— 99 | Boncommmpion 53 [ veter conmmption 7.00
VACATIONS (TAKEN / ACC... OFFICE

.

M:JNTHIYCUNGUMPHUN AN'NUAL CONSUMETION

W g
1.
0.00 1.00 i | O e N EREN—

;;;;;;;;;

al

The Visualization options include grid, text, trend line, map, gauge, chart, and financial chart
views.

Working with Pivot Tables

Youcancomect to data sources like lists and documents, including calendars, contacts, images,
Excel filesSharePoint lists and Excel filean apply many different visualization options to their
data.With SharePluBundle (ReportPlus and SharePluseEmise),you have access to more

than 20 different data sources.

Country : 1:
Notes ©)
Executive : I:
D (D COLUMNS
Created (i)
Modified ©)
VALUES +re
~
Created By )
Modified By ©)
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Pivot Tables are very powerful data summarization tools that help you analyze data. To create

one is as simple as selecting your data and using’thet Table Editoto sliceand-dice daa
according to your needs.

You carsummarize data, hide null values, add quick filters, and also customize the columns to
be listed in your pivot tabld=or further details refer tehe Data Visualization

Social Hub

Collaboration is encouraged through SharePlesw SociaModule, providing a centralized and

feature-rich User Experience (UX) BharePoint 2013 social features
TheSociaModule lets you share your ideas, as well as discover and keep track of your

colleagues and their work through their profiles, posts and updates in their Timelines. Your
SharePoint personal storage (Mgr@ent) is also available this module

Timeline

TheTimelinetab includes your newsfeed, the place where you can access all your public posts,
conversations, and updates. In this section, you can gain quick access to all the posts in which
82dQO0YSYyE3PYSRS

il

a

il

Garth Fort
Search

Content

% Favorites

o]

Recent

News

Online

Synchronization

£+ Settings

Help Center

‘ SharePlus 4.9
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Garth Fort
GarthF@contoso.com

GKS AdGSYa

82dz KI @S

Mentions | Following

Likes J

Web Marketing Manager

Who typically works on

#MarketingExcellenceAwards ?

# Garth Fort is now following Aubury Smith.

# Garth Fort replied to a post by Zrinka Makovac,

™ Garth Fort

ﬁr That is good to
asaly  Oct 22, 2013, 4:16 PM

Show Conversation

Gt Al SREX

= <

hear. | also am looking forward to the guidelines for the XT Series.

@ Garth Fort liked a post by Zrinka Makovac.

®  Zrinka Makovac
The pricing guidelines for the QT Series have been approved and posted to the Document Center.

Show Conversation

® Garth Fort
ki t Who typically works on #MarketingExcellenceAwards?

M Bonnie Kearney

Unlike Reply
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My content and profile

TheSociaModule gives you access to your personal SharePoint storage (My Content), including
both your public and private document libraries. Algou can visualize or edit your personal
information shared on your corporate social network.

My Content ¢ Edit Garth Fort ]
Garth Fort
! GarthF@splusdemo.onmicrosoft.c Wha typicall n FMarketingExcellenceAwart
Garth Fort Web Marketing Manager
] GarthF@contoso.com Who typically works on #iMarketingExcellenceAwards? SR
Web Marketing Manager
! Work phone: +1918 555 0101
SUBSITES Department: Sales & Marketing
ita Blog Job Title: Web Marketing Manager
LIBRARIES o N
Work email: GarthF@splusdemo.onmicrosoft.com
= Documents ™<= Form Templates

Office: 20/1101

T Style Library
Past projects: Contoso Web Marketing Portal, Web Marketing Plan 2012, Metrics for Web...

LISTS
Skills: Marketing Strategy Development, Verbal and Written Communication, Creati....
= MicroFeed == Social
Schools: University of Colorado
Birthday: ago 19
Interests: Racketball, Tennis, Classic Movies, Auto Racing, Antique Books
Followed #Tags: i iativesForTheWeb, #MarketingCommunications, #Northwi...
My Profile

ThePeopleab displays the list of people that you are following and the ones following you. In
this section you are able to connect with people, asctheir content and activity feed and also
start conversations with them.

Garth Fort
i GarthF@splusdemo.onmicrosoft.c.. Who typically works on #MarketingExcellenceAwards?
Web Marketing Manager
i

n =« & O

Bonnie Kearney Alex Darrow Sara Davis Zrinka Makovac
Bonniek AlexD@splusdemo.on...  SaraD@sp Lon...  ZrinkaM@splusdemo.o...

= 1 ==

Timelir People t
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Security
SharePlus provides secure access to SharePoint sites from mobile devices. To fortify data
security, core security features have been built into the product at eaclr.laye
The following is a list of security features that are included in SharePlus Enterprise for iOS
devices:
9 Storage Security (Datt-Rest Security)
Channel (Communication) Security
Authentication
Authorization
ApplicationLevel Security
1 MDM Integration

= =4 =4 =

Cugom authentication methodganbe implemented through the Objectivé SDK.
For further details on every feature, refer to tliéanning Security

Deployment
SharePlus licensing modélee Subscription, and Enterprisale distributed using different
methods.You can download thEredSubscription versionR A NS Ol f @ FNRY ! LILJX SQa !
distribution platform.The Enterprise version can be distributed using the following methods:
1 MDM Server Deployment
1 WebDeploymentusingSharePoint
1 AdHoc (typically used for testing purposes)

For further details refer to th&lanning Deployment

Advanced Configuration

SharePlus enables bothendd SNE YR L ¢ al yI 35 Nskehavbrubiigadza it G KS
two main configuration components:

1 Central Application Configuration
 Pera A0S /2y FAIdzNI GA2Y ol faz 1y26y a agaz2o0AfS b

Central Application Configuration

You can work with a Remote Configuration XMLgfiilblished in a centralizeldcation, on
SharePoint or other servefhe use of a remote configuration file, facilitates governance,
allowing IT Managers to modify the defaaliplicationsetingson all devicegentrally, without
even having to psh a new version of the product.

SharePlus also supports working with multiple remote configuration files, gusiynamic
Configuration or LibrarBased Configuration methods.

For further details refer td.ocal and Centralized Configuration

‘ SharePlus 4.9
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SharePoint Per-site Configuration (MobileNavigation)
When browsing a site in SharePlus, all sites, lists, and libraries accessible to the user are
displayed. SharePlus provides tBige Configiration method to manage the settings for sites
and Ists for each site independently. These settings include aspects like navigation,
visualization, and offline behavior.
1 Navigationis about the visibility and organization of sites and lists in the navigation bar.
| Visualizationallows the configurationoftf RS F Il dzf § { KF NBt 2Ayd [Aad =
native visualization for each list. You can also configure the site Home to personalize the
site gateway.
1 Offline behaviorallows the configuration odefault offline settings for a list.

For further detailsrierto{ A 1S / 2V FAAdzNI GA2Y Gl ®@1 dF @ az2o0AiAf Sbl GA

In-App Support Tools (Feedback Email and Help URL)
SharePlus provides severaldpp tools to facilitate access to support to the user. These
different tools can be customized separately and are centralized in the Help Center.

Help Center

CHOOSE TOPIC

What's new in SharePlus v 4.8.0

Offline How To

Offline Editing

FAQ
Feedback & Support

Product Tour

For further details refer t&Gupport Enablement

Language Support

SharePlus will apply language and regional settings configured atethee. Theavailable
language are English, Spanish, Ching3eaditional and Simplified}Freni, German, Japanese
Russianltalian, and Dutch

SharePlus 4.9
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You can switch language or regional settings on the device and SharePlus will take settings into
account. Tk localization to other languages can be custom implemented if needed.

MDM Integration

SharePlus integrates withany MDM stutions available in the markeincludingMobilelron,
CitrixQa - S y ané@BitzerfMBbile The level of integration depends on the capabilities of
each paticular MDM solutionMDM servers and SharePlus can work in conjunction to cover
Application Deployment, Authentication/Authorization, Data Leakage Policies and Data
Protection.

Mobilelron Integration

SharePlus integrates with2 6 A £ SL NB V Q& LJ whichrichidprisedNaMOoBilélsrO i dzNB
Core, Mobilelron Sentry, Mobilelron Client, and end user products.

SharePlus leverages Mobilelron SDK to improve the integration with the MDM, deliveeng a v

good integration with the Mobilelron platform. However, some particular capabilities may not

be supported, e.gAppConnect Datat-rest encryption

For detailed information refer td/DM Integration

Applicati on Customization

SharePlus User Experience can be customized in several ways:
1 Through application rebranding.
1 Integrating web technologie@iTML, CSS, and JavaSgnyb the native User Interface.
1 With native custom development, implementing Objecti@eode.

Corporate Branding

Enterprises oftemeeda detailed controR ¥ G KS | LILJarkH@d! to mebytrgorate 2 2 |
policies or match concrete solution nee@harePlusook-and-feel can be customizeduring
implementation, by the inclusion of custoreit assets.

For further details refeto Application Rebranding

SharePlus SDK

SharePlus can integrate modern standard chgine web technologies like HTML5 and jQuery,
allowing the development of ricmobile workspaceghat can offer a customized view of a given
site (Site Homes) or display content for a SideBar module (Application HehaegPlus Mobile
Workspacegsan communicate witlthe appusing S+ links or through a JavaScript API.

For further information abut SharePlu$SDK refer t&harePlus Develoge@uide

Native Custom Development

SharePlus can be further customized to adapt the product to specific business needs.

With the ObjectiveC SDK you can integrate custom components into SharePlus, like custom
actions on items, authentication providers, custom startup steps, etc.

Additional modules included on the SideBar can display custom content. These modules allow a
wide range of possibilities.

‘ SharePlus 4.9
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Chapter 2
Planning SharePlus

Sectionl: Solution Architeture

Section2: Planning User Experience
Section3: Planning SharePlus Licensing
Sectiord: Planning Configuration
Sections: Planning Deployment
Section6: Planning Connectivity
Section?: Planning Security
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SharePlus Architecture Overview

1) The Device connects to the MDM Servemrolls and

downloads SharePlus

2) SharePlus loads and downloads the centralized

configuration

3) When the user navigates a sjtthe native SharePoint (1)

Web Services are invoked and the content is loaded

4) Traffic can tunneled via VPN dmd HTTES) No

5) Authentication is relayed to ADy the Reverse Proxy |

or by SharePoint itself J
X

3 L@ )

Active
Directory

VPN /HTTP(S)
SharePlus (4)

- Local Cache Encryption (3

- Client Side Certs

@OOTB Web Services

N
- Windowd Formg 0365Auth NS
- WhiteList Openlin 0 (2)
- Plus moré § [ .
«@> Centralized
SharePoint —— Configuration

SharePlus Client Application

SharePlus is a nativ®@Sapplication. It managea local databaspopulated by a background
Offline Synchronizatioprocess. Document editing is implemented invoKsfgparty editing
G22ta @Al ahLISYy Lyéod

Connectivity and Network Architectures
SharePlus connects to SharePoint through ShareQgint-o®tdetbox Web Services

The network architecture needs to ensure connectivity by propawhyfiguring:

1 VPNgor MDMprovidedtunneling

i Firewalls and Reverse Proxies

T { KIEINBt2AyGQa !''fdSNyrasS ' 00Saa al LJILWAy3a FyR LI
You can test younetwork connectivityon SharePlus hyying thefollowing:

i Open iOS Safari anddwse the SharePoint site

M1 Download SharePlUsree

‘ SharePlus 4.9
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Security
SharePlus provas secure access to SharePoint sites by addressing aspects like:
9 Data Storage security iOS system architecture provides security features that are
enabled by default.
1 Authentication ¢ The user authentication on a specific device can be achieved through
the combination of several mechanisms like Passcode Tamkch IDand Office 365 on
the cloud.
9 Authorization¢ Access to SharePoint resources such as lists and documents is granted
GKNRdzZZK (GKS dzaSNDRa {KINBt2Ayd ONBRSY(GAlIfao
 aCSI (dz2NB ¢BasRdOYsEWItH iles, many restrictions over SharePlus
functionality can be included.

MDM Servers

SharePlus can work in conjunction withMDM Serveto cover Application Deployment,
Authentication/Authorization, Data Leakage Policies and Data Protection.

The level of support provided differs for each MDM vendbor further details refer to the
MDM Integration chapter.

Customization
SharePlugsan be customized to adapt the product to specific business needs. The main
mechanisms include:
f Configuration By adjusf 3 G KS | LILIQ& O 2t36F thedagigildatio 8 y > & 2 dz OF
existing functionalityfor instance, presetting the list of sites, defining default
visualizations and trimming unwanted featur&u can also adjust branding.
T al ¢a[ ¢With h&HTML SDKoy can create rich custom visual experiences that
leverage all the backnd SharePlus functionality and run even in offline mode.
1 ObjectiveCSDK: With the Objective SDK you can integrate custom components into
the app, like custom visual modules, auttieation providers or custom startup steps.

System Requirements
When working with SharePlus, you need to meet the following requirements:

SharePoint Version Mobile OS i0OS Device

SharePoint 2000r above iOS9 or above iPhone4S iPad2" generation iPod touch5™
both on-premises and Office generationor above.
365 (Cloud).

‘ SharePlus 4.9
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Ol ATTEI C 50A0 %
Enterprises oftemeeda detailed controR ¥ G KS | LILJankHed! tb mebytorgorate 2 2 |

policies or match concrete solution nee@harePlusook-and-feel can be customizeloly
adjusting the configuration and graphic assets during implementation.

Application Rebranding
¢CKS F2tt26Ay3 AINFLKAO StSYSyia Oly 0SS Odzailiz2YAl SF
1 Icons

1 Splash Screen
M Color Palette

I SharePlus

|ENTERPRISE|

&,

SharePlus

Toinclude customized assets, the existing standard components need to be replaced when
creating SharePlus IPA to deployed
For detailed information refer to thelser Experience Customizaticection.

Localization

SharePluavailable languages aknglish, Spanish, Chingdeaditional and Simplifiedyrend,
German, JapanesRussianltalian and Dutch
Localization to other languages can be custom implemented if required.

‘ SharePlus 4.9
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Ul Customization

SharePlugJserinterface can be customizdd provide a more engaging, businesgecific
experienceYou can customizine User Experience in the following aspects
1 The tup process
 ThedJLJ A Ol (A 2 FeQuindréniidadkdrourdy” R
1 Allthe dJLJ A OVisudl Arga® &
0 SdeBarArea The starting point of the application, the firstem presentedo the
user. This is the left panén the default layout
0 Main ScreenArea Area where the main content is displayed.
o0 Detail Area Area where contextual information is displayed.
0 AuxiliaryAreey ! NBEIF gKSNB GSYLRZNINE 2N az2dzi 2F 02y
I The available Home scenarios
0 SideBar custom moduledVhen accessing thépplicationHome or other custom
SideBamodules.
o0 PortalHome:When navigating to portal.
o0 Site HomeWhen navigating to a site

All thesecustomizations can be implement@d several ways:
1 Ceating HTMtbased componentausingSharePlus Mobile Workspaces
9 Creating rich components with charts and pivot tables|udingReportPlusiashboards
1 Through custom QjectiveC code

‘ SharePlus 4.9
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Understanding SharePlus licensing

Every SharePlus application must have a license and every license file is created for a specific
F LILX A O (A 2y Q& StmeBfuR wilSnotkur Sny dekidefith® Mednse file is missing

or invalid. This means that even if the application bundle is modified and resigned in order to
change a given configuration, the license specification cannot be modified.

The two licenseaelated messages displayed by SharePlusicgun are:

License License

Your license has expired or is invalid. Your license has been activated. Tap
the close button and restart the

application to finish the activation
process.

Note: Unlike with deviceswhenrunning SharePlus the iOS Simulatadhe license is not needed.

Asking for a License

License files are included in theLJLJ A O ( A 2thyaCisiprovided. by Inféagistics.{Tke
generation of newicenses or any modification over an existing one requires Infragistics
assistance on the matter.

License Capabilities

SharePlus license has mgmssibilitiesand allows you to lock/disallowa feature in SharePlus.
This capability is conceptually differefrom the Configuration File settings, which are used to
configure the application and its features. By configuration, you can adjust feature settings and
even disable the feature ifeeded. However, if the license is not allowing a feature to be used it
will never be available in SharePlus.

License Deployment

The license file must be included in theLJLJ A O (i A 2pyodided by thitagidtids. THeA f S
applicationpackagemay be modified and resigned to change specific configuration, however
the liceng must remain untouched.

The application allows changing its license configuration dynamically by using the iOS Open In
feature. In this case, the license fiteust be valid and provided by Infragistics.

2¢KS LI AOFGA2Yy Q& . dzy Rt § L RSy { foh withiNtheldavice] K5, O f dzS8 G KIF i A RSy
com.yourcompany.appname.
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Understanding SharePlus Configuration
SharePlus enablésth end-users andT Managerso adjustthe | LILJ A Gehéviogising &
two mainconfigurationcomponents CentralApplication Configuratiorand Site Configuration
Ortaz2 (yz26y |a Gaz20AftS bl @AIALGA2YyE0D
CentralApplication Confguration includesthe followingareas
1 Sites and User AccountBefine theSharePoint Sites the user will connect to and the
credentials ancguthentication methods to be used.
Features Turnapplication Features On/Off aratljusttheir parameters
Look andFeel Adjustthe colorand behavior of specific Ul components
Advanced SecuritySetup advanced security policies
Deployment SettingsDefine and configure how the application will be distributed to users.
Global SettingsTweak lowlevel parameters kie connection time outs, synchronization idle
time, andthe useof applicationlogs.

=A =4 =4 =4 =4

Site Configuration(a.k.a. dMobileNavigatiorg) includesall the parameters specific to a

particularsite or list, including

1 Offline Behavior Default Offline settigs foreachListwithin the site

1 Navigation Visibilityand organizationof sites and lists in the navigation bar.

1 Visualization DefaultSharePoinView and native Visualization for each Isbr thesite and
its sub-sites, you can configure the Site Home.

Central Application Config uration

SharePlus Application Configuration can be adjusted ubmépllowingmechanisms:

f Manual Configuratioty 5 A NBOGf & T NmtYuntinieS { Kl NBt fdzaQ ! L

O [ 2014 LAE WY / 2y T ABidghalstatit ML CanfigurstiofeBtoredwithin the
application.

1 RemoteConfiguration Usinga RemoteConfiguration Fle stored on SarePoint oranyweb
server.

91 Library-BasedConfiguration Access different configuration files storedarSharePoint's
document library providinga seletive configuration depending on thegplicationscenario.

1 Dynamic ConfigurationUseweb services or scripting languagegenerate Remote
/| 2y FAIdzNI GtheF . 8GA T Sa a2y

 Configiration & L y 2 S Pdssing g réieWonfiguration File to an already installed
applicationdo @ & A Y 2 Sdhfighratian® A i K & hfEdsgol, invoking a custom URL or
via an MDM policy/command.

1 MDM Administered ConfigurationSharePlus can work in conjunction with MDM servers, to
set up Remote Configuration scenarios.

Shyfeée | adzonaSi 2F GKS ! LIX AOFGA2yQa /2y FAIdz2NTF GA2y Oly 65 YI
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Manual Configuration

SharePlugsan be deployed withoudny configuration, delegating the task of configuring the
applicationto the end userWhen first opening SharePlus, the sidebar is displayed in the left
side of the applicationThrough the sidebar compongthe user can access the sitasd file
providers accounts, anthe global settings of the application.

Site Management

To accessontent froma SharePoint sitevithin SharePlugou have to set up a neportal.
Once your portais configured, you willdable to browse its subites, lists, and their content.
Sites can be added,adified, and deleted from the UL.

- Content o
&l Garth Fort
a:> Contoso E> Demo
Q Search http://spdemo-rw.infragistics.com:2001/sites/cont... http://spdemo-rw.infragistics.com
B! Content H} Bl Center H:) Legal Discavery Center
http://spdemo-rw.infragistics.com:2001/sites/bice... http://spdemo-rw.infragistics.com:2001/sites/edis...

Cancel Add Portal

PORTAL

Name

URL

AUTHENTICATION

Mode Windows Based

Account

Advanced Settings

Test Connection

‘ SharePlus 4.9
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Account Management

Users can add, modify, or delete User Accounts independently from &gdbsaccounts are
global to the applicatiomnd can be shared between sites
You can ecess Accounts from Settingsfoym your Portals

Cancel Settings

Passcode Lock

DISABLE AUTO-LOCK

During Preview
During Sync

Device Must Be Plugged In

Remove Local Files After Upload

Preview Document On Tap

Accounts

Advanced Settings

Help Center

Annut Lle

SharePlus v 4.1.1 (4.1.1009)

Save

Cancel Add Portal Done

PORTAL

Name

URL

AUTHENTICATION

Mode Windows Based

Account Test's Account

Advanced Settings

Test Connection

After tappingAccouns, all existing accounts are displayed.

{ Settings Manage Accounts

ACCOUNTS

@ Demo Account
@ XplusSite's Account

@ Test's Account

Create New Account

Done

Cancel Demo Account Done
AUTHENTICATION

Alias Demo Account

Domain Contoso

Username  DemoUser

Password [TTTTYYY YY)

CLIENT CERTIFICATE

Use Certificate

SETTINGS

Use As Default
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Global Settings

Manual configuration settings include, among others, #lugo-lock sétings, connection
timeouts, and synchronization idle time.

Cancel

Passcode Lock

DISABLE AUTO-LOCK

During Preview

During Sync

Device Must Be Plugged In

Remove Local Files After Upload

Preview Document On Tap

Accounts

Advanced Settings

Help Center

Abhaut lle

~—
o

Settings Save Cancel

CONNECTION
Timeout (sec)
User-Agent
Network Stack

A/ Upload Method
SYNCHRONIZATION
Idle Time (sec)

[ )

OTHERS

Log Recorder

=

Local and Centralized Configuration
SharePlug\pplication Configuration can be adjusted in a local or remot§ fieis working with
LocalConfigurationor Remote Configuratiomespectivey.

Enable this setting to
recorded files to the support team.

save your activ

Advanced Settings Done

b/

ty within the app. You can later send the

Main advantages of Remote Configuratimrer Local Configuration
1 Whenconfigurationsettings areadjustedin the remote file, the applicatiodoes not
need to bere-deployed after a configuration change.

1 Youare able towork with contextual informatim of the application, in order to provide

a selective configuration depending on the application scenario. The app's contextual
information include the OS version abevice IDamong others.

In-App Configuration File (Local Configuration)

The Local configation fileA a

'y Ah({

at NB LIS NI &

[A&ié - a]

package. This file fally configured before publishing the application, and packed inside the

F LILX AOIF GA2Y QA

AdLt! ¢ FAf SO

After editing the configuration file, thé& IR file has to be resigned, to ensurg¢hat the IPA
checksum will match its contenitheapplicationis later deployed andhe Configuration File is
stored locally in the device.

Y KFNBt f dza
configurationdata.

‘ SharePlus 4.9

/ 2y FA3dzNI A2y CAES A&

Fy Ah{ &t NRBLISNI®a

46

FTALS

[Aadé

~

a i

.a[



Centralized Configuration File (Remote Configuration)

The Remote configuration XML fifgpublished in a centralized location, on SharePoint or other

server.The use of a remote configuration file, facilitates governance, allowing IT Managers to

modify the default sdings of the device base centrally, without even having telpa new

version of the product.

Remote Configuration Files are not pushed from the server by SharePlus, instead, they are
NEGNRASOSR FTNRY (GKS &ASNIWSNI 6KSYy NBIjdzSaidSR 6 aLJdz £ ¢

Note: In Remote Configuratioscenariost is recommended to work with a partial
Configuation File, including only the items you want to change in the file. The applicatic
will later merge the data provided by the remote file with the local settings automatically

In the case of using Dynamic Configuration, the remote configuratiors fijjerierated ofthe-fly
for every user, in that scenario, you work with multiple remote configuratiles.

In the case of using LibraBased Configuration, you also work with multiple remote
configuration files stored in a SharePoint's document librling a fixed number of
configurations, though, asvery document in that library represents a differenindiguration
for the application.

For further information about Remote ConfiguratisaeCentral Application Configuration

Library -Based Configuration

This configuration mechanism consists on accessing different configuration files stored in a
SharePoint's document librarigvery document in that libramgepresents a different

configuration for the applicédn and must have the same structure as a standard Configuration
Fle, which means that the fileontent needs to include configuration entries as any iOS
"Property List" XML file.

To access the Remote Configuration Files stored in the SharePoint libtamggd to specify

the URL to the library.

Dynamic Config uration
LyadSFER 2F | 00Saaay3a I aaildliAraoéeg FAES ai2NBR Ay
3SYSNI GSR aReylIYAOe FA{So ¢2 drethyeINIdidn G KA A wSY2i
contextual information needs to be processed to generate selective configuration settings.
SharePlus application provides contextual information such as OS version, Device ID, or
language among others.
Dynamic Configuration can be achieved using differeethods, two common choices are:
9 Using scripting languagebtaining a generated file from a databadéven web site.
1 Using web servicesetrieving selective configuration based on known context variables.

‘ SharePlus 4.9
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Configuration oOlnjectiono

SharePlus configuratn files can be manually loaded after the application has been deployed.

The new (applied) configuration will merge with the Lagahfiguration and, aa result, a new

SharePlus configuration will be set on the device.

Below there is a brief descriptiofthell 62 RAFTFSNBY(l YSGiK2Ra (KIFG @2dz ¢
new configuration to SharePlus.

Note: Both methods described next are disabled by default to enforce the application
security For further details refer t&Configuration Injectionin the Securitychapter.

SharePlus link (S+ link)

ThisSharePlus feature allows users to perform certain actions within SharePlus, invoking these

actions fromHTML conten. b t Ay 1 & | NB oFaAiaolrtfte Odadz2y ! w[a i
GaLld dzZaaYkké @P2 NYERS OdNES TAK HYR2YWSIR 608 (GKS NBaz2dz2NDS
KGdLia LINPG202ft® ¢KS& OFy 06S dzaSR G2 Y2RATFe (KS
URL with a set of required parameters.

Syntax needed to update the Remote ConfiguratitiRlin the Cafiguration File:

splus://?action=configurationURL&url=< URLto the n ew Configuration
File >&useragent=< user agent >&timeout=< timeout in seconds >

Note: Sometimes you need to encode an entire URL or just some characters. For exan
whensendingaS#ll 6AGK | NBY2:GS O2yFTAIdzNF GA2Y
OKF NI OGSNI FNRY aGKOUOGLIYKkkE YEFETAYI GKS | w]

Open In

This iO$rotocolallows you to share files between applications on an iOS device. The
Configuration File must be opened with SHales throughOpen Inand the application will
automatically merge the existing configuration with the new one. This capability is very helpful
when working with Remote Configuration scenarios, allowing you, for example, to change the
URL from where the reate Configuration File is retrieved.

The Configuration File must be identified as a SharePlus file, so the SharePlus application will be
available among th®pen Inist of applications. To achieve this, the Configuration File extension
YySSRa (2Fa89¢&0alloz2y

‘ SharePlus 4.9
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MDM Administered Configuration

SharePlus can work in conjunction with MDM servers, to set up Remote Configuration scenarios.
MDM servers include a number of different policies/capabilities to be applied, a common policy
is the one that enables the meote configuration capability.

Site Configuration oa. k. a. Mobil e
When browsing a site in SharePlus, all the-sitds (or webs), lists, and libraries accessible to
GKS dzaASNJ FNB RA&ALI F@SR® ! £ KAé&nis§ickdoNBe 2Ay i O2 vy
server, but this solution is not enough for many SharePoint solutions. SharePlus provides the
Ste Configuration method to manage the settings for siites and lists for each site
independently. These settings include aspects like nawigavisualization, and offline behavior.
1 Navigationis about the visibility and organization of sites and lists in the navigation bar.
§ Visualizationk f f 264 (GKS O2y FTAAdzNI A2y 2F (GKS RSTFI dzf &
native visualization for eadfst. You can also configure the Site Home to personalize the
actual site and its subites gateway.
9 Offline behaviorallows the configuration odlefault offline settings foalist in the site.

This method i€onfiguredusing SharePoint Custom Listsatezl under each siteas it is a site
specific onfiguration method. The subite confguration list, normally referred as
Gaz20Af Sb | cgmba traatkdby manually creating the list or using a list template.

Manually Creating the List

This method usethe SharePoint outf-the-6 2 E G SY LI | 6§S &/ dzadz2zyYy [A&alGéd L
the required columns to meet a pr@efined structure for theMobileNavigatiorist, following a

small number of considerations.

Creating the List from a List Template

To follow this method, you need the latest Mobile Navigation te&snhplate which can be

requested to Infragistics as explained in the Configuration Chapter. Once you have the template
available in the list template gallery of your site, you can create the Mobifiglston list
automatically. When working with SharePoint farms and using Site Templates, you can take
advantage of this approach and automatically populate new sites with the Mobile Navigation list
template.

‘ SharePlus 4.9
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MobileNavigation - Site Pages

Site Actions ~ @ IO

Sandbox - SharePlus Demo » MobileNavigation » All Items

[l Version History
Sandbox - SharePlus Demo Business Development Sales Weekly Meeting
"3 Manage Permissions

- : : o Edit
Surveys [ Title Is Web  Hidden Default Mobile View em X Delete rem
Sales Process Survey MobileMavigation Mo Yes Manage
Site Pages No Yes
Pictures . c
Site Assets No No Title Site Pages
Asset Picture Library .
Links No Yes 1= Web Mo
. . Shared No No ;
Libraries Documents Ridden w=
Site Pages Default Mobile view
Default Visualization Table
Available Visualizations Table
Swipe Documents Mo
Offline Support No
Offline No
Offline Background Yes
Offline View
Offline Only wifi Yes

Offline Download Documents  Yes
Offline Max Document Size

Query Page Size

Once the list is located within the gjtSharePlus will find the list, identify and read the structure
and data to apply the specified settings.

‘ SharePlus 4.9
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Understanding SharePlus Deployment

SharePlus licensing modelgée Subscriptionand Enterprise) are distributed using diffate
methods.
1 Fred SubscriptionversionsD2 g6y f 2 RSR RANBOGt & FNRY ! LILJ SQ&
platform.
1 Enterprise versionCan be distributed using the following methods:
o0 MDM Server Deployment
0 WebDeploymentusing SharePoint
0 Ad-Hoc (typically used foesting purposes)

MDM Server Deployment

When using an MDM Servemu needto upload the applicatiopackagdo the MDM Server
following the instructions of the manufacturefhe application packageRA) is provided by
Infragistics, then the whole deployant process is delegated entirely to the MDM.

For further details about MDM Servers reterMDM Integrationin Chapter 4: Deployment.

Web Deployment using SharePoint

This deployment method allows you to distribute the &pation without any collaboration of
external services like MDM servers or the AppStore.

Working withWebdeploymentusing SharePointhe SharePlus application package is copied
into a library located in SharePoint. When the web page is opened from damdvice, a web
page contained on the application package enables the automatic installation of SharePlus
application.

Ehamiua Erivprise - OTA

] INFRAGISTICS

SharePlus Enterprise « Cer The Alr Download

‘ SharePlus v 4.0
[ st g

Note: SharePlus deployment can be carried out with any web server, including ShareP«
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iOS does not provide any means to fotbe update of an application at the Operating System

level. SharePlus Enterprise, however, provides this feature and can be configured to check for a

new version every certain pexd of time, also suggesting the user to update the application. The

applicah 2y Q& dzLJANI RS Oly 0SS LRAGLRYSR F2NJ I O2y FAIdz
application will force the upgrade.

For further information refeto Web Deployment using SharePoiirt Chapter 4: Deployment.

Ad-hoc deployment
This method allows distributing SharePlus application as a standard file and installing the app on
devices using iTunes. The whole process consists of three steps:

1 Locate the Unique iOS Devicéd§belonging to the devidg)to be used for teshg).

1 Build the application for that specifset ofDevice IIS.

9 Install the application using ITunesthe iPhone Configuration Utility

Application Resigning

To enable irhouse deployment of SharePlus, the applicati@eds tobe signed with the

Ot As@pple Enterprise Certificate. To obtéie Enterprise Certificate, the cliemustenroll in
the iOS Developer Enterprise Program

After obtaining the Enterprise Certificate, there @ alternatives to havea SharePlubuild
signed withthe certificate
1 Send the certificate to Infragistics, so we can directly sign the build withcgstificate
1 Resign yourself the build sent to you by Infragistics.
For furtherdetails about the pcess and all related conceptefer to Application Resignindn
Chapter 4: Deployment.

‘ SharePlus 4.9
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Typical Network Architectures

( Company Network

‘ HTTRS)

SharePlus

SharePoint Farm

SharePoint Server

Basi¢Standardinformation
 ¢KS dzad S NIning $h&réPluOBnnétlizi6 SharePoint through the HTTP(S)
protocol, within the Company Network environment.

1 SharePlus connects to the SharePoint server or SharePoint farm through OOTB Web
Services.

VPN

é Company Network

SharePoint Farm

#

SharePlus

Firewall SharePoint Server

_J

VPNspecific information
9 SharePlus connects to SharePoint through a VPN (Virtual Private Network), extending
the private and secure network across a public network (internet).
91 Firewalls and VPNs are used in conjunction. As using a VPN is about ensuring security,
Firewalls provideontrol over the network traffic.

‘ SharePlus 4.9
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Reverse Proxy

( Company Network
[T —————————

Authentication

DMZ

Active Directory
HTTPS _ _________ !

SharePlus SharePoint Farm

Firewall Reverse Firewall

Proxy J

SharePoint Server

J
Reverse Proxgpecific information
9 SharePlus connects to SharePoint through a Reverse Proxy server deployed in a network
DMZ, protecting internal servers from direct exposure touatrusted network
(internet).
1 This architecture can be used to balance the load on a SharePoint server farm,
increasing security by providing a single point of access to the internal network.
1 Reverse Proxy security architectures may include domaineatittation firough Active
Directory servers.
Mobilelron with AppTunnel
( Company Network
é SharePoint Farm
‘ App Tunnel
SharePlus
Firewall S'(\ellrstkr))illeslre?\r;er Firewall SharePoint Server
) )

Mobilelron-specific information
1 SharePlus connects to SharePoint through a secure dedicated connection, built upon
a2o0Af SLNRPYyQa {SyYyiNER (SOKyz2f2380®
 ThissoltionQENOKA GSOGdzNE oNAYy3I& YIye RGIyGr3aSa NEB:
integration, and administration.
For further information refert@ 2 6 Af SL N2y Qa LINR RdzOG LJ 3S
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Web Services Communication

{ KI NBtfdza O2yySOita G2 GKS {KIFEINBt2Ayd aSNIBSNI (KNP
This access is optimized in SharePlus by design, in order to reduce the number of round trips

between the application and the SharePoint server. Bdher details about SharePoint

Foundation ASP.NET Web Services refer td\tke Service GuidelinddSDN topic.

HTTP methods
For SharePlus to function properly, the SharePsérver must allow access @ETPOSTand
PUTHTTP methods. The following table list these three methods:

HTTP Method  Description

GET Method needed to retrieve data, downloading documents and configuration fi
Method used to invoke SOAP sers.Canalsobe used to upload files, see File

POST Upload Method below.

PUT Method usedby defaultto upload documentsPOSTan be used instead, see Fil
Upload Method below.

HEAD Method used to request resources information.

SharePlus verification to the  server

An early validation is needed to confirm that the SharePoint service meets SharePlus needs. To
achieve that, SharePlus often uses absolute URLs to the SharePoint Web service. These URLs
include the path to the Web site that will be available anditisyntax is similar to the following
example:

http://<servername>/<site>/ vti_bin/Lists.asmx

File Upload Method

You can configure the method used to upload files by choosing betweefROST.

SharePoint supports both methods, but unlike PUT, the R@3od requirescontiguousfree
space available in the server. Because of that, the POST method may have issues with files
bigger in size. Also take into account that sometimes the PUT method is blocked by FiEywvalls.
default, SharePlus uselse¢ PUT médtod.

Alternate Access Mappings

Alternate access mappings direct user requests toayeropriateURLs while interacting with
SharePoint, enabling internal URLSs to be mapped to public URksnal URLs originate from
Web requests and are received by t8karePoint Frontend Servers. Public URLs are the base
address that servers return in response to the Web requests.

For SharePlus to work successfully, alternate access mappings must be correctly corifigisred.
is particularly important when working witReverse Proxy scenarios

For further details refer t@lan alternate access mappinbschNet article.
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Network Layer
SharePlus allow you to use different networking ARtgording to your needs.
Network stack Description
Legacy This method uses lovevel networking APls and is recommendedNdnM

(ASIHTTPRequest scenarios Default methodor the AppStore(Free andsubscriptiorversions).
This method usesigh level networking AP[srovided by Applendmay present

Standard issues with NTLMcenarios, e.gtimeout when uploading a fileThis is the

(NSURLConnectigr defaultmethod for Enérprise versions and MDM builds as it supports app
tunneling.

Modern This nethod was released after iOS 7 release and was created to replace

(NSURLSessipn NSURLConnection as theeferredmethod of networking.
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Ol ATTEI C 3A/
Understanding SharePl us Enterprise Security

SharePlus Enterprise provides secure access to SharePoint sites from mobile devices. Keeping
enterprise data secure is the highest priority of SharePlus. To fortify enterprise data security,
core security features have been builtarthe product at each layer.

The following is a list of security features that are included in SharePlus Enterprise for iOS
devices. These features will be described in detail in subsequent sections of this document.

In this Chapter:

iOS Operatig SystemSecurity

Storage Security (Dat-Rest Security)
Channel (Communication) Security
Authentication

Authorization

ApplicationLevel Security

MDM Integration

=8 =4 =4 =8 =8 -8 =4

IOS Operating System Security

iOS system architecture comes with a layered approach to securighvgenabled by default,
for information regarding the subject refer tdtp://www.apple.com/ipad/business/it
center/security.html

Data-at-Rest Security
SharePlus offerstwo featSra (2 Sy adz2NB (GKI G RFGF Aad aSOdz2NE 2y |

M iOS Data Protection
1 Secure Data Wipe

IOS Data Protection

{ KF NBtfdza SYL}X2ea ! LJIJX SQa Ah{ 5F4F tNRGSOlGA2Yy T8
native iOS feature enhances the bdilthardware AE356-bit encryption by protecting the
SYONRBLIIAZ2Y 1S@é&a 6A0GK | dzaASNRNA LI 3a02RS® ¢KAA LINEP
application data such as cached documents and user configuration information.

The iOS Data Protection feature protects dataest, and his includes locking or powering

down the device.
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Secure Data Wipe
A SharePluadministrator ca configure a secure data wipe activate upon failed passcode
entry attempts or failed attemptso authenticate to the server. Also, SharePluggration with
MDM servers includes secure data wipe configuration.

iOSachieves data wipby securely discarding the block storage encryption key from iOS
Effaceable Storage, wdh renders all data unreadable.

Secure Data Wipe Triggered by Failed Passcode Entry

SharePlus may be configured centrally to securely wipe all application data upon reaching a
configurable amount of failed passcode entry attempts. This feature may be enforced centrally
by using the Remote Configuration feature provided by SharePlus

Secure Data Wipe Triggered by O0OAuthentication Ti
The Authentication Time Bomb feature allows administrators to set a limit on the number of

days that a user can use the application withoutrghenticating against the server. All

SharePlus apmation data will be securely wiped from the device if a user reaches the

configurable threshold for failed authentication attempts.

This feature is most relevant in SharePlus when the offline functionality is used. In the offline

mode, it is possible to wé& with SharePoint data cached on the device after the user

authenticates with the server. The Authentication Time Bomb allows an administrator to limit

the number of days that the application may be used withouamghenticating to the server.

MDM -Based Data Wipe

An administrator can alsinitiate the secure data wipe edemandby issuinga remote wipe
command from a Mobile Device Management (MDM) server. MDM integration will be
discussed in a subgaent section of this document.

Channel Security

Shard’lus communicates with the SharePoint Server by accessingf-tlug-box SharePoint
Web Services over the networlk addition to authentication and authorization requirements,
SharePlus is also able to ensure secure comaation through the use diTTP$SSLand VPN

Virtual Private Network (VPN)
SharePlus supports VPN connectivity either through the-bui®S VPN support or through 3
party VPN client applications. The native iOS VPN support is compatible with the following VPN
Tunneling protocols:
w Layer 2 Tunneling Protocol (LT2P)
w Pointto-Paoint Tunneling Protocol (PPTP)
w Internet Protocol SecurityPseg

Once the VPN iOS feature has been turned on and a connection is established, SharePlus will
utilize the tunnel for server communication. Additidlyathe VPN can be set to automatically
establish a connection when a SharePlus user attempts to connect to the server. This eliminates
the need for the end user to connect to the VPN prior to using the application.

For details about how to set up a VBN your Apple device refer tgOS Setting up VPN
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MDM Server VPN

SharePlus Enterprise versions can enhance their channel security through a dedicated
connection provided by MDM (Mobileebice Management) solutions. A papp VPN, securely
and transparently routes all the SharePlus network traffic.

VPN On-Demand

When using certificat® 8 SR | dzi KSYy A OF (-anREY | V¥VIREE IR DKR S A f @ vta
to transparently load a VPN when caution to the server is required.

For further information, refer taOS Security Overviewithin Network Security

Secure Sockets Layer (SSL)

Secure Sockets Layer (SSL) iy@t@graphic protocol used to facilitate secure communication
over the Internet. SharePlus supports SSL, access to certificate enabled repositories,-and Self
Signed Certificates.

¢2 | 00Saa | aAGS dzaAy3d {SOdz2NB { 2 Qyo&sie.> 2dzad dza$s

Authentication

SharePlus supports the following authentication mechanismsobthe-box:
() Passcode Lodkncluding Touch ID)

Windows Integrated Authentication (Active Directory)

SharePoinForm Based Authentication (FBA)

Office 365

Custom WelLogin Forms

€ g ¢€¢

Application Level Passcode Lock

SharePlus provides an optional Passcode Lock. When opening the application with Passcode
Lock enabled, you are prompted to enter a four digit code. The lock is automatically activated
when the application goes toackground or after a configurable amount of idle time.
Settingscan alsde centraly enforced by an Administrator through the usegidbal

configuration.

‘ SharePlus
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Touch ID

When configuring the Passcode Lock in SharePlus Enterprise, you can also enaltie¢h®8a
Touch ID as an additional security layer. You will neegtaip Touch ID on your devidist,
where you can enroll up to five fingerprints.

Settings Done
Passcode Lock
Change Passcode
Idle Time 15 min
Enable Touch ID @

L
Touch ID for “SharePlus”
DISABLE AUTO-LOCK .
Please authenticate to unlock

During Preview
During Sync Cancel
Device Must Be Plugged In L/

Remove Local Files After Upload

Preview Document On Tap U

Windows Integrated Authentica tion

When enabling Windows authenticatiotine security features of Windows clients and servers is
used.

SharePoint Forms-Based Authentication
In thiscommonauthentication mechanism, the user is prompted to introduce triedentials

Office 365 Authentica tion
This mechanism is used with SharePoint Serverselddst Office 365 on the cloud.

Web Login Authentication

This mechanism has been implemented to support customized online authentication
mechanisms such as Forefront UAG and ISA Server. This &atlientmethod behaves like
Office 365 authentication.

Web-based Auto Login

When usingVeb Loginusersnormally need to enter theicredentials and submit the
information. Throughweb-based autdogin, users skip that part ase whole authentication
process works as an integrated mechanism. They only tesdlect Wb Login and associate
anaccount, SharePlus theautomaticallypopulates the fields and submits the@edentials
information.
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For the webbased auto login to work, SharePlus will search ferltdgin name, password, and

submit button within the page. Thiellowingfields areneeded
f AyLdzi GF3 gAGK yFEYS ' at23Ayé 2N Oflaa I aft]
f Ay Ldzi G 3 passidK 2/NIYGE Taads ' a{t[ 2 RSNXI I aagég2NRLY
f odzitd2y @AGK Of I a& Gro t SMMY[yAil¢RSNI dzii 2 { dzo Y

Client Side Certificates
Clientside digital certificates can be used to request authenticated adoesSharePlus
Enterpriseapplication You cardeploy your clienside certificatedy using two methods:
f  Manual configuration The certificatt & al SR (2 { KIFNBtfdza a[ 20l f
assigned to a user account.
1 Integrated. SharePlus reads the certificate from a shared location on the keyohain
the certificate is pushed to the app lay MDM.

Manual
This method is very straightforwa, and, at a very high level, you just need to complete the
following two steps:
1. Copythe clientside certificate to the device running ShareRtsrder to make it
accessible to the application (Local Files).
2. Associate the certificate to the user accatimat you want to use the authenticated
access.

To achieve this two steps, you need to use theR\§haring feature to send your certificate

FNRY &2dzNJt/ (2 {KINBtfdzaQ [20Ff CAfSa 20SNJ GKS
to enable the ge of certificatesndlater select the new certificatéo be used For a detailed

procedure, refer to thedow to ue Clientside Certificate®log post.

Integrated
This method has two possibéeenarios
1 Using a shared Keychain
9 Pushing the certificate to the app
Using a shared Keychain
An MDM Server Ager2 NJ & | St d.d8sidin appluséd to deploy in the shared lea) can
be used to store certificates on a shared location on the keychi&ia.followinghree main
steps are needed:
1. The MDM Server Ageand SharePlus mubk re-signed so they cashare keychain
access.
2. Once deployed to the device, the MDM Server itgebtains the certificate and stores it
on the keychain on a known location.
3. SharePlus must be configured to read credentials from that known location.

As Enterprises are able to-sign all their mobile applications before deployment, both the
MDM ServeiAgent and SharePlus must be configured to belong to the same group. In
consequence, both apps will share keychain access.
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Pushing a certificate to the app
In this case, the MDN& configured to send th€lient Certificate to the apg-or further details
regarding Mobilelron seBolicies & Configisn Mobilelron Integration with SharePlus

Other Authentication Methods

Besidesxistingout-of-the-box authentication methods, SharePEsterpriseallows other
possibilitieso be taken into accounteither using Welbased Authentication or by developing a
custom Authentication Provider.

Custom Authentication Providers
SharePlus can be exteadthrough the SharePlus SDK, which allows the implementation of
custom authenticatia methodsaccording to the Enterprise needs.

Multi -Factor Authentication methods
Onetime password (OTP) methods, like RSA token, are supported usingpased
Authentication or through the implementation of custom Authentication Providers.

Authorization

User access to SharePoint resources such as lists and documents is grahée8harePoint

{ SNISNJ dzaAy3d LISNX¥AaaAA2Yyad {AYyOS {KIFNBtfdza | dziKSy
dzaAy 3 GKS Sy R dza Sdided autBdddaivs nfléspply.fThekefora, $hblIBvel N

resource access (read/writefc.) will mirror that which has been set up on the server.

For additional information regarding permissions in the SharePoint Server, please refer to the

User permissions and permission leveéshNet article.

SharePlus User Accounts Management

SharePlus allows you to work with as many user accounts as youoregulr sites SharePlus

accounts are not restrictetb a specific siteinstead they argylobal to the application and can

be shared between site¥Vhen creating a newsccount,you need to select the set of credentials

G2 0S dzaSR (2 I dzZiKSyGAOrdS | 3FrAyald beobBe aAGSQa &8
used by default when creating a new site.

Kiosk Mode

CKEABEA]1 Y2RSE Fftft2¢ga dzaSNAR G2 &aKI NBhisimodeS3A OS 44l
SharePlus behaves as a sesdiaped application, saving data of the current session while active

and wping all user data as soon as the session ends.

End of session

Sessions can end in two different ways, by specifying a session timeout (in minutes) or when the
user manually logs out. The Kiosk mode can be configured to add ®@ 6 dwd (G 2 Y
SharePlu$)l (User Interface).
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i Content °

il Garth Fort
H} Contoso H} Sales
Q, Search http://spdemo-rw.infragistics.com:2001/sites/cont... http://spdemo-rw.infragistics.com/demo/Sales
=) E Welcome E Field Services
8 Content } http://spdemo-rw.infragistics.com/demo/HomeDe... } http://spdema-rw.infragistics.com/demo/FieldServ..
* Favorites Construction
i . .
E} http://spdemo-rw.infragistics.com/demo/Construc... ‘ OneDrive for Business
Recent
- .
Welcome Local Files

Online ()

o
() Synchronization
o

Settings

Help Center
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time. An informative dialog is displayed to notify the user that the session is over.

Log Out

All custom data and content will be
removed.

Cancel

For further details about the Kiosk modendiguration, refertod YA 241 ¢ a2 RS h @SNIJASH
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Application Level Security Policies

All Enterprises frequently need to adjust application functionality based on their security rules.
These rules may include restrictiongen application functionality such as saving a SharePoint
document locally or sharing files via the-WiiShare feature. SharePlus natively suppitrese
administrative requirementghrough mechanisms that will be discussed in this section.

Feature Trimmi ng

Feature trimming allows Enterprise administrators to disable and adjust SharePlus features on a
global level. This may be necessargoonply with security policies or, in other cases, just to
simplify the User Experience.

Features can be disabled by difying SharePlus global remote configuration file. This
Enterpriseowned and hosted file is used to set application configuration at a global level.

When this file is modified and a feature is disabled, the change will take effect for all Enterprise
ShaePlus users. The following lists includes some of the functional aspects of the application
that are often disabled vithe Feature Trimming mechanism:

Site Administration Wi-Fi Sharing
1 Adding Sites 1 Allow WiFi Sharing
1 Deleting Connections 1 Uploading Documents
1 Updates to Connections 1 Downloading Documents
1 Credentlal. Storage Open In Functionality
1 Remembeng Last User Name 1 Allow
T My Site .Support 1 Restrict specific thirgbarty
1 My Profile support application use
Local Files ' Printing
i C.opy to Local Files 1 Allow Printing
1 File browser .
1 Emailing Documents Enterprise SeattHub
1 Swiping Documents 1 Enablethe SearciHub
{ Tabbed Previewing of Documents 1 Include Search Scopes

List Management

1 Exclude Search Scopes

1 Advanced Search Global Settings
¢ Offline Mode Preview Documents On Tap
) Remove Local Files After Upload
Favorltes. . Help URL
1 Displaying Items Count

ltems Mamgement
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EnableLog Recorder
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{ Auto Start

Disable Auto Lock on Preview

1 Add 5AalofS 550A0S8Qa
1 Edit Connection Timeout

1 Delete Sync Idle Time

1 CheckOut User Agent

T Approve/Reject Location Services

1 Copy URL 1 Enable Location Services
 Email URL
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Editor Whitelisting

Companies normally have a number of trusted (or preferred) apps suited for common tasks.
They want to limit the sharing of information within a restedtnumber of applications. The
Editor Whitelisting feature can be configured in SharePlus to filter which applications can
NEOSABGS TFTAES&a GAlF GKS ahLISy Lyé¢ LINRBG202t @

Trim Copy/Paste
SharePlus can be customized to restrict the copy and paste functionabitytprapplication
deployment.

Block Screenshot Capture (i0OS feature)
An administrator can modify the user profile settings within the device to disable the iOS
screenshot feature.

Blank the App Screen before suspending

When an application is suspendeds@aeenshot is saved by iOS to quickly present the app in the
last state when the app is resumethis feature can be blocked in SharePlus, ensuring that the
in-app information is never displayed without a user logged in.

MDM Servers

Mobile Device ManagemériMDM) software allows the secure management of mobile devices

RSLI 28R FONRPaa SyiSNLINARaSaoe !'a (GKS GoNXy3

securityrelated issues need to be addressed to avoid data breaches and other potential risks.
MDM capaliities are frequently used by Enterprises and, because of that, SharePlus offers
integration withsome ofthe mostcommonly used MDMsncluding MobilelronCitrixQ a
XenMobile andBitzer Mobile
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Chapter 3
Configuration

Section 1: Central Applicati Configuration
{SOGA2Y HY {AGS /2yFAAdzNI GA2Y | d]1 ®lI & daz2oAf Sbl @A

Section 3: Server Configuration
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The Configuration File Format
{ K NBt f dza O2y FAIdzNI { A 2X¥ML feiconGiningixmaingectioris{ at NB LIS NI &

1 ConfigManagecr, Attributes related to the remote configuration setup.
1 Featuresg! G GNAOdziSa NBfIIGSR 2 GKS LI AOFGA2Y QA
1 PagesaAittributes that define pagesahdview containers) that can be usad home

content forpre-defined portalsor the ApplicationHome module
f Accountsc! GGNAOGdzGSa GKIFIG RSFAYS arxisSqQa | 002dzyiao
1 Sitesqg Attributes that defineportal configurations.
9 Variablesg Attributes for custonfeatures. Enpty by default

<?xml version="1.0" encoding="UTF -8"?>
<plist  version=" 1.0 ">
<dict>
<key> ConfigManager </key>
<dict> ... </dict>
<key> Features </key>
<dict> ... </dict>
<key> Pages </key>
<dict> ... </dict>
<key> Accounts </key>
<dict> ... </dict>
<key> Sites </key>
<dict> ... </di ct>
<key> Variables </key>
<dict> ... </dict>
</dict>
</plist>

N>

CKSNBE INB aS@SNIft 2LiA2ya ¢gKSy OKz2z2aiy3a Ly - af
good options areXcodefor Mac OSnd Notepad++or Windows OS.

5 The Configuration File isproperty list, a structured data representation used to store, organize and access data.
Internally, it defines a dictionary (kesalue pair) using XML syntax. This-gedined structure is required by the
application inorder to correctly recognize and process the information.

Property lists are used extensively by applications on OSX and iOS, for further detailsIréfedtaction to Property
Listsin the Mac Developer Library.
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Remote Configuration

The appconfiguration can be adjusted using a remote file published in a centralized location, on
SharePoint or other web servérheConfigManagesectioncontains a dictionary used to

configure the settingdt is not mandatory to provide information for all the keys every time.
When specifying a URL and setting MastLoadRemoteConfig <true/>, the application will

merge a remote Configuration File withe local settings automatically.

<key>ConfigManager </ key>

<dict >
<key>ConfigurationURL </ key>
<string >http://pathToRepository/SharePlus_Config_file.plist </string >
<key>ConfigurationProviderID </ key>
<integer >0</in teger >
<key>ConfigurationVersion </ key>
<string >4.0 </string >
<key>MustLoadRemoteConfig </ key>
<false/ >
<key>ConfigurationAccountName </ key>
<string ></string >
<key>ConfigurationAuthProviderlD </ key>
<integer >0</integer >

</dict >

9 ConfigurationURIg Possible values include HTTP or HTTPS based URLSs.

1 ConfigurationProwderlD: ¢ Indicates the ID of the configuration provider to be used.

This value references the app.plist configuration providers seddoasible integer

values areéd (default) used for the Endpoint provider addor LibraryBased.

ConfigurationVersiorg Useful b keep track of the diffenat versions of the Configile.

MustLoadRemoteConfig When set to true and the application cannot access the

NEY2GS | w[Z GKS dzaSNJ) g2y Qi oS FofS G2 dzasS (K¢

1 ConfigurationAccountName The account to be usedhen retrievingaremote
Configuration File. Should reference by name an accfsant the accounts sectian

1 ConfigurationAuthProviderlConfigurationAuthenticationProviderlls also accepted
¢ Indicatesthe authentication mode required by the server tttieve the remote
Configuration FilePossible values for this attribute:

=a =

Value Authentication Mode
0 Windows Based
1 Form Based
2 Office 365
3 Web Login

For further details about Remote Configuration refeMt@rking with Remote Configuration
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Configuring Sites and Accounts

The OAccountsd Section

TheAccountssection of the Configuration File contains tBkearePoinaiccounts that will be pre

loaded by SharePlus. The section is structured asran &aith dictionaries, each dictionary

representing an account. Pienfigured accounts must include the authentication information

SEOf dzRAY 3 LI aa62NRaX 6KAOK &akK2dzZ RyQi 068 Ay Of dzRSF
All accounts are global to the SharePlus applicadiah can be shared betweesharePoinsites.

<key>Accounts </key>
<array >
<dict >
<key>Name/key>
<string >AccountR O 1 A étrkhg >
<key>AllowDelete </key>
<true/ >
<key>IsDefault </key>
<true/ >
<key>Domairn</key>
<string >$ 1 I AET R &/ stting i >A
<key>Username</ke y>
<string >5 OAORO O&/Astorig Al A
<key>UseCertificate  </key>
<true/>
<key>CertificateName </key>
<string/ >
<key>CertificatePassword  </key>
<string/ >
</dict >
</ array >

1 AllowDelete¢ Define whether the account can be modified/deleted by the user or not.
 IsDehwlt¢¢ dzNy G KA & | OO02dzyd Ayid2 GKS | LI AOIGA2Y QA
1 Domain, Username No password here. SharePlus will prompt the user to introduce

credentials when needed.
1 Clientside certificates informationg Used to authenticate the client to the servenpst

of the times is not provided as it depends on the MDM configuration.

6 When a connection requires a passwaitte application will prompt the user to introdudgs credentials on thérst
attempt to access the site
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The 0Sitesodo Section

TheSitessection of the Configuration File contains a collections of sites that will biopded
by SharePlus application. The section is structured as ag aiith dictionaries, each dictionary
representing a site. SharePlus sites or portals included here are tHextepconnection to
SharePoint content, and must specify an account and the authentication mode to be used.

<key>Sites </key>
<array >
<dict >
<key>Name/key>
<string >3 E OA R O </tdnp A
<key>URI</key>
<string >http://mydomain.com/  sites/ theSite </string >
<key>AuthMode</key>
<integer >0</integer >
<key>AccountName</key>
<string > AAT OTnénkedstring >
<key>SupportMySite </key>
<true/>
<key>MySiteHost </key >
<string/ >
<key>MySiteTitle </key>
<string/ >
<key>SupportMyProfile </key>
<true/ >
<key>ProfileHost </key>
<string/ >
<key>ViewMode</key>
<integer> O0</integer>
</dict >
</array >

f  URLg String value with thé.J2 NJiokatioR &
1 AuthMode ¢ Authentication mode accepd by the server. Possible values for this
attribute are:

Value Authentication Mode
0 Windows Based
1 Form Based
2 Office 365
3 Web Login

1 Account NamgOptional)¢ Must be an existent account (if empty the default account is
used).
1 Supp)ortMySitecEri-c')fSé GKS Gqaéd{AiSé¢ FSI{daNB
f MySiteHost(Optional)c¢ KS ' w][ 6KSNB daé{AdS¢ LI 3ISaEa I NB K
f  MySiteTitle(Optional)c¢ KS yIFYS 2F (KS ahyS5NAGS F2NJ . dzad A
Documents section of SharePlus.
SupportMyProfilec EnablesDisabledi K S ¢ a & featudR F A £ S ¢
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91 ProfileHost(Optional)¢ The URL where the person profilglated pages are hosted.
1 ViewMode (Optional) Allows you to preconfigure how a Site is viewed in SharePlus.
Possible values for this attribute are:
Value Authentication Mode
0 View inSharePlusNative)
1 View in Web
2 View in Safari
3 Ask User\ill always open a selection menu with options 0 Jo 2

Note: ¢ KS !'w[ 2F F t2NIFf OlFyy20 AyOfdzRS
OXk{AGSt I 3S&ak!l 2YS Pl &LIEO 2 NladdedrkoShRIURE VI Y)
For example, ushttp://mySharePoint.com/MySiteind not
https://mySharePoint.com/MySite/SitePages/Home.aspx

‘ SharePlus 4.9
71


http://mysharepoint.com/MySite
https://mysharepoint.com/MySite/SitePages/Home.aspx

Config uring Features

SharePlus allows you to configure default behaviors and turn features on/off by using a
centralized Configuration File with a specific structure. Having a centralized file, allows to set the
application’s configuration at a global level. Wihais configurationfile is modified, the

changes will affect all Enterprise SharePlus users. Features disabled or trimmed may respond to
security policies or, sometimes, just to simplify the UX (User Experience).

Configuring a Feature

The Featuressectip A a4 NBf I GSR (2 (GKS LI AOFGA2Yy Q& o0SKI @A
is represented by a dictionary structure and most of these entries display the following

structure:

<key>FeatureName</key>
<dict>
<key>Enabled </ key>
<true/>
<key>Settings </ key>
<dict> ... </dict>
</dict>

Each feature has the following common child nodes:
Node Type Description

Enabled Boolean Specifies whether the feature is enabled or not.

Represents a dictionary of the needed parametersanfigure the
specified feature. Keys are always Strings and values for a specific ke
could be String, Integer, or Boolean.

Dictionary

Setti
etings (key-value pair)
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List of Configurable Features
The following table lists some features that are commonly disabled or adjusted by Enterprise

administrators.

Feature

Alerts
AppMeasurement
DocumentPrint
EmailClent
EmailDocument
EmailURL
Favorites
Feedback
GlobalSearch

Help
HomeManagement
ImageManagement
[temsManagement
ListManagement
Local Files
Location Services
OfficeWeb

Openin

Pages

Pasteboard
PDF\ewer
ReportPlus
SitesAdmin
URLSchemes
VersionHandle
ViewInWeb
WebManagement
Wi-Fi Sharing

Description

Enable and configure alerts to be displayed in Timeline (Social Hub).
Adobe Analyticspecific sttings

Allows the user to print documents using iOS native AirPrint service.
Configure sttings fora 3rd party email clientwhichreplacesiOS email client.
Allows the user to send documents viamail.

Allows the user to send the URL of a document viaad.

Enableghe use andaccesdo Favoritesn ShaePlus

Allows theuserto send feedback from inside the application.

Refine theEnterprise Search settingyy including/excluding scopes.
Configure the irapp help by replacing or hiding it.

Cafigure the Application Home page and the Default Site Home page.
Enablethe user to manage the images before being uploaded.

Enablesthe user to manage list settings via Ul.

Enablethe user to manage thhst settings via Ul (User Interface).

Manage thelLocal Files section settings.

Allows the user t@utomatically retrievegec-location data

Qustomize the URL used to view/edit office documents in Office Web.Apps
{ KINB R2O0dzySyia ¢6AGK 20KSNJ LA G
Allows the definition of pages and view containers to be used as home con
Enable/Disable the copy & cut functionality from sensible places in the app
Manage thePDF Viewer settings.

Enable/Disable ReportPlus dashboards.

Allowsthe user to manage sites within SharePlus.

Enables the use of custom URL Schemes and configures their behavior.
Configurethe automatic updates settings

Usesscan view a web version of SharePoint content in a Skkarivindow.
Reorder website links in the Navigation pane

Share data from the Local Files section viaFWi

For further information regarding these featuresonfiguration seeAppendix 1:Configuration

File Reference
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The 0GI|I obal Settingsdé Section

This section includes the predefined configuration for a subset of SharePlus &eltingi KS & 3t 20 | f
aStiAy3aed ¢KSaAaS INBE GKS | LILX AOFGAZ2YQa FI OG2NE 3
manually adjusted through the JUéxcept by theAutoHideNavigatosetting.

Below there is a list of these settings:

<key>GlobalSettings  </key>
<di ct >
<key>Enabled </key>
<true/ >
<key>Settings </key>
<dict >
<key>AutoHideNavigator </key>
<true />
<key>ConnectionTimeout </key>
<integer >50</integer >
<key>DisableAutoLockOnPreview </key>
<false/>
<key>DisableAutoLockOnSync </key>
<false/>
<key>DisableAutoLockMus tBePluggedin </key>
<false/>
<key>PreviewDocumentsOnTap</key>
<false/>
<key>RemovelocalFilesAfterUpload </key>
<false/>
<key>UserAgent </key>
<string ></string >
<key>SyncldleTime </key>
<string >60</string >
<key>EnableLog </key>
<integer >0</integer >
<key>StartupM odule </key>
<string ></string >
<key>ExternalBrowser </key>
<string >chrome</string >
<key>NetworkStack </key>
<integer >0</integer >
<key>UploadMethod </key>
<integer >0</integer >
</dict >
</ dict >

Note: You can use remote configuration to change settings indudéslobal Settings and
prevent users to make changes to them from the Ul. To do this, you need to turn off the
feature Global Settings by changing teabledkey tofalse
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1 AutoHideNavigatorg Enable/Disable the Sidebar (left pane) auto hide behatfior.
enabled, the Sidebar will be displayed only the first time the user runs the app. By
default, this setting is disabled and the Sidebar is displayed.

9 DisableAutoLockOnPrevievDisableAutoLockOnSyrgPreventthe device from locking
itself while previewng docsand/or during the sync process

1 DisableAutoLockMustBePluggedirEnableghe other two auto-lock options when the
device is plugged in.

1 PreviewDocumentsOnTag@ Enables document preview as the default actamen

tapping an item. Item details areilstavailable on a different view.

UserAgentg{ K NBt f dzi Q endaty,$hélstandar8 ggénts usedr

SyncldleTime; Frequency in which the sync process is triggemedeconds

StartupModule¢ Soecifiesthe application module to be loaded by ShaePwhen

opening the application from scratch. Possible values include all Row Identifiers

specified in the NavigatorTableDefinition.plist file. Possible OOTB values for the
attribute are:

=A =4 =4

Attribute Value Module
ContentHub Content

Favorites Favorites

Recent Recents

Social Social

Search Search

Home Application Home

1 ExternalBrowsel; Specifies the external browser that will be used. Possible values are
chromeor safari and Safari is used by default.
1 EnableLog; Enable/Disable théog Recorder to reecd your activity within the appthe
app requests, and server responsksgs will be generated in the Local Files under the
G[ 23aé¢ F2f RSN
Possible values for the attribute are:
IntegerValue Description
0 False (Default)
1 True

1 NetworkStackg Specifis the method used in the networking layer. Legacy is
recommended ér NTLMscenariosPossible values for the attribute are:

IntegerValue Description

0 Legacy (ASIHTTPReqleBefault forAppStoreversions (Free and Subs)
1 StandardNSURLConnectiarefault for Enterprise versions.
2 Modern (NSURLSession)
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1 UploadMethod¢ Specifies the method used to upload files, PUT or POST. SharePoint
supports both methods, but unlikeUT, the POST method requires free space available
in the server. Because of that, the POST method may have issues with files bigger in size.
Also note that sometimes the PUT method is blocked by Firewalls.

Possible values for the attribute are:

IntegerValue Description
0 WebDav PUT (Default)
1 WebServiceROSY
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Configuring Security

SharePlus enforces security in many different levels, providing a series ehlaéltturity
features for iOS device$he security features detailed below need todmnfigured in the
Configuration File depending on your specific needs.

Passcode Lock and Touch ID

The Passcode Loakd the Touch IBeaturesimplicate a number of related configuration
settings like forcing the user to have a passcode,lockfiguring tle Touch 1Dgr configuring
the auto lock options. These configuration settings are included in the Configuratiaméde
three different feature sections:Passcode GlobalSettings and TouchiD.

Passcode
Configuration Key

EnablePasscode
DefaultPasscode
MustUsePasscode
PasscodelLocklnactivityTime

GlobalSettings
Configuration Kg
DisableAutoLockOnPreview
DisableAutoLockOnSync

DisableAutoLockMustBePluggedi

TouchID
Configuration Key
TouchID

‘ SharePlus 4.9

Description

Enabé/disable passcode lock feature.

Passcode lock code by default (4 digits Integer).

Force the use of passcode lock feature (set up is on the first rt
Idle time before the application locks (minutes).

Description

Preventthe device from locking itself while previewing docs
and/or during the sync process

Enableghe other two auto-lock options when the device is
plugged in.

Description

Enable/disable the Touch ID feature.
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Data Wipe
Data Storage Security includes secure Data Wipe, which can be activated upon failed passcode
entry attempts orfailed attempts to authenticate to the server.

Data Wi pe Triggered by OAuthentication Ti me Bomb
A SharePlus administrator can configure a secure Data Wipe to be performed after a number of

RFEe@a Ay 6 KA Ofuthenticia &hidstRie BeyvaIiE fadfBre can be configured

0KNRdzZAK GKS a! dziKSYGAOlIGA2Yy ¢AYS . 2Y0é TSI Gdz2NBo

<key>AuthenticationTimeBomb  </key>

<dict >
<key>Enabled </key>
<true/ >
<key>Settings </key>
<dict >
<key>AllowedTime </key>
<integer >10</integer >
<key>MaxAttempts </key>
<integer >3</in teger >
<key>AttemptFailedMessage </key>
<string >You have [AttemptsLeft] attempt(s) left </string >
<key>LimitReachedMessage </key>
<string ></string >
</dict >
</dict >

1 AllowedTime¢ Maximum period in time (burs) that the user can work with the app
without login in again.

 MaxAttemptsca | EA YdzY ydzYoSNJ 2F FIAf SR FdziKSyidAaOF (A2
data is wiped.

1 AttemptFailedMessage If empty, no message will be displayed for failed attempts.

1 LimitReachedMessageMessage displayed when there are noeatpts left. If empty, a
default message is shown to the user.
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Data Wipe Triggered by Failed Passcode Entry

Asecure Data Wipeanbe activated upon failed passcodatry attempts. The
PasscodeFailsHandle feature section also includes the maximum audtiemtiattempts, and
the message displayed to the user when there are no attempts left.

<key>PasscodeFailsHandle </key>
<dict >
<key>Enabled </key>
<true/ >
<key>Settings </key>
<dict >
<key>BlockApp </key>
<false/ >
<key>MaxAttempts </key>
<integer >3</integer >
<key>Message</key>
<string >You have no attempts left </string >
<key>WipeData</key>
<false/ >
</dict >
</dict >

BlockAppg Enable the application to be blocked on authentication fails.
MaxAttempts ¢ Maximum authentication attempts.
Message; Message to be shawwhen the user has no attempts left.

WipeDatac¢ When true, tears internal app data when the useas no attempts left
(Local Files, Offline cache, internal DB and other usel).data

=A =4 =4 =
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Editor Whitelisting

Companies normally have a number of trusted (or erefd) apps suited for common tasks.
They want to limit the sharing of information within a restricted number of applications.
O2y TAIdzNBR

¢CKS G9RAG2NI 2KAGStAaGAYAE FSIFGdz2NBE A&
key.

<key>Openin</key>

<dict >

<key>Enabled </key>

<true/ >

<key>Settings </key>

<dict >
<key>Annotation </key>
<dict/ >
<key>Filters </key>
<dict >

<key>pdf </key>
<string >customUTI, customExtension </string >

</ dict >
<key>ShowButtoninViewer </key>
<true/ >
<key>ShowButtoninViewer -iPad </key>
<true/ >
<key>ShowButtonInViewer -iPhone </key>
<true/ >
<key>AllowOtherExtensions </key>
<true/ >
<key>AllowConfigurationUpdate  </key>
<true/ >

</ dict >

</ dict >

f  ShowButtoninViewerg{ K2 6 a k| ARSa (KS G9RAGE
bar.

pdzii2zy AY

1 AllowOtherExtensiong Allows to open documents with extensions not specified in the

filters.
f AllowConfigurationUpdatec9 y I 6 f Sak5Aal of Sa (KS

FoAf AdESR

configuration using the Open In feature by sending a new Configuration File with

.spconfigextension.

9 Filters¢ Dictionary (keyvalue pairs) used to filter apps Open In feature based on file

extension.
0 Keyc contains the file extension, e.g., pdf.
0 Valueg There are 3 different options available for this String field:

‘ SharePlus 4.9
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Option Example

<eR A (0 2 NIxéustgmiektengdy o6& (KS SF com.adobe.pdfreader, pdfex

<gp ld Huf F LIWWLRYHBHY X com.adobe.pdfreader|com.corp.pdfapp
<officeWeb>, <action3 officeWeb, edit

Note: When no custom UTlIs are available,the @py 06S O2y TAIdzNBER (ke a

SRAG2N) St SOGSR o0& GKS dzaSNJ R2SayQid Yl GaOK |

Copy & Paste Trimming
SharePlus can disable the copy & cut functionality from sensible places in the application. This
feature is configured through thRasteboardeature in the Configuraon File.

<key>Pasteboard </key>

<dict >
<key>Enabled </key>
<true/ >
<key>Settings </key>
<dict/ >

</dict >

”When gecifying the use of Office Web App, actions available are: edit or view.
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Configuration Injection

/| 2y FAIdzNY GA2y FAESa Oy 68 YlydzZdtte f2FRSR 2N aA
0§KS ah LISy .lhafdition,N@Remaeabnfiguration URL can be updatedhimking a

custom URISchemgS+ linkpr through a JavaScript APl method

(Configuration.setRemoteFileSouy.ckll threemethods can be disabled to enforce the

application security.

SharePlus link s and JavaScript API
Both SharePlus URL Schenaesl theConfiguration.setRemoteFileSoudaaaScript Afrhethod
can be completely disabletirough the URLSchemes feature in the Configuration File.

<key>URLSchemes/key>
<dict >
<key>Enabled </key>
<true/ >
<key>Settings </key>
<dict >
<key>AllowConfigurationUpdate = </key>
<false/ >
</ dict >
</ dict >

1 AllowConfigurationUpdate; Enables/Disables the ability to update the Configuration
URLby usingany of the two following mechanisms:
0 URL Schemes
o TheConfiguration.setReoteFileSourcdavaScript APl method

Open In
This iOS protocol that allows you to share files between other applications and SharePlus can be
used to load a new SharePlus configuration. You can disable this method if needed.

<key>Openlin</key>
<dict >
<key>Enabled </key>
<true/ >
<key>Settings </key>
<dict >
<key>AllowConfigurationUpdate  </key>
<true/ >
</dict >
</ dict >

f AllowConfigurationUpdatec9 y I 6 f Sak5Aal of Sa GKS FoAftAde G2
configuration using the Open In featunath a new Configuration lwith .spconfig
extension.
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OKi osko6 Mode Overview

SharePlus can behave as a sesbtiased application, in which each session works as a temporal

interactive dialogudetween SharePlus and the user. Once the session ends, all user data can

be wiped and thepp can be reset to its initial stat€his specific behavior is sometimes known

4 aYA24a]1 a2RS&€d ¢KAA TSeksibnfagemeneadrd yi thé 3 dzZNB R (I K NP
Configuration File.

<key>SessionManagement </key>

<dict >

<key>Enabled </key>

<true/ >

<key>Settings </key>

<dict >
<key>AllowLogOut </key>
<true/>
<key>ApplyFromBackground </key>
<false/>
<key>ApplyToBackground </key>
<false/>
<key>ApplyFromScratch </key>
<false/>
<key>ApplyFromTimer </key>
<false/>
<key>AllowFromInactivity </key>
<false/>
<key>Ina ctivityExpirationTime </key>
<integer >0</integer >
<key>ResetPasswords </key>
<false/>
<key>WipeData</key>
<false/>
<key>WipeLocalFiles </key>
<false/>
<key>WipeSitesCache </key>
<false/>
<key>WipeAccounts </key>
<false/>
<key>WipeAlerts </key>
<false/>
<key>WipeFavorites </key>
<false/>
<key>Timeout </key>
<integer >10</integer >

</dict >

</dict >

TheSessionManagememrbnfiguration settings always apply all the enabled actions.
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