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Disclaimer  
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EXPRESS REPRESENTATIONS OF WARRANTIES. IN ADDITION, INFRAGISTCS, INC. DISCLAIMS ALL 

IMPLIED REPRESENTATIONS AND WARRANTIES, INCLUDING ANY WARRANTY OF 

MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NON-INFRINGEMENT OF THIRD 

PARTY INTELLECTURAL PROPERTY RIGHTS. 

{ƘŀǊŜtƭǳǎϰ 4.9 ς AdministratorΩǎ Guide 3.1 

All text and figures included in this publication are the exclusive property of Infragistics, Inc., and 

may not be copied, reproduced, or used in any way without the express permission in writing of 

Infragistics, Inc. Information in this document is subject to change without notice and does not 

represent a commitment on the part of Infragistics, Inc. may have patents or pending patent 

applications covering subject matter in this document. The furnishing of this document does not 

give you any license to these patents except as expressly provided in any written license 

agreement from Infragistics, Inc. 

Infragistics, Inc. and SharePlus are trademarks of Infragistics in the United States and/or other 

countries. 

This document also contains registered trademarks, trademarks and service marks that are 

owned by their respective owners. Infragistics, Inc. disclaims any responsibility for specifying 

marks that are owned by their respective companies or organizations.  

©2018 Infragistics, Inc. All rights reserved. 

  



  

 
 3 

SharePlus 4.9 

  !ŘƳƛƴƛǎǘǊŀǘƻǊΩǎ DǳƛŘŜ   !ŘƳƛƴƛǎǘǊŀǘƻǊΩǎ DǳƛŘŜ 

Table of Contents  
 

Introduction ...................................................................................................................................... 4 

Whatôs in this Guide ......................................................................................................................... 6 

Chapter 1 Introducing SharePlus .................................................................................................... 7 

Welcome to SharePlus! ............................................................................................................... 8 

Functional Overview iOS ............................................................................................................. 9 

Chapter 2 Planning SharePlus ...................................................................................................... 37 

Solution Architecture .................................................................................................................. 38 

Planning User Experience ......................................................................................................... 40 

Planning SharePlus Licensing ................................................................................................... 42 

Planning Configuration ............................................................................................................... 43 

Planning Deployment ................................................................................................................. 51 

Planning Connectivity ................................................................................................................ 53 

Planning Security ....................................................................................................................... 57 

Chapter 3 Configuration ................................................................................................................ 66 

Central Application Configuration .............................................................................................. 67 

SharePoint Site Configuration a.k.a ñMobileNavigationò ........................................................... 91 

Server Configuration .................................................................................................................. 98 

Chapter 4 Deployment ................................................................................................................. 101 

Enterprise Deployment ............................................................................................................ 102 

Application Re-signing ............................................................................................................. 122 

Chapter 5 Advanced Configuration ............................................................................................. 134 

User Experience Customization ............................................................................................... 135 

SharePoint Offline Support ...................................................................................................... 152 

Support Enablement ................................................................................................................ 158 

Chapter 6 Advanced Features ..................................................................................................... 165 

Social Networking .................................................................................................................... 166 

Data Visualization .................................................................................................................... 172 

Network Drives ......................................................................................................................... 185 

Other Cloud Providers ............................................................................................................. 187 

Search ...................................................................................................................................... 192 

Application Integration ............................................................................................................. 196 

Nintex Integration ..................................................................................................................... 207 

Appendices .................................................................................................................................. 216 

Appendix 1: Configuration File Reference ............................................................................... 217 

Appendix 2: SharePlus Links Reference ................................................................................. 249 

Appendix 3: Document Changelog .......................................................................................... 251 

 



  

 
 4 

SharePlus 4.9 

  !ŘƳƛƴƛǎǘǊŀǘƻǊΩǎ DǳƛŘŜ   !ŘƳƛƴƛǎǘǊŀǘƻǊΩǎ DǳƛŘŜ 

Introduction  
Welcome to the SharePlus AdministratoǊΩǎ DǳƛŘŜΦ 

This guide's purpose is to assist you with every aspect of a SharePlus Enterprise solution, 

empowering you to do the planning, deployment, and complete administration of your solution. 

SharePlus has been crafted towards both small and large scale organizations, therefore, 

administrators need to comprehend the wide number of scenarios available that build upon all 

SharePlus functionality. 

Audience  

Despite the title, this documentation is not directed to administrators only, it is recommended 

for project managers, business analysts, developers, and also power users who want to 

understand more about SharePlus administration, design, and configuration. 

Power users ς Will learn more about planning SharePlus functionalities, configuration details, 

and also some advanced features like Search, Social Networking, and Offline Support. 

Project managers ς Will find key information from the Planning SharePlus chapter very useful 

when working with SharePlus projects. 

Developers ς Will have a detailed view of all SharePlus functionality, implementation 

architecture, configuration and deployment.  

Business Analysts ς As project managers, they will find the Planning SharePlus chapter very 

handy. 

About SharePlus  

SharePlus is a native mobile application that provides online and offline, read/write access to 

SharePoint content like libraries and lists. SharePlus Free and Subscription, available in the 

AppStore, are consumer-oriented applications that meet the needs and interests of individuals. 

SharePlus Enterprise, on the contrary, can be used as a base to build complex Business 

Enterprise Solutions that assemble aspects like connectivity, security, deployment, and 

configuration. 
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How to Use this Guide  
This guide was formatted with the reader in mind, including not only illustrative images and 

diagrams but also elements like notes and links, in order to highlight/redirect to relevant 

information. 

 

 

 

Note: Notes include information that needs to be highlighted, and sometimes tips for the 

reader. 

 

 
 
 
 

About Tables  Details 

Importance 
Tables add value for the user by presenting complex data in a user-friendly and 
more readable format.  

 

 

 

Gesture icons provide a close-to-reality representation for applications with 

touch-based UI. 
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Whatõs in this Guide 
SharePlus AdmiƴƛǎǘǊŀǘƻǊΩǎ DǳƛŘŜ ƛǎ ŘƛǾƛŘŜŘ ƛƴǘƻ 6 different chapters: 

Chapter 1 ð Introducing SharePlus  

This chapter introduces SharePlus and gives a general overview of the application functionality. 

Chapter 2  ð Planning SharePlus  

This chapter help administrators understand the architecture of a SharePlus solution and plan 

the different aspects of it, including connectivity, security, user experience, configuration and 

deployment. 

Chapter 3  ð Configuration  

The Configuration chapter gives detailed information about the configuration components 

ŀǾŀƛƭŀōƭŜ ƻƴ {ƘŀǊŜtƭǳǎ ŀƴŘ Ƙƻǿ ǘƻ ŀŘƧǳǎǘ ǘƘŜƳ ǘƻ ǘŀƛƭƻǊ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴΩǎ ōŜƘŀǾƛƻǊ. 

Chapter 4  ð Deployment  

This chapter details the available methods used to distribute SharePlus Enterprise, including the 

Web, Ad-hoc, and MDM-based deployment. General information about the application re-

signing process is also included in this chapter. 

Chapter 5  ð Advanced Configuration  

¢ƘŜ ά!ŘǾŀƴŎŜŘ CŜŀǘǳǊŜǎέ ŎƘŀǇǘŜǊ ŎƻǾŜǊǎ ŀŘǾŀƴŎŜŘ configuration aspects including UX 

Customization, Offline Support, and Support Enablement. 

Chapter 6 ð Advanced Features  

This chapter covers advanced application features including ReportPlus Integration, Social 

Networking, Search capabilities, and MDM Integration. 

Appendices  

The appendices included in this final chapter provide further information about how to create 

your IG Account and request priority supportΦ ! ŎƻƳǇƭŜǘŜ ǊŜŦŜǊŜƴŎŜ ǘƻ ǘƘŜ /ƻƴŦƛƎǳǊŀǘƛƻƴ CƛƭŜΩǎ 

contents is also included here. 
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Chapter 1  

Introducing SharePlus  
 

Section 1: Welcome to SharePlus 

Section 2: Functional Overview 
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7ÅÌÃÏÍÅ ÔÏ 3ÈÁÒÅ0ÌÕÓȦ 
SharePlus is a native mobile application that empowers your team to run business processes, 

work on documents on-premises or in the cloud, and analyze data all in one place. SharePlus 

offline capabilities allows you to continue working with your SharePoint content even offline. 

Changes introduced while offline are synchronized automatically with the server when the 

devices goes back online. 

  

  

Create amazing charts and pivot tables from SharePoint Lists and Excel spreadsheets, or find the 

experts on your network using People Search and discuss your insights by sharing the charts. Be 

in sync with your team with by sharing Calendars, Task Lists, Contacts, and Issues, Discussion 

Boards and Announcements and storing content in MySite/OneDrive for instant sharing. 

SharePlus is available for iOS and Android platforms and is offered in three different license 

models: 

¶ Free 

¶ Subscription  

¶ Enterprise 

Note: This document refers to the SharePlus for iOS only. For other mobile platforms, please 

refer to the corresponding documentation. 
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&ÕÎÃÔÉÏÎÁÌ /ÖÅÒÖÉÅ× É/3 
Feature FREE SUBSCRIPTION ENTERPRISE 

Mobile Collaboration 

Browse SharePoint Content (online & offline)    

Navigate SharePoint sites, lists/libraries and its contents Restricted Yes Yes 

Embedded Document Previewer Restricted Yes Yes 

View in Web Blocked Yes Yes 

SharePoint List Views Support Restricted Yes Yes 

Nintex Integration No No Yes 

External Lists/Content Types Support Restricted Yes Yes 

Browse other content sources    

Box, Dropbox, Google Drive, Network Drives, OneDrive for Business Restricted Yes Yes 

Quick access to Content    

Sidebar with access to Content Hubs Yes Yes Yes 

Recent Content Restricted Yes Yes 

Favorites Blocked Yes Yes 

Recommended Content (SP 2013 only) No No Yes 

SharePlus Mobile Workspaces No No Yes 

Custom Site Homes No No Yes 

Edit Content    

Add list items and documents Yes Yes Yes 

Edit & delete list items and document properties Restricted Yes Yes 

File editing via native 3rd party apps Blocked Yes Yes 

Office Web Apps Blocked Yes Yes 

Check In/Check Out and Approve/Reject Support Restricted Yes Yes 

ά{ŀǾŜ ŀǎ 5ǊŀŦǘέ όǎŀǾŜ ǘƻ ŘŜǾƛŎŜύ {ǳǇǇƻǊǘ Restricted Yes Yes 

In-App PDF Annotation and PDF Forms (read only) Blocked Yes Yes 

SharePoint Document Versioning Restricted Yes Yes 

Rich Text Editor for Rich Text Fields Restricted Yes Yes 

Offline Synchronization with collision resolution Blocked Yes Yes 

InfoPath Forms No No Yes 

Collaborate    

Send files by Mail (attachment and URL) Yes Yes Yes 

Add User Profiles and Contact Items to device Contacts No No Yes 

Wi-Fi Sharing Blocked Yes Yes 

Analytics on the Go 

Visualize SharePoint Content    

Rich Visualizations (Grid, Calendar, Picture Thumbnails) Restricted Yes Yes 

Optimized PDF Navigator Restricted Yes Yes 

Search Hub    

Integration with SharePoint Server Search Engine Restricted Yes Yes 

Search for content in all connected portals and cloud providers Restricted Yes Yes 

Data Visualization Restricted Yes Yes 

Enterprise Ready 

Social Hub    

Newsfeeds (SP 2013) and change notifications (Alerts)  No No Yes 

MySite/OneDrive Support No No Yes 

People navigation and search No No Yes 

Browse Colleagues (SP 2010), Followers and Followees (SP 2013) No No Yes 
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Feature FREE SUBSCRIPTION ENTERPRISE 

Enterprise Ready 

Security    

Data-at-Rest Encryption Yes Yes Yes 

HTTPS and VPN Support Yes Yes Yes 

Authentication    

App Passcode Lock Blocked Yes Yes 

Touch ID Blocked Blocked Yes 

Native Support for Windows, Forms, Office 365, and Web Login Yes Yes Yes 

Integrated Client-Side Certificates No No Yes 

Custom Authentication methods No No Yes 

Advanced Security    

Editor Whitelisting No No Yes 

Passcode Fail handle (including Data Wipe) No No Yes 

Authentication Time-Bomb No No Yes 

Kiosk Mode No No Yes 

Deployment    

In-House Deployment (OTA w/Remote Update) No No Yes 

MDM Server Deployment No No Yes 

Advanced Configuration    

Centralized Configuration No No Yes 

Per-site Configuration (MobileNavigation) No No Yes 

In-App Support Tools (Feedback Email and Help URL) No No Yes 

Language Support    

English, Japanese, French, Spanish, Chinese, German, Russian, Italian, 
Portuguese 

Yes Yes Yes 

MDM Integration    

MobileIron Integration ς AppTunnel & AppConnect 
(Deployment, Central Configuration and Policies, Per-app VPN) 

No No Yes 

Rebranding    

Corporate Branding No No Yes 

Custom Development    

HTML/JS SDK No No Yes 

Native custom development No No Yes 

 

Table Reference  

¶ Yes ς Available 

¶ No ς Not available 

¶ Restricted ς Limited application behavior, e.g., only the first list items are shown. 

¶ Blocked ς Not available without Subscription or Enterprise. 
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Browse SharePoint Content  
SharePlus provides an intuitive navigation of SharePoint content including sites, webs, lists, 

document libraries, documents and items. 

Navigating Sites 

The Content Module gives you access to your SharePoint content as well as any documents in 

your network drives and cloud providers. Pre-configured Portals and File Providers, when 

available, are displayed. Any sites recommended for you or that you are following are displayed 

in the Favorites module. 

 
 

The Sites that you have tagged for quick access (Favorites) can also be accessed through the 

Favorites menu in the sidebar. 
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Navigating Lists and Libraries  

Tapping on a Portal or site, you can browse its sub-sites, webs, libraries, and lists. The content, 

displayed on the right pane, depends on the user permissions on the SharePoint server. 

 

 

SharePoint items are displayed in a table, grid, or calendar view (according to the list type and 

settings). Items are paged to optimize network use and you can scroll up and down to look 

through the list. 
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Navigating Documents  

SharePlus fully supports SharePoint content types, including SharePoint default types and 

custom content types you may create. 

The properties from an item can be opened and they will be displayed organized in columns. 

When the item is a document (or has one attached)Σ ǘŀǇǇƛƴƎ ǘƘŜ ƛǘŜƳΩǎ ƛŎƻƴ ǿƛƭƭ ōǊƛƴƎ ǳǇ ŀ 

document preview (the most common slideshow, text, spreadsheet, PDF, and multimedia 

formats are supported). 

  

If any specific file types are not supported by the SharePlus previewer, they can still be opened 

with any 3rd party apps that support it and use Open In. 

Previewing Files  

SharePlus uses the native iOS File previewer to display files within the app. All file formats that 

can be previewed on iOS Safari, or the iOS Mail Client, can be displayed in SharePlus.1  

òView in Webó 

.ŜǎƛŘŜǎ {ƘŀǊŜtƭǳǎΩ ŘƻŎǳƳŜƴǘ ǇǊŜǾƛŜǿŜǊΣ ǘƘŜ ŀǇǇ ƛƴŎƭǳŘŜǎ ŀ άǾƛŜǿ ƛƴ ǿŜōέ ŦŜŀǘǳǊŜ ǘƘŀǘ ŘƛǎǇƭŀȅǎ 

the resource as it would be shown in a web browser. This is especially useful to view a site or 

the home page of a sub-site, with its web parts, for example. Broadly speaking, any pure-web 

content will be better appreciated this way. 

                                                            
1 Visio files not supported. PowerPoint slides might not be fully respected. 

http://office.microsoft.com/en-001/sharepoint-server-help/introduction-to-content-types-and-content-type-publishing-HA102773267.aspx?CTT=1
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SharePoint List Views Support  

List Views are pre-defined configurations created on the server to organize and filter the items 

of a list, depending on the needs of different SharePoint groups of users. You are allowed to 

change the list view by selecting among the Views you have access to. 

 

 

 

 



  

 
 15 

SharePlus 4.9 

  !ŘƳƛƴƛǎǘǊŀǘƻǊΩǎ DǳƛŘŜ   !ŘƳƛƴƛǎǘǊŀǘƻǊΩǎ DǳƛŘŜ 

Nintex Integration  

²ƛǘƘ {ƘŀǊŜtƭǳǎΩ support for Nintex, you can view and complete your forms in SharePlus. In 

addition, any workflows associated with your SharePoint lists will be handled within the app. 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

SharePlus integrates with Nintex in two different ways: 

¶ Through the Nintex widget included in SharePlus Mobile Workspaces, which can interact 

with the Nintex Mobile application. 

¶ With Nintex forms and tasks embedded inside SharePlus. 

SharePlus supports both Nintex Forms and Workflows for Office365 and Nintex for SharePoint 

(On-Premise). For more information, navigate to the Nintex Integration section. 
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Browse other Content Sources  and Cloud Providers  
SharePlus gives you access to your content sources and the files contained in them. All content 

sources are displayed in an organized list view in the Content module. 

 

Box, Google Drive, Dropbox and Network Drives  

Google Drive, Dropbox and Network Drives have the same available actions, although you will 

see that the display for Google Drive is different.  
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OneDrive for Business  

This content source shares the same general behavior than SharePlus Portals. That means you 

are able to create documents and ReportPlus dashboards, add folders, change SharePoint list 

views and SharePlus visualizations, among other possibilities. 

 

Quick Access to Content  
SharePlus helps you access your content with little effort, by showing recent content, allowing 

the creation of favorites, and including a SideBar menu with access to content hubs. 

Favorites  

SharePlus Ŏƻƴǘŀƛƴǎ ŀ άCŀǾƻǊƛǘŜǎέ aƻŘǳƭŜ ǘƘŀǘ gives you quick access to all your favorite content 

displayed in an organized list view by category. 
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To mark an item as Favorite, just tap thŜ ά{ǘŀǊέ ƛŎƻƴ ƻƴ ƛǘǎ ǇǊƻǇŜǊǘƛŜǎΦ 

 

Recommended Content  

When working with SharePlus Enterprise and SharePoint 2013 server you can get 

recommendations on sites and documents that may be relevant to you. Suggestions are 

included on the SharePlus list view under the Recommended section in the Favorites Module. 
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SharePlus Mobile W orkspaces 

By using web technologies like HTML, CSS and JavaScript, SharePlus can display rich mobile 

workspaces to enhance the user experience. In addition, high quality interactions can be 

achieved by using CSS and JavaScript frameworks like JQuery. Besides that, SharePlus provides a 

JavaScript API that gives access to SharePlus data, giving you the ability to present dynamic 

content from the server, even while offline.  

 
 

For further information about SharePlus Mobile Workspaces refer to SharePlus 5ŜǾŜƭƻǇŜǊΩǎ 

Guide. 

 

http://download.infragistics.com/shareplus/docs/current/iOS/DeveloperGuide.pdf
http://download.infragistics.com/shareplus/docs/current/iOS/DeveloperGuide.pdf


  

 
 20 

SharePlus 4.9 

  !ŘƳƛƴƛǎǘǊŀǘƻǊΩǎ DǳƛŘŜ   !ŘƳƛƴƛǎǘǊŀǘƻǊΩǎ DǳƛŘŜ 

Custom Site Homes  

Portals and sites can both display home content in SharePlus, presenting the user with a 

customized view for a given site. Site Homes can be pre-configured and shared across sites, 

ŘƛǎǇƭŀȅƛƴƎ ŘƛŦŦŜǊŜƴǘ ŎƻƴǘŜƴǘ ŘŜǇŜƴŘƛƴƎ ƻƴ ǘƘŜ {ƘŀǊŜtƻƛƴǘ ǎƛǘŜΩǎ ŎƻƴǘŜȄǘΦ 

Every site in SharePlus has a Site Home by default, which can be changed manually (through the 

UI) or by configuration settings. 

You can configure different types of content to be displayed as Site Home, i.e., SharePlus Mobile 

Workspaces, ReportPlus dashboards, and PDF files.  

  

For further details about Site Homes configuration refer to Home Customization 

Edit Content  
On top of reading SharePoint data, SharePlus allows users to: 

¶ Add, edit & delete list items, documents and its properties, stored in lists, document 
libraries and attached to list items.  

¶ Send/receive documents to 3rd party apps for editing. Those apps must support incoming 
and outgoing Open In. 

 
SharePlus centralizes all possible actions to be performed over any content, including sites, 

webs, lists, and items. Once the menu is displayed, scroll the list up and down to navigate 

through all the available actions for that type of content. 
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Perform a tap & hold to display the menu with all available actions. 

  

Editing Items  

SharePlus enables users to view and edit SharePoint List Items using native item forms. 

  

 

 

Item forms are built dynamically, presenting both native and custom properties defined on the 

LǘŜƳΩǎ ŎƻƴǘŜƴǘ ǘȅǇŜ ƻǊ ŎƻƭǳƳƴǎ ŘŜŦƛƴƛǘƛƻƴΦ !ƭƭ {ƘŀǊŜtƻƛƴǘ ǇǊƻǇŜǊǘȅ ǘȅǇŜǎ ŀǊŜ ǎǳǇǇƻǊǘŜŘ ŀƴŘ 

rendered using the corresponding iOS visual control. 

Editing Files  

SharePlus relies on invoking 3rd party apps to edit documents. Any 3rd party app that supports 

incoming and outgoing Open In can be used. 

When working with Office file formats, Microsoft Office for iPad is strongly recommended as 

you can save your work straight to the SharePoint server. Office for iPad will ask you for 

SharePoint credentials to access the document. Once you provide them the document is 

changed directly on the server and it will be automatically updated in SharePlus.  
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Check In/Check Out and Appr ove/Reject support  

Check-In and Check-Out SharePoint actions are supported on SharePlus. The actions appear on 

the document actions menu when available to the current user. Approving and rejecting 

documents is only available on content-approval-enabled libǊŀǊƛŜǎ ŦƻǊ ǳǎŜǊǎ ǿƛǘƘ ǘƘŜ ά!ǇǇǊƻǾŜǊέ 

role on SharePoint.  

òSave as Draftó 

SharePlus features two save options: Save and Save as Draft. The Save as Draft option is useful 

when you want to work on a local copy without uploading changes to the SharePoint server.  

 

In-App PDF Annotation and Form Filling  

SharePlus provides a PDF annotation tool suite that lets the user annotate PDF documents and 

fill PDF forms without leaving the application. This maximizes productivity and keeps sensitive 

documents inside SharePlus. 

The available tools are: 

¶ Shapes: Square, circle, line, arrow and free drawing 

¶ Markups: Highlighter, underline and strike. In addition, you can now highlight links. 

¶ Text box and Sticky Notes 

¶ Stamps 

  

In addition, you can perform a search within a PDF file, browse the results by page and navigate 

to the page you want. 
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Document Versioning  

SharePlus supports SharePoint lists and document libraries with version control enabled. You 

can keep a history, track changes, and restore previous versions if needed. 

 

Rich Text Editor  

SharePlus features a fully capable Rich Text Editor which lets the user create rich content for 

Rich Text columns. The most common tools are available: font type face, font color, highlight 

color, bold, italic and underline, font size, paragraph alignment and insert picture. The editor 

also incorporates Undo and Redo support. 

Besides being able to edit rich content, the user may also edit the HTML source of the content. 
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Managed Metadata Services  

SharePlus also supports Managed Metadata Fields. Native iOS controls are used for these field 

types as well. When editing a managed metadata field, SharePlus will present the user with a 

pop-up dialog with search capabilities, as well as adding new tags and multiple selection. 

SharePoint Offline Synchronization with Conflict Resolution  

Offline support is one of the most critical aspects of a mobile solution. SharePlus allows users to 

synchronize SharePoint content with the device, enabling offline reading and editing when not 

connected. Items can be added, edited and deleted while working offline. Changes are 

synchronized back with the server when the connection is restored. 

 

 

  

http://office.microsoft.com/en-001/sharepoint-server-help/introduction-to-managed-metadata-HA102832521.aspx
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Synchronization Monitoring  

¢ƘŜ ά{ȅƴŎƘǊƻƴƛȊŀǘƛƻƴέ SideBar component allows you to access and monitor information when 

synchronizing your data. All errors and recent activity is displayed on the popover, as shown in 

the image below. 

 

Coll ision Resolution  

When synchronizing changes back to the server you may encounter conflicts, for example, when 

two or more users edit an item at the same time. SharePlus resolution engine helps you decide 

how you want to proceed in those cases. 
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InfoP ath Forms  

SharePlus supports displaying InfoPath forms and also adding new forms based on templates. 

Viewing and adding new forms require SharePlus to be online. No offline support is provided for 

form libraries. 

Your SharePoint server needs to have InfoPath Forms Services enabled and correctly configured 

for SharePlus to be able to render forms. For more information on how to configure it refer to 

the Configure InfoPath Forms TechNet article. 

Collaborate  
SharePlus enables users to be in sync with their teams by supporting all SharePoint native 

collaboration types, including Calendars, Task lists, Contact lists, Issue lists, Discussion Boards 

and Announcement lists.  

Sending Files by Ma il  

SharePlus users can share documents by mail either attaching the file to the email or sharing the 

link to the document on SharePoint.  

Email Format Support  

MSG and EML file formats are fully supported in SharePlus. As long as the file is attached to an 

item or saved into a document library, SharePlus will be able to read the message along with its 

attachments. 

Add ing  to device Contacts  

Any phone number, email, and SharePoint contact can be imported into the iOS contacts app 

from SharePlus with any SharePoint contact list.  

Local Files 

The Content module includes the ά[ƻŎŀƭ CƛƭŜǎέ ǎŜŎǘƛƻƴΣ ǿƘƛŎƘ ƎƛǾŜǎ ȅƻǳ ŀŎŎŜǎǎ ǘƻ ŀƴ ƛǎƻƭŀǘŜŘ ŀƴŘ 

secure storage on your device. This storage is not synchronized with the server and can be used 

to store personal files. From Local Files you are able to upload files to the SharePoint server or 

share them via the Wi-Fi network. 

Wi-Fi Sharing  

Share files from Local Files with others through the Wi-Fi network. It is as simple as connecting 

your device to the network and enabling File Sharing in SharePlus. Once the address is displayed 

on screen, input that address in a web browser connected to the same network. 

 

http://technet.microsoft.com/en-us/library/cc262263.aspx
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Visualize SharePoint Content  
You can control every aspect on how SharePoint lists and document libraries are displayed by 

configuring the following settings: 

¶ SharePlus Views 

¶ SharePoint Views 

¶ Ad-Hoc Sorting & Grouping 
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Rich Data Visualizations  

The layout of Lists and Document Libraries can be adjusted using Visualizations, e.g. table, grid, 

calendar view. The default and available Visualizations depend on the list type and settings, e.g., 

the Calendar compact Visualization is only available for Calendar lists. 

 

Available visualizations: 

¶ Table view based: displays the items with their icon and basic information based on the 

list view, in a vertical list. 

¶ Table standard: items are displayed showing only their title, in a vertical list. 

¶ Grid view: displays the items in a spreadsheet fashion, one line per item and one 

column per metadata field. 

¶ Calendar view: this is a calendar-specific view (only supported for calendar lists) which 

supports daily, weekly and monthly views. 

¶ Picture Board: this is a picture-specific view (only supported for picture libraries and 

asset libraries) that displays picture thumbnails over a dark background to provide a 

better image visualization. 
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Ad-Hoc Sorting & Grouping  

Once you enter the sort and group settings, you will find there are different buttons and actions 

available. You can specify group by criteria by dragging List columns to the Group By section or 

sort criteria by dragging columns to the Sort By section. 

 

Quick Access 

You can easily switch the SharePoint List Views and SharePlus Visualizations by tapping the view 

name to open the Views selector under the list/library name. 

 

  



  

 
 30 

SharePlus 4.9 

  !ŘƳƛƴƛǎǘǊŀǘƻǊΩǎ DǳƛŘŜ   !ŘƳƛƴƛǎǘǊŀǘƻǊΩǎ DǳƛŘŜ 

Search Hub 
Search is today an integral part of any SharePoint-related solution, enabling easy access to 

larger and larger volumes of information. 

SharePlus Enterprise Search 

The Search module allows you to search SharePoint server and cloud providers content by 

keyword and retrieve results from all connected portals and cloud providers at the same time. 

Filters like location, modification date, result type, scope and author help you narrow the 

retrieved results which are displayed in an organized list view. 

 

You can use the search filters, refining the search by location, result type, modification date, 

author and scope. 

Filtering content inside lists and document libraries  

SharePlus provides both basic and advanced list filters, based on complex criteria and defined by 

the user, using the cuǊǊŜƴǘ ƭƛǎǘΩǎ ŀǾŀƛƭŀōƭŜ ŎƻƭǳƳƴǎΦ Results will be displayed as items in the 

current list view and will be cleared once the search tool is dismissed. 
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Data Visualizatio n 

Design and view dashboards with Shar ePoint Da ta 

You can use data visualization to communicate insight by creating rich dashboards that consume 

SharePoint data.  

  

The Visualization options include grid, text, trend line, map, gauge, chart, and financial chart 

views. 

  

Working with Pivot Tables  

You can connect to data sources like lists and documents, including calendars, contacts, images, 

Excel files. SharePoint lists and Excel files can apply many different visualization options to their 

data. With SharePlus Bundle (ReportPlus and SharePlus Enterprise), you have access to more 

than 20 different data sources. 
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Pivot Tables are very powerful data summarization tools that help you analyze data. To create 

one is as simple as selecting your data and using the Pivot Table Editor to slice-and-dice data 

according to your needs. 

You can summarize data, hide null values, add quick filters, and also customize the columns to 

be listed in your pivot table. For further details refer to the Data Visualization 

Social Hub  
Collaboration is encouraged through SharePlus new Social Module, providing a centralized and 

feature-rich User Experience (UX) for SharePoint 2013 social features.  

The Social Module lets you share your ideas, as well as discover and keep track of your 

colleagues and their work through their profiles, posts and updates in their Timelines. Your 

SharePoint personal storage (My Content) is also available in this module. 

Timeline  

The Timeline tab includes your newsfeed, the place where you can access all your public posts, 

conversations, and updates. In this section, you can gain quick access to all the posts in which 

ȅƻǳΩǾŜ ōŜŜƴ ƳŜƴǘƛƻƴŜŘΣ ǘƘŜ ƛǘŜƳǎ ȅƻǳ ƘŀǾŜ άƭƛƪŜŘέΣ ŀƴŘ ǘƘŜ Ǉƻǎǘǎ ƻŦ ǘƘŜ ǇŜƻǇƭŜ ȅƻǳ ŦƻƭƭƻǿΦ 

 

  

http://office.microsoft.com/en-us/support/whats-new-in-microsoft-sharepoint-server-2013-HA102785546.aspx
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My content and profile  

The Social Module gives you access to your personal SharePoint storage (My Content), including 

both your public and private document libraries. Also, you can visualize or edit your personal 

information shared on your corporate social network. 

 

 

People 

The People tab displays the list of people that you are following and the ones following you. In 

this section you are able to connect with people, access their content and activity feed and also 

start conversations with them.  
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Security  
SharePlus provides secure access to SharePoint sites from mobile devices. To fortify data 

security, core security features have been built into the product at each layer. 

The following is a list of security features that are included in SharePlus Enterprise for iOS 

devices: 

¶ Storage Security (Data-at-Rest Security) 

¶ Channel (Communication) Security 

¶ Authentication 

¶ Authorization 

¶ Application-Level Security 

¶ MDM Integration 

Custom authentication methods can be implemented through the Objective-C SDK. 

For further details on every feature, refer to the Planning Security 

Deployment  
SharePlus licensing models (Free, Subscription, and Enterprise) are distributed using different 

methods. You can download the Free/Subscription versions ŘƛǊŜŎǘƭȅ ŦǊƻƳ !ǇǇƭŜΩǎ !ǇǇ {ǘƻǊŜ 

distribution platform. The Enterprise version can be distributed using the following methods: 

¶ MDM Server Deployment 

¶ Web Deployment using SharePoint 

¶ Ad-Hoc (typically used for testing purposes) 

For further details refer to the Planning Deployment 

Advanced Configuration  
SharePlus enables both end-ǳǎŜǊǎ ŀƴŘ L¢ aŀƴŀƎŜǊǎ ǘƻ ŀŘƧǳǎǘ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴΩs behavior using 

two main configuration components: 

¶ Central Application Configuration 

¶ Per-ǎƛǘŜ /ƻƴŦƛƎǳǊŀǘƛƻƴ όŀƭǎƻ ƪƴƻǿƴ ŀǎ άaƻōƛƭŜ bŀǾƛƎŀǘƛƻƴέύ 

Central Application Configuration  

You can work with a Remote Configuration XML file published in a centralized location, on 

SharePoint or other server. The use of a remote configuration file, facilitates governance, 

allowing IT Managers to modify the default application settings on all devices centrally, without 

even having to push a new version of the product. 

SharePlus also supports working with multiple remote configuration files, by using Dynamic 

Configuration or Library-Based Configuration methods. 

For further details refer to Local and Centralized Configuration 
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SharePoint Per-site Configuration (MobileNavigation)  

When browsing a site in SharePlus, all sites, lists, and libraries accessible to the user are 

displayed. SharePlus provides the Site Configuration method to manage the settings for sites 

and lists for each site independently. These settings include aspects like navigation, 

visualization, and offline behavior. 

¶ Navigation is about the visibility and organization of sites and lists in the navigation bar. 

¶ Visualization allows the configuration of thŜ ŘŜŦŀǳƭǘ {ƘŀǊŜtƻƛƴǘ [ƛǎǘ ±ƛŜǿ ŀƴŘ {ƘŀǊŜtƭǳǎΩ 

native visualization for each list. You can also configure the site Home to personalize the 

site gateway. 

¶ Offline behavior allows the configuration of default offline settings for a list. 

For further details refer to {ƛǘŜ /ƻƴŦƛƎǳǊŀǘƛƻƴ άŀΦƪΦŀΦ aƻōƛƭŜbŀǾƛƎŀǘƛƻƴέ 

 In-App Support Tools (Feedback Email and Help URL)  

SharePlus provides several in-app tools to facilitate access to support to the user. These 

different tools can be customized separately and are centralized in the Help Center. 

 

For further details refer to Support Enablement 

Language Support  
SharePlus will apply language and regional settings configured on the device. The available 

languages are English, Spanish, Chinese (Traditional and Simplified), French, German, Japanese, 

Russian, Italian, and Dutch.  
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You can switch language or regional settings on the device and SharePlus will take settings into 

account. The localization to other languages can be custom implemented if needed. 

MDM Integration  
SharePlus integrates with many MDM solutions available in the market, including MobileIron, 

CitrixΩǎ ·ŜƴaƻōƛƭŜ, and Bitzer Mobile. The level of integration depends on the capabilities of 

each particular MDM solution. MDM servers and SharePlus can work in conjunction to cover 

Application Deployment, Authentication/Authorization, Data Leakage Policies and Data 

Protection. 

MobileIron Integration  

SharePlus integrates with aƻōƛƭŜLǊƻƴΩǎ ǇƭŀǘŦƻǊƳ ŀǊŎƘƛǘŜŎǘǳǊŜ, which is comprised of MobileIron 

Core, MobileIron Sentry, MobileIron Client, and end user products.  

SharePlus leverages MobileIron SDK to improve the integration with the MDM, delivering a very 

good integration with the MobileIron platform. However, some particular capabilities may not 

be supported, e.g., AppConnect Data-at-rest encryption. 

For detailed information refer to MDM Integration 

Applicati on Customization  
SharePlus User Experience can be customized in several ways: 

¶ Through application rebranding. 

¶ Integrating web technologies (HTML, CSS, and JavaScript) into the native User Interface. 

¶ With native custom development, implementing Objective-C code. 

Corporate Branding  

Enterprises often need a detailed control ƻŦ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴΩǎ ƭƻƻƪ-and-feel to meet corporate 

policies or match concrete solution needs. SharePlus look-and-feel can be customized during 

implementation, by the inclusion of customized assets. 

For further details refer to Application Rebranding 

SharePlus SDK 

SharePlus can integrate modern standard client-side web technologies like HTML5 and jQuery, 

allowing the development of rich mobile workspaces that can offer a customized view of a given 

site (Site Homes) or display content for a SideBar module (Application Home). SharePlus Mobile 

Workspaces can communicate with the app using S+ links or through a JavaScript API. 

For further information about SharePlus SDK refer to SharePlus DeveloperΩǎ Guide. 

Native Custom Development  

SharePlus can be further customized to adapt the product to specific business needs.  

With the Objective-C SDK you can integrate custom components into SharePlus, like custom 

actions on items, authentication providers, custom startup steps, etc. 

Additional modules included on the SideBar can display custom content. These modules allow a 

wide range of possibilities. 

 

https://www.mobileiron.com/en/products/product-overview
http://www.citrix.com/products/xenmobile/overview.html
http://www.oracle.com/us/corporate/acquisitions/bitzermobile/index.html
https://www.mobileiron.com/en/products-0
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Chapter  2 

Planning SharePlus  
 

Section 1: Solution Architecture 

Section 2: Planning User Experience 

Section 3: Planning SharePlus Licensing 

Section 4: Planning Configuration 

Section 5: Planning Deployment 

Section 6: Planning Connectivity 

Section 7: Planning Security 
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3ÏÌÕÔÉÏÎ !ÒÃÈÉÔÅÃÔÕÒÅ 

SharePlus Architecture  Overview  

Internet

1) The Device connects to the MDM Server, enrolls and 
downloads SharePlus.
2) SharePlus loads and downloads the centralized 
configuration.
3) When the user navigates a site, the native SharePoint 
Web Services are invoked and the content is loaded.
4) Traffic can tunneled via VPN and/or HTTP(S)
5) Authentication is relayed to AD, by the Reverse Proxy 
or by SharePoint itself.

(5)

WiFi

(4)

(2)

(3)

Centralized
Configuration

SharePoint

Active
Directory

(1)

MDM
Server

OOTB Web Services

- Local Cache Encryption
- Client Side Certs
- Windows/Forms/0365 Auth
- WhiteList OpenIn
- Plus more!

 

SharePlus Client Application  

SharePlus is a native iOS application. It manages a local database populated by a background 
Offline Synchronization process. Document editing is implemented invoking 3rd party editing 
ǘƻƻƭǎ Ǿƛŀ άhǇŜƴ LƴέΦ  

Connectivity  and Network Architectures  

SharePlus connects to SharePoint through SharePointΩǎ ƻǳǘ-of-the-box Web Services. 

The network architecture needs to ensure connectivity by properly configuring: 

¶ VPNs (or MDM-provided tunneling) 

¶ Firewalls and Reverse Proxies 

¶ {ƘŀǊŜtƻƛƴǘΩǎ !ƭǘŜǊƴŀǘŜ !ŎŎŜǎǎ aŀǇǇƛƴƎǎ ŀƴŘ LL{ Iƻǎǘǎ 

You can test your network connectivity on SharePlus by trying the following: 

¶ Open iOS Safari and browse the SharePoint site 

¶ Download SharePlus Free 
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Security  

SharePlus provides secure access to SharePoint sites by addressing aspects like: 

¶ Data Storage security ς iOS system architecture provides security features that are 

enabled by default. 

¶ Authentication ς The user authentication on a specific device can be achieved through 

the combination of several mechanisms like Passcode lock, Touch ID, and Office 365 on 

the cloud. 

¶ Authorization ς Access to SharePoint resources such as lists and documents is granted 

ǘƘǊƻǳƎƘ ǘƘŜ ǳǎŜǊΩǎ {ƘŀǊŜtƻƛƴǘ ŎǊŜŘŜƴǘƛŀƭǎΦ 

¶ άCŜŀǘǳǊŜ ¢ǊƛƳƳƛƴƎέ ς Based on security rules, many restrictions over SharePlus 

functionality can be included. 

MDM Servers  

SharePlus can work in conjunction with an MDM Server to cover Application Deployment, 

Authentication/Authorization, Data Leakage Policies and Data Protection. 

The level of support provided differs for each MDM vendor. For further details refer to the 

MDM Integration chapter. 

Customization  

SharePlus can be customized to adapt the product to specific business needs. The main 

mechanisms include: 

¶ Configuration: By adjustiƴƎ ǘƘŜ ŀǇǇΩǎ ŎƻƴŦƛƎǳǊŀǘƛƻƴΣ ȅƻǳ Ŏŀƴ tailor the applicationΩǎ 

existing functionality, for instance, pre-setting the list of sites, defining default 

visualizations and trimming unwanted features. You can also adjust branding. 

¶ άI¢a[έ {5Y: With the HTML SDK, you can create rich custom visual experiences that 

leverage all the back-end SharePlus functionality and run even in offline mode. 

¶ Objective-C SDK: With the Objective-C SDK you can integrate custom components into 

the app, like custom visual modules, authentication providers or custom startup steps. 

System Requirements  
When working with SharePlus, you need to meet the following requirements: 

SharePoint Version Mobile OS iOS Devices 

SharePoint 2007 or above, 

both on-premises and Office 

365 (Cloud). 

iOS 9 or above iPhone 4S, iPad 2nd generation, iPod touch 5th 

generation or above. 
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0ÌÁÎÎÉÎÇ 5ÓÅÒ %ØÐÅÒÉÅÎÃÅ 
Enterprises often need a detailed control ƻŦ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴΩǎ ƭƻƻƪ-and-feel to meet corporate 

policies or match concrete solution needs. SharePlus look-and-feel can be customized by 

adjusting the configuration and graphic assets during implementation. 

Application Rebranding  
¢ƘŜ ŦƻƭƭƻǿƛƴƎ ƎǊŀǇƘƛŎ ŜƭŜƳŜƴǘǎ Ŏŀƴ ōŜ ŎǳǎǘƻƳƛȊŜŘ ǘƻ ŀŘƧǳǎǘ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴΩǎ Ǿƛǎǳŀƭ ŘŜǎƛƎƴΥ 

¶ Icons 

¶ Splash Screen 

¶ Color Palette 
 

 
 
To include customized assets, the existing standard components need to be replaced when 

creating SharePlus IPA to be deployed. 

For detailed information refer to the User Experience Customization section. 

Localization  
SharePlus available languages are English, Spanish, Chinese (Traditional and Simplified), French, 

German, Japanese, Russian, Italian, and Dutch. 

Localization to other languages can be custom implemented if required. 
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UI Customization  
SharePlus User Interface can be customized to provide a more engaging, business-specific 

experience. You can customize the User Experience in the following aspects: 

¶ The setup process 

¶ The aǇǇƭƛŎŀǘƛƻƴΩǎ {ǘŀǊǘ ŀƴŘ Resume from background 

¶ All the aǇǇƭƛŎŀǘƛƻƴΩǎ Visual Areas 

o SideBar Area: The starting point of the application, the first area presented to the 

user. This is the left pane in the default layout. 

o Main Screen Area: Area where the main content is displayed. 

o Detail Area: Area where contextual information is displayed. 

o Auxiliary AreaΥ !ǊŜŀ ǿƘŜǊŜ ǘŜƳǇƻǊŀǊȅ ƻǊ άƻǳǘ ƻŦ ŎƻƴǘŜȄǘέ ŎƻƴǘŜƴǘ ƛǎ ǇǊŜǎŜƴǘŜŘΦ 

¶ The available Home scenarios 

o SideBar custom modules: When accessing the Application Home or other custom 

SideBar modules. 

o Portal Home: When navigating to a portal. 

o Site Home: When navigating to a site. 

 

All these customizations can be implemented in several ways: 

¶ Creating HTML-based components, using SharePlus Mobile Workspaces 

¶ Creating rich components with charts and pivot tables, including ReportPlus dashboards 

¶ Through custom Objective-C code 
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Understanding  SharePlus licensing  
Every SharePlus application must have a license and every license file is created for a specific 

ŀǇǇƭƛŎŀǘƛƻƴΩǎ ōǳƴŘƭŜ ƛŘŜƴǘƛŦƛŜǊ2. SharePlus will not run in any device if the license file is missing 

or invalid. This means that even if the application bundle is modified and resigned in order to 

change a given configuration, the license specification cannot be modified. 

The two license-related messages displayed by SharePlus application are: 

 

 

 

Note: Unlike with devices, when running SharePlus in the iOS Simulator the license is not needed. 

 

Asking for a License  

License files are included in the ŀǇǇƭƛŎŀǘƛƻƴΩǎ άΦLt!έ ŦƛƭŜ that is provided by Infragistics. The 

generation of new licenses or any modification over an existing one requires Infragistics 

assistance on the matter. 

License Capabilities  
SharePlus license has many possibilities and allows you to block/disallow a feature in SharePlus. 

This capability is conceptually different from the Configuration File settings, which are used to 

configure the application and its features. By configuration, you can adjust feature settings and 

even disable the feature if needed. However, if the license is not allowing a feature to be used it 

will never be available in SharePlus. 

License Deployment  
The license file must be included in the ŀǇǇƭƛŎŀǘƛƻƴΩǎ άΦLt!έ ŦƛƭŜ provided by Infragistics. The 

application package may be modified and resigned to change specific configuration, however 

the license must remain untouched. 

The application allows changing its license configuration dynamically by using the iOS Open In 

feature. In this case, the license file must be valid and provided by Infragistics.  

                                                            
2 ¢ƘŜ !ǇǇƭƛŎŀǘƛƻƴΩǎ .ǳƴŘƭŜ LŘŜƴǘƛŦƛŜǊ ƛǎ ǘƘŜ ǾŀƭǳŜ ǘƘŀǘ ƛŘŜƴǘƛŦƛŜǎ ȅƻǳǊ ŀǇǇƭƛŎŀǘion within the device, e.g., 
com.yourcompany.appname. 
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0ÌÁÎÎÉÎÇ #ÏÎÆÉÇÕÒÁÔÉÏÎ 

Understanding SharePlus  Conf iguration  
SharePlus enables both end-users and IT Managers to adjust the ŀǇǇƭƛŎŀǘƛƻƴΩǎ behavior using 

two main configuration components: Central Application Configuration and Site Configuration 

όŀƭǎƻ ƪƴƻǿƴ ŀǎ άaƻōƛƭŜ bŀǾƛƎŀǘƛƻƴέύΦ 

Central Application Configuration includes the following areas: 

¶ Sites and User Accounts: Define the SharePoint Sites the user will connect to and the 

credentials and authentication methods to be used. 

¶ Features: Turn application Features On/Off and adjust their parameters. 

¶ Look and Feel: Adjust the color and behavior of specific UI components. 

¶ Advanced Security: Set up advanced security policies. 

¶ Deployment Settings: Define and configure how the application will be distributed to users. 

¶ Global Settings: Tweak low-level parameters like connection time outs, synchronization idle 

time, and the use of application logs. 

Site Configuration (a.k.a. άMobileNavigationέ) includes all the parameters specific to a 

particular site or list, including: 

¶ Offline Behavior: Default Offline settings for each List within the site. 

¶ Navigation: Visibility and organization of sites and lists in the navigation bar. 

¶ Visualization: Default SharePoint View and native Visualization for each list. For the site and 

its sub-sites, you can configure the Site Home. 

Central Application Config uration  
SharePlus Application Configuration can be adjusted using the following mechanisms:  

¶ Manual ConfigurationΥ 5ƛǊŜŎǘƭȅ ŦǊƻƳ ǘƘŜ {ƘŀǊŜtƭǳǎΩ ¦L at run-time3 

¶ [ƻŎŀƭ όάLƴ-!ǇǇέύ /ƻƴŦƛƎǳǊŀǘƛƻƴ CƛƭŜ: Using a static XML Configuration File stored within the 

application. 

¶ Remote Configuration: Using a Remote Configuration File stored on SharePoint or any web 

server. 

¶ Library-Based Configuration: Access different configuration files stored in a SharePoint's 

document library, providing a selective configuration depending on the application scenario. 

¶ Dynamic Configuration: Use web services or scripting language to generate Remote 

/ƻƴŦƛƎǳǊŀǘƛƻƴ CƛƭŜǎ άƻƴ-the-Ŧƭȅέ. 

¶ Configuration άLƴƧŜŎǘƛƻƴέ: Passing a new Configuration File to an already installed 

application ōȅ άƛƴƧŜŎǘƛƴƎέ ǘƘŜ configuration Ǿƛŀ άhǇŜƴ Lƴέ protocol, invoking a custom URL or 

via an MDM policy/command. 

¶ MDM Administered Configuration: SharePlus can work in conjunction with MDM servers, to 

set up Remote Configuration scenarios. 

  

                                                            
3 hƴƭȅ ŀ ǎǳōǎŜǘ ƻŦ ǘƘŜ !ǇǇƭƛŎŀǘƛƻƴΩǎ /ƻƴŦƛƎǳǊŀǘƛƻƴ Ŏŀƴ ōŜ Ƴŀƴǳŀƭƭȅ ŀŘƧǳǎǘŜŘΦ 
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Manual  Configuration  

SharePlus can be deployed without any configuration, delegating the task of configuring the 

application to the end user. When first opening SharePlus, the sidebar is displayed in the left 

side of the application. Through the sidebar component the user can access the sites and file 

providers, accounts, and the global settings of the application.  

Site Management  

To access content from a SharePoint site within SharePlus you have to set up a new portal. 

Once your portal is configured, you will be able to browse its sub-sites, lists, and their content. 

Sites can be added, modified, and deleted from the UI. 
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Account Management  

Users can add, modify, or delete User Accounts independently from Sites, as all accounts are 

global to the application and can be shared between sites.  

You can access Accounts from Settings or from your Portals. 

  

After tapping Accounts, all existing accounts are displayed. 
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Global Settings  

Manual configuration settings include, among others, the auto-lock settings, connection 

timeouts, and synchronization idle time. 

 

  

Local and Centralized Configuration  

SharePlus Application Configuration can be adjusted in a local or remote file4, thus working with 

Local Configuration or Remote Configuration respectively. 

Main advantages of Remote Configuration over Local Configuration: 

¶ When configuration settings are adjusted in the remote file, the application does not 

need to be re-deployed after a configuration change.  

¶ You are able to work with contextual information of the application, in order to provide 

a selective configuration depending on the application scenario. The app's contextual 

information include the OS version and Device ID among others. 

In-App Configuration File (Local Configuration)  

The Local configuration file ƛǎ ŀƴ ƛh{ άtǊƻǇŜǊǘȅ [ƛǎǘέ ·a[ ŦƛƭŜ ǎǘƻǊŜŘ ƛƴǎƛŘŜ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴ 

package. This file is fully configured before publishing the application, and packed inside the 

ŀǇǇƭƛŎŀǘƛƻƴΩǎ άΦLt!έ ŦƛƭŜΦ 

After editing the configuration file, the άΦIPAέ file has to be re-signed, to ensure that the IPA 

checksum will match its content. The application is later deployed and the Configuration File is 

stored locally in the device. 

                                                            
4 {ƘŀǊŜtƭǳǎ /ƻƴŦƛƎǳǊŀǘƛƻƴ CƛƭŜ ƛǎ ŀƴ ƛh{ άtǊƻǇŜǊǘȅ [ƛǎǘέ ·a[ ŦƛƭŜ ǳǎŜŘ ǘƻ ǎǘƻǊŜΣ ƻǊƎŀƴƛȊŜ ŀƴŘ ŀŎŎŜǎǎ {ƘŀǊŜtƭǳǎ 
configuration data. 
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Centralized Configuration File (Remote Configuration)  

The Remote configuration XML file is published in a centralized location, on SharePoint or other 

server. The use of a remote configuration file, facilitates governance, allowing IT Managers to 

modify the default settings of the device base centrally, without even having to push a new 

version of the product. 

Remote Configuration Files are not pushed from the server by SharePlus, instead, they are 

ǊŜǘǊƛŜǾŜŘ ŦǊƻƳ ǘƘŜ ǎŜǊǾŜǊ ǿƘŜƴ ǊŜǉǳŜǎǘŜŘ όάǇǳƭƭέ ƳƻŘŜύΦ 

 

Note: In Remote Configuration scenarios it is recommended to work with a partial 

Configuration File, including only the items you want to change in the file. The application 

will later merge the data provided by the remote file with the local settings automatically. 

 

In the case of using Dynamic Configuration, the remote configuration file is generated on-the-fly 

for every user, in that scenario, you work with multiple remote configuration files. 

In the case of using Library-Based Configuration, you also work with multiple remote 

configuration files stored in a SharePoint's document library. It is a fixed number of 

configurations, though, as every document in that library represents a different configuration 

for the application. 

 

For further information about Remote Configuration see Central Application Configuration 

Library -Based Configuration  

This configuration mechanism consists on accessing different configuration files stored in a 

SharePoint's document library. Every document in that library represents a different 

configuration for the application and must have the same structure as a standard Configuration 

File, which means that the file content needs to include configuration entries as any iOS 

"Property List" XML file. 

To access the Remote Configuration Files stored in the SharePoint library you need to specify 

the URL to the library. 

Dynamic Config uration  

LƴǎǘŜŀŘ ƻŦ ŀŎŎŜǎǎƛƴƎ ŀ άǎǘŀǘƛŎέ ŦƛƭŜ ǎǘƻǊŜŘ ƛƴ ŀ ǿŜō ǎŜǊǾŜǊ ƻǊ {ƘŀǊŜtƻƛƴǘ ƭƛōǊŀǊȅΣ ȅƻǳ Ŏŀƴ ƻōǘŀƛƴ ŀ 

ƎŜƴŜǊŀǘŜŘ άŘȅƴŀƳƛŎέ ŦƛƭŜΦ ¢ƻ ƎŜƴŜǊŀǘŜ ǘƘƛǎ wŜƳƻǘŜ /ƻƴŦƛƎǳǊŀǘƛƻƴ CƛƭŜǎ άon-the-Ŧƭȅέ, certain 

contextual information needs to be processed to generate selective configuration settings. 

SharePlus application provides contextual information such as OS version, Device ID, or 

language among others. 

Dynamic Configuration can be achieved using different methods, two common choices are: 

¶ Using scripting language, obtaining a generated file from a database-driven web site. 

¶ Using web services, retrieving selective configuration based on known context variables. 
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Configuration òInjectionó 

SharePlus configuration files can be manually loaded after the application has been deployed. 

The new (applied) configuration will merge with the Local Configuration and, as a result, a new 

SharePlus configuration will be set on the device. 

Below there is a brief description of the ǘǿƻ ŘƛŦŦŜǊŜƴǘ ƳŜǘƘƻŘǎ ǘƘŀǘ ȅƻǳ Ŏŀƴ ǳǎŜ ǘƻ άƛƴƧŜŎǘέ ŀ 

new configuration to SharePlus. 

 

Note: Both methods described next are disabled by default to enforce the application 

security. For further details refer to Configuration Injection, in the Security chapter. 

 

SharePlus link (S+ link)  

This SharePlus feature allows users to perform certain actions within SharePlus, invoking these 

actions from HTML content. {Ҍ ƭƛƴƪǎ ŀǊŜ ōŀǎƛŎŀƭƭȅ ŎǳǎǘƻƳ ¦w[ǎ ǘƘŀǘ ǎǘŀǊǘ ǿƛǘƘ άǎǇƭǳǎΥκκέ ƻǊ 

άǎǇƭǳǎǎΥκκέ όŦƻǊ ǎŜŎǳǊŜ ŎƘŀƴƴŜƭǎύ ŀƴŘ ŀǊŜ ŦƻƭƭƻǿŜŘ ōȅ ǘƘŜ ǊŜǎƻǳǊŎŜΩǎ ¦w[ ǿƛǘƘƻǳǘ ǘƘŜ ƘǘǘǇ ƻǊ 

ƘǘǘǇǎ ǇǊƻǘƻŎƻƭΦ ¢ƘŜȅ Ŏŀƴ ōŜ ǳǎŜŘ ǘƻ ƳƻŘƛŦȅ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴΩǎ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ǿƘŜƴ ōǳƛƭŘƛƴƎ ǘƘŜ 

URL with a set of required parameters. 

Syntax needed to update the Remote Configuration URL in the Configuration File: 

 

splus://?action=configurationURL&url=< URL to the n ew Configuration  

File >&useragent=< user agent >&timeout=< timeout in seconds > 

 
  

 

Note: Sometimes you need to encode an entire URL or just some characters. For example, 

when sending a S+ liƴƪ ǿƛǘƘ ŀ ǊŜƳƻǘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ōȅ ŜƳŀƛƭΣ hǳǘƭƻƻƪ ǊŜƳƻǾŜǎ ƻƴŜ άκέ 

ŎƘŀǊŀŎǘŜǊ ŦǊƻƳ άƘǘǘǇΥκκέ ƳŀƪƛƴƎ ǘƘŜ ¦w[ ƛƴǾŀƭƛŘΦ 

 

 

Open In  

This iOS protocol allows you to share files between applications on an iOS device. The 

Configuration File must be opened with SharePlus through Open In and the application will 

automatically merge the existing configuration with the new one. This capability is very helpful 

when working with Remote Configuration scenarios, allowing you, for example, to change the 

URL from where the remote Configuration File is retrieved. 

The Configuration File must be identified as a SharePlus file, so the SharePlus application will be 

available among the Open In list of applications. To achieve this, the Configuration File extension 

ƴŜŜŘǎ ǘƻ ōŜ άΦǎǇŎƻƴŦƛƎέΦ 
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MDM Administered Configuration  

SharePlus can work in conjunction with MDM servers, to set up Remote Configuration scenarios. 

MDM servers include a number of different policies/capabilities to be applied, a common policy 

is the one that enables the remote configuration capability.  

Site Configuration òa.k.a. MobileNavigationó 
When browsing a site in SharePlus, all the sub-sites (or webs), lists, and libraries accessible to 

ǘƘŜ ǳǎŜǊ ŀǊŜ ŘƛǎǇƭŀȅŜŘΦ !ƭƭ ǘƘƛǎ {ƘŀǊŜtƻƛƴǘ ŎƻƴǘŜƴǘ ƛǎ ŦƛƭǘŜǊŜŘ ōȅ ǘƘŜ ǳǎŜǊΩǎ ǇŜrmissions on the 

server, but this solution is not enough for many SharePoint solutions. SharePlus provides the 

Site Configuration method to manage the settings for sub-sites and lists for each site 

independently. These settings include aspects like navigation, visualization, and offline behavior. 

¶ Navigation is about the visibility and organization of sites and lists in the navigation bar. 

¶ Visualization ŀƭƭƻǿǎ ǘƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ƻŦ ǘƘŜ ŘŜŦŀǳƭǘ {ƘŀǊŜtƻƛƴǘ [ƛǎǘ ±ƛŜǿ ŀƴŘ {ƘŀǊŜtƭǳǎΩ 

native visualization for each list. You can also configure the Site Home to personalize the 

actual site and its sub-sites gateway. 

¶ Offline behavior allows the configuration of default offline settings for a list in the site.  

 

This method is configured using SharePoint Custom Lists created under each site, as it is a site-

specific configuration method. The sub-site configuration list, normally referred as 

άaƻōƛƭŜbŀǾƛƎŀǘƛƻƴέΣ can be created by manually creating the list or using a list template. 

Manually Creating the List  

This method uses the SharePoint out-of-the-ōƻȄ ǘŜƳǇƭŀǘŜ ά/ǳǎǘƻƳ [ƛǎǘέΦ Lǘ ƛƴǾƻƭǾŜǎ ŎǊŜŀǘƛƴƎ ŀƭƭ 

the required columns to meet a pre-defined structure for the MobileNavigation list, following a 

small number of considerations. 

Creating the List from a List Template  

To follow this method, you need the latest Mobile Navigation list template which can be 

requested to Infragistics as explained in the Configuration Chapter. Once you have the template 

available in the list template gallery of your site, you can create the MobileNavigation list 

automatically. When working with SharePoint farms and using Site Templates, you can take 

advantage of this approach and automatically populate new sites with the Mobile Navigation list 

template. 
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Once the list is located within the site, SharePlus will find the list, identify and read the structure 

and data to apply the specified settings.  
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0ÌÁÎÎÉÎÇ $ÅÐÌÏÙÍÅÎÔ 

Understanding SharePlus Deployment  
SharePlus licensing models (Free, Subscription, and Enterprise) are distributed using different 

methods. 

¶ Free/ Subscription versions. DƻǿƴƭƻŀŘŜŘ ŘƛǊŜŎǘƭȅ ŦǊƻƳ !ǇǇƭŜΩǎ !ǇǇ {ǘƻǊŜ ŘƛǎǘǊƛōǳǘƛƻƴ 

platform. 

¶ Enterprise version. Can be distributed using the following methods: 

o MDM Server Deployment 

o Web Deployment using SharePoint 

o Ad-Hoc (typically used for testing purposes) 

MDM  Server Deployment  
When using an MDM Server, you need to upload the application package to the MDM Server 

following the instructions of the manufacturer. The application package (.IPA) is provided by 

Infragistics, then the whole deployment process is delegated entirely to the MDM. 

For further details about MDM Servers refer to MDM Integration in Chapter 4: Deployment. 

Web Deployment  using SharePoint  
This deployment method allows you to distribute the application without any collaboration of 

external services like MDM servers or the AppStore. 

Working with Web deployment using SharePoint, the SharePlus application package is copied 

into a library located in SharePoint. When the web page is opened from a mobile device, a web 

page contained on the application package enables the automatic installation of SharePlus 

application. 

 

 

Note: SharePlus deployment can be carried out with any web server, including SharePoint. 
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iOS does not provide any means to force the update of an application at the Operating System 

level. SharePlus Enterprise, however, provides this feature and can be configured to check for a 

new version every certain period of time, also suggesting the user to update the application. The 

applicatƛƻƴΩǎ ǳǇƎǊŀŘŜ Ŏŀƴ ōŜ ǇƻǎǘǇƻƴŜŘ ŦƻǊ ŀ ŎƻƴŦƛƎǳǊŀōƭŜ ǇŜǊƛƻŘ ƻŦ ǘƛƳŜΣ ŀŦǘŜǊ ǿƘƛŎƘ ǘƘŜ 

application will force the upgrade. 

For further information refer to Web Deployment using SharePoint in Chapter 4: Deployment. 

Ad-hoc deployment  
This method allows distributing SharePlus application as a standard file and installing the app on 

devices using iTunes. The whole process consists of three steps: 

¶ Locate the Unique iOS Device ID(s) (belonging to the device(s) to be used for testing). 

¶ Build the application for that specific set of Device IDs. 

¶ Install the application using ITunes or the iPhone Configuration Utility. 

Application  Resigning  
To enable in-house deployment of SharePlus, the application needs to be signed with the 

ŎƭƛŜƴǘΩs Apple Enterprise Certificate. To obtain the Enterprise Certificate, the client must enroll in 

the iOS Developer Enterprise Program. 

 

After obtaining the Enterprise Certificate, there are two alternatives to have a SharePlus build 

signed with the certificate: 

¶ Send the certificate to Infragistics, so we can directly sign the build with your certificate. 

¶ Re-sign yourself the build sent to you by Infragistics. 

For further details about the process and all related concepts, refer to Application Resigning in 

Chapter 4: Deployment.  

http://developer.apple.com/programs/ios/enterprise/
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0ÌÁÎÎÉÎÇ #ÏÎÎÅÃÔÉÖÉÔÙ 
Typical Network Architectures  

HTTP(S)

SharePoint Server

 
 

Basic/Standard information 

¶ ¢ƘŜ ǳǎŜǊΩǎ ŘŜǾƛŎŜ Ǌǳƴning SharePlus connects to SharePoint through the HTTP(S) 

protocol, within the Company Network environment. 

¶ SharePlus connects to the SharePoint server or SharePoint farm through OOTB Web 

Services. 

VPN 

Firewall
SharePoint Server

 
VPN-specific information 

¶ SharePlus connects to SharePoint through a VPN (Virtual Private Network), extending 

the private and secure network across a public network (internet). 

¶ Firewalls and VPNs are used in conjunction. As using a VPN is about ensuring security, 

Firewalls provide control over the network traffic. 
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Reverse Proxy 

Firewall

Active Directory

Reverse

Proxy

Firewall

SharePoint Server

HTTPS

 
Reverse Proxy-specific information 

¶ SharePlus connects to SharePoint through a Reverse Proxy server deployed in a network 

DMZ, protecting internal servers from direct exposure to an untrusted network 

(internet).  

¶ This architecture can be used to balance the load on a SharePoint server farm, 

increasing security by providing a single point of access to the internal network.  

¶ Reverse Proxy security architectures may include domain authentication through Active 

Directory servers. 

MobileIron with AppTunnel  

Firewall
MobileIron

Sentry Server
Firewall

SharePoint Server

 
MobileIron-specific information 

¶ SharePlus connects to SharePoint through a secure dedicated connection, built upon 

aƻōƛƭŜLǊƻƴΩǎ {ŜƴǘǊȅ ǘŜŎƘƴƻƭƻƎȅΦ 

¶ This solutionΩǎ ŀǊŎƘƛǘŜŎǘǳǊŜ ōǊƛƴƎǎ Ƴŀƴȅ ŀŘǾŀƴǘŀƎŜǎ ǊŜƎŀǊŘƛƴƎ ŀǇǇƭƛŎŀǘƛƻƴΩǎ ǎŜŎǳǊƛǘȅΣ 

integration, and administration.  

For further information refer to aƻōƛƭŜLǊƻƴΩǎ ǇǊƻŘǳŎǘ ǇŀƎŜ. 

http://www.mobileiron.com/products/appswork/apptunnel
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Web Services Communication  

{ƘŀǊŜtƭǳǎ ŎƻƴƴŜŎǘǎ ǘƻ ǘƘŜ {ƘŀǊŜtƻƛƴǘ ǎŜǊǾŜǊ ǘƘǊƻǳƎƘ {ƘŀǊŜtƻƛƴǘΩǎ hǳǘ ƻŦ ǘƘŜ .ƻȄ ²Ŝō {ŜǊǾƛŎŜǎΦ 

This access is optimized in SharePlus by design, in order to reduce the number of round trips 

between the application and the SharePoint server. For further details about SharePoint 

Foundation ASP.NET Web Services refer to the Web Service Guidelines MSDN topic. 

HTTP methods  

For SharePlus to function properly, the SharePoint server must allow access to GET, POST, and 

PUT HTTP methods. The following table list these three methods: 

HTTP Method Description 

GET Method needed to retrieve data, downloading documents and configuration files. 

POST 
Method used to invoke SOAP services. Can also be used to upload files, see File 

Upload Method below. 

PUT 
Method used by default to upload documents. POST can be used instead, see File 

Upload Method below. 

HEAD Method used to request resources information. 

SharePlus verification to the  server 

An early validation is needed to confirm that the SharePoint service meets SharePlus needs. To 

achieve that, SharePlus often uses absolute URLs to the SharePoint Web service. These URLs 

include the path to the Web site that will be available and their syntax is similar to the following 

example: 

http://<servername>/<site>/_vti_bin/Lists.asmx  

File Upload Method  

You can configure the method used to upload files by choosing between PUT or POST. 

SharePoint supports both methods, but unlike PUT, the POST method requires contiguous free 

space available in the server. Because of that, the POST method may have issues with files 

bigger in size. Also take into account that sometimes the PUT method is blocked by Firewalls. By 

default, SharePlus uses the PUT method. 

Alternate Access Mappings  

Alternate access mappings direct user requests to the appropriate URLs while interacting with 

SharePoint, enabling internal URLs to be mapped to public URLs.  Internal URLs originate from 

Web requests and are received by the SharePoint Frontend Servers. Public URLs are the base 

address that servers return in response to the Web requests. 

For SharePlus to work successfully, alternate access mappings must be correctly configured. This 

is particularly important when working with Reverse Proxy scenarios.  

For further details refer to Plan alternate access mappings TechNet article. 

http://msdn.microsoft.com/en-us/library/ms458094(v=office.14).aspx
http://technet.microsoft.com/en-us/library/cc288609.aspx#section2
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Network Layer  

SharePlus allow you to use different networking APIs, according to your needs. 

Network stack Description 

Legacy 

(ASIHTTPRequest) 

This method uses low-level networking APIs and is recommended for NTLM 

scenarios. Default method for the AppStore (Free and Subscription versions). 

Standard 

(NSURLConnection) 

This method uses high level networking APIs provided by Apple and may present 

issues with NTLM scenarios, e.g., timeout when uploading a file. This is the 

default method for Enterprise versions and MDM builds as it supports app 

tunneling. 

Modern 

(NSURLSession) 

This method was released after iOS 7 release and was created to replace 

NSURLConnection as the preferred method of networking.  

 

  

http://msdn.microsoft.com/en-us/library/windows/desktop/aa378749
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0ÌÁÎÎÉÎÇ 3ÅÃÕÒÉÔÙ 

Understanding SharePl us Enterprise Security  
SharePlus Enterprise provides secure access to SharePoint sites from mobile devices.  Keeping 

enterprise data secure is the highest priority of SharePlus. To fortify enterprise data security, 

core security features have been built into the product at each layer. 

The following is a list of security features that are included in SharePlus Enterprise for iOS 

devices.  These features will be described in detail in subsequent sections of this document. 

In this Chapter: 

¶ iOS Operating System Security 

¶ Storage Security (Data-at-Rest Security) 

¶ Channel (Communication) Security 

¶ Authentication 

¶ Authorization 

¶ Application-Level Security 

¶ MDM Integration 
 

iOS Operati ng System Security  
iOS system architecture comes with a layered approach to security which is enabled by default, 

for information regarding the subject refer to http://www.apple.com/ipad/business/it-

center/security.html 

Data-at-Rest Security  
SharePlus offers two featurŜǎ ǘƻ ŜƴǎǳǊŜ ǘƘŀǘ Řŀǘŀ ƛǎ ǎŜŎǳǊŜ ƻƴ ŀ ǳǎŜǊΩǎ ŘŜǾƛŎŜΥ 

¶ iOS Data Protection 

¶ Secure Data Wipe 

iOS Data Protection  

{ƘŀǊŜtƭǳǎ ŜƳǇƭƻȅǎ !ǇǇƭŜΩǎ ƛh{ 5ŀǘŀ tǊƻǘŜŎǘƛƻƴ ŦŜŀǘǳǊŜ ǘƻ ƪŜŜǇ ŀǇǇƭƛŎŀǘƛƻƴ Řŀǘŀ ǎŜŎǳǊŜΦ ¢Ƙƛǎ 

native iOS feature enhances the built-in hardware AES 256-bit encryption by protecting the 

ŜƴŎǊȅǇǘƛƻƴ ƪŜȅǎ ǿƛǘƘ ŀ ǳǎŜǊΩǎ ǇŀǎǎŎƻŘŜΦ ¢Ƙƛǎ ǇǊƻǾƛŘŜǎ ŀƴ ŀŘŘƛǘƛƻƴŀƭ ƭŀȅŜǊ ƻŦ ǇǊƻǘŜŎǘƛƻƴ ŦƻǊ 

application data such as cached documents and user configuration information. 

The iOS Data Protection feature protects data-at-rest, and this includes locking or powering 

down the device.  

http://www.apple.com/ipad/business/it-center/security.html
http://www.apple.com/ipad/business/it-center/security.html
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 Secure Data Wipe  

A SharePlus administrator can configure a secure data wipe to activate upon failed passcode 

entry attempts or failed attempts to authenticate to the server. Also, SharePlus integration with 

MDM servers includes secure data wipe configuration. 

iOS achieves data wipe by securely discarding the block storage encryption key from iOS 

Effaceable Storage, which renders all data unreadable. 

Secure Data Wipe Triggered by Failed Passcode Entry  

SharePlus may be configured centrally to securely wipe all application data upon reaching a 

configurable amount of failed passcode entry attempts.  This feature may be enforced centrally 

by using the Remote Configuration feature provided by SharePlus. 

Secure Data Wipe Triggered by òAuthentication Time Bombó 

The Authentication Time Bomb feature allows administrators to set a limit on the number of 

days that a user can use the application without re-authenticating against the server. All 

SharePlus application data will be securely wiped from the device if a user reaches the 

configurable threshold for failed authentication attempts. 

This feature is most relevant in SharePlus when the offline functionality is used. In the offline 

mode, it is possible to work with SharePoint data cached on the device after the user 

authenticates with the server. The Authentication Time Bomb allows an administrator to limit 

the number of days that the application may be used without re-authenticating to the server.   

MDM -Based Data Wipe  

An administrator can also initiate the secure data wipe on-demand by issuing a remote wipe 

command from a Mobile Device Management (MDM) server.  MDM integration will be 

discussed in a subsequent section of this document. 

Channel Security  
SharePlus communicates with the SharePoint Server by accessing out-of-the-box SharePoint 

Web Services over the network. In addition to authentication and authorization requirements, 

SharePlus is also able to ensure secure communication through the use of HTTPS (SSL) and VPN. 

Virtual Private Network (VPN)  

SharePlus supports VPN connectivity either through the built-in iOS VPN support or through 3rd 

party VPN client applications. The native iOS VPN support is compatible with the following VPN 

Tunneling protocols: 

ω Layer 2 Tunneling Protocol (LT2P) 

ω Point-to-Point Tunneling Protocol (PPTP) 

ω Internet Protocol Security (IPsec) 

Once the VPN iOS feature has been turned on and a connection is established, SharePlus will 

utilize the tunnel for server communication. Additionally, the VPN can be set to automatically 

establish a connection when a SharePlus user attempts to connect to the server.  This eliminates 

the need for the end user to connect to the VPN prior to using the application. 

For details about how to set up a VPN on your Apple device refer to: iOS: Setting up VPN  

http://support.apple.com/kb/HT1424?viewlocale=en_US
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MDM Server  VPN 

SharePlus Enterprise versions can enhance their channel security through a dedicated 

connection provided by MDM (Mobile Device Management) solutions. A per-app VPN, securely 

and transparently routes all the SharePlus network traffic. 

VPN On-Demand  

When using certificate-ōŀǎŜŘ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴΣ ƛh{ ǇǊƻǾƛŘŜǎ ά±tb-on-ŘŜƳŀƴŘέ ǿƘƛŎƘ ŀƭƭƻǿǎ ŀǇǇǎ 

to transparently load a VPN when connection to the server is required. 

For further information, refer to iOS Security Overview within Network Security  

Secure Sockets Layer (SSL) 

Secure Sockets Layer (SSL) is a cryptographic protocol used to facilitate secure communication 

over the Internet. SharePlus supports SSL, access to certificate enabled repositories, and Self-

Signed Certificates. 

¢ƻ ŀŎŎŜǎǎ ŀ ǎƛǘŜ ǳǎƛƴƎ {ŜŎǳǊŜ {ƻŎƪŜǘǎΣ Ƨǳǎǘ ǳǎŜ ŀƴ άI¢¢t{έ ¦w[ ǿƘŜƴ ŎƻƴŦƛƎǳǊƛƴg your site. 

Authentication  
SharePlus supports the following authentication mechanisms out-of-the-box: 

ω Passcode Lock (including Touch ID) 

ω Windows Integrated Authentication (Active Directory) 

ω SharePoint Form Based Authentication (FBA) 

ω Office 365 

ω Custom Web Login Forms 

Application Level Passcode Lock  

SharePlus provides an optional Passcode Lock. When opening the application with Passcode 

Lock enabled, you are prompted to enter a four digit code. The lock is automatically activated 

when the application goes to background or after a configurable amount of idle time. 

Settings can also be centrally enforced by an Administrator through the use of global 

configuration. 

 
 

http://www.apple.com/business/accelerator/develop/security.html
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Touch ID  

When configuring the Passcode Lock in SharePlus Enterprise, you can also enable the native iOS 

Touch ID as an additional security layer. You will need to set up Touch ID on your device first, 

where you can enroll up to five fingerprints. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Windows Integrated Authentica tion  

When enabling Windows authentication, the security features of Windows clients and servers is 

used. 

SharePoint Forms-Based Authentication  

In this common authentication mechanism, the user is prompted to introduce his credentials. 

Office 365 Authentica tion  

This mechanism is used with SharePoint Servers hosted by Office 365 on the cloud.   

Web Login Authentication  

This mechanism has been implemented to support customized online authentication 

mechanisms such as Forefront UAG and ISA Server.  This authentication method behaves like 

Office 365 authentication. 

Web-based Auto Login  

When using Web Login, users normally need to enter their credentials and submit the 

information. Through web-based auto login, users skip that part as the whole authentication 

process works as an integrated mechanism. They only need to select Web Login and associate 

an account, SharePlus then automatically populates the fields and submits the credentials 

information. 

https://support.apple.com/en-us/HT201371
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For the web-based auto login to work, SharePlus will search for the login name, password, and 

submit button within the page. The following fields are needed: 

¶ ƛƴǇǳǘ ǘŀƎ ǿƛǘƘ ƴŀƳŜ Ґ άƭƻƎƛƴέ ƻǊ Ŏƭŀǎǎ Ґ ά{t[ƻŀŘŜǊ¦ǎŜǊLƴǇǳǘέ 

¶ ƛƴǇǳǘ ǘŀƎ ǿƛǘƘ ƴŀƳŜ Ґ άpasswdέ ƻǊ Ŏƭŀǎǎ Ґ ά{t[ƻŀŘŜǊtŀǎǎǿƻǊŘLƴǇǳǘέ 

¶ ōǳǘǘƻƴ ǿƛǘƘ Ŏƭŀǎǎ Ґ ά{t[ƻŀŘŜǊ!ǳǘƻ{ǳōƳƛǘ9ƭŜƳŜƴǘέ 

Client Side Certificates  

Client-side digital certificates can be used to request authenticated access in a SharePlus 

Enterprise application. You can deploy your client-side certificates by using two methods: 

¶ Manual configuration. The certificate ƛǎ ǎŀǾŜŘ ǘƻ {ƘŀǊŜtƭǳǎ ά[ƻŎŀƭ CƛƭŜǎέΣ ŀƴŘ ǘƘŜƴ ƛǘ ƛǎ 

assigned to a user account. 

¶ Integrated.  SharePlus reads the certificate from a shared location on the keychain or 

the certificate is pushed to the app by an MDM. 

Manual  

This method is very straightforward, and, at a very high level, you just need to complete the 

following two steps: 

1. Copy the client-side certificate to the device running SharePlus in order to make it 

accessible to the application (Local Files). 

2. Associate the certificate to the user account that you want to use the authenticated 

access. 

 

To achieve this two steps, you need to use the Wi-Fi sharing feature to send your certificate 

ŦǊƻƳ ȅƻǳǊ t/ ǘƻ {ƘŀǊŜtƭǳǎΩ [ƻŎŀƭ CƛƭŜǎ ƻǾŜǊ ǘƘŜ ƴŜǘǿƻǊƪΦ !ƭǎƻΣ ȅƻǳ Ƴǳǎǘ ŜŘƛǘ ǘƘŜ ŘŜǎƛǊŜŘ ŀŎŎƻǳƴǘ 

to enable the use of certificates and later select the new certificate to be used. For a detailed 

procedure, refer to the How to use Client-side Certificates blog post. 

Integrated  

This method has two possible scenarios: 

¶ Using a shared Keychain 

¶ Pushing the certificate to the app 

Using a shared Keychain 

An MDM Server Agent (ƻǊ άIŜƭǇŜǊ !ǇǇέ ς custom app used to deploy in the shared location) can 

be used to store certificates on a shared location on the keychain. The following three main 

steps are needed: 

1. The MDM Server Agent and SharePlus must be re-signed so they can share keychain 

access. 

2. Once deployed to the device, the MDM Server Agent obtains the certificate and stores it 

on the keychain on a known location. 

3. SharePlus must be configured to read credentials from that known location. 

As Enterprises are able to re-sign all their mobile applications before deployment, both the 

MDM Server Agent and SharePlus must be configured to belong to the same group. In 

consequence, both apps will share keychain access. 

 

http://www.infragistics.com/community/blogs/anand_raja/archive/2012/07/30/shareplus-how-to-use-client-side-certificates.aspx
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Pushing a certificate to the app 

In this case, the MDM is configured to send the Client Certificate to the app. For further details 

regarding MobileIron see Policies & Configs in MobileIron Integration with SharePlus. 

Other Authentication Methods  

Besides existing out-of-the-box authentication methods, SharePlus Enterprise allows other 

possibilities to be taken into account, either using Web-based Authentication or by developing a 

custom Authentication Provider. 

Custom Authentication Providers  

SharePlus can be extended through the SharePlus SDK, which allows the implementation of 

custom authentication methods according to the Enterprise needs. 

Multi -Factor Authentication methods  

One-time password (OTP) methods, like RSA token, are supported using Web-based 

Authentication or through the implementation of custom Authentication Providers. 

Authorization  
User access to SharePoint resources such as lists and documents is granted in the SharePoint 

{ŜǊǾŜǊ ǳǎƛƴƎ ǇŜǊƳƛǎǎƛƻƴǎΦ {ƛƴŎŜ {ƘŀǊŜtƭǳǎ ŀǳǘƘŜƴǘƛŎŀǘŜǎ ǿƛǘƘ {ƘŀǊŜtƻƛƴǘ {ŜǊǾŜǊΩǎ ǿŜō ǎŜǊǾƛŎŜǎ 

ǳǎƛƴƎ ǘƘŜ ŜƴŘ ǳǎŜǊΩǎ ŎǊŜŘŜƴǘƛŀƭǎΣ ǎŜǊǾŜǊ-defined authorization rules apply. Therefore, the level of 

resource access (read/write, etc.) will mirror that which has been set up on the server. 

For additional information regarding permissions in the SharePoint Server, please refer to the 

User permissions and permission levels TechNet article. 

SharePlus User Accounts Management  

SharePlus allows you to work with as many user accounts as you need for your sites. SharePlus 

accounts are not restricted to a specific site, instead they are global to the application and can 

be shared between sites. When creating a new account, you need to select the set of credentials 

ǘƻ ōŜ ǳǎŜŘ ǘƻ ŀǳǘƘŜƴǘƛŎŀǘŜ ŀƎŀƛƴǎǘ ǘƘŜ ǎƛǘŜΩǎ ǎŜǊǾŜǊΦ ¸ƻǳ Ŏŀƴ ǎŜƭŜŎǘ ƻƴŜ ŀŎŎƻǳƴǘ ǘƻ ōŜ ǘhe one 

used by default when creating a new site. 

Kiosk Mode  

¢ƘŜ άKƛƻǎƪ ƳƻŘŜέ ŀƭƭƻǿǎ ǳǎŜǊǎ ǘƻ ǎƘŀǊŜ ŀ ŘŜǾƛŎŜ ǿƛǘƘƻǳǘ ŎƻƳǇǊƻƳƛǎƛƴƎ ǎŜŎǳǊƛǘȅΦ In this mode 

SharePlus behaves as a session-based application, saving data of the current session while active 

and wiping all user data as soon as the session ends. 

End of session 

Sessions can end in two different ways, by specifying a session timeout (in minutes) or when the 

user manually logs out. The Kiosk mode can be configured to add a ά[ƻƎ Outέ ōǳǘǘƻƴ to 

SharePlus UI (User Interface). 

http://technet.microsoft.com/en-us/library/cc288074(v=office.14).aspx
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5ŜǇŜƴŘƛƴƎ ƻƴ ǘƘŜ ǎŜǎǎƛƻƴ ǘƛƳŜƻǳǘ ǎŜǘǘƛƴƎΣ ǘƘŜ ǳǎŜǊΩǎ ǎŜǎǎƛƻƴ Ŏŀƴ ŜȄǇƛǊŜ ŀŦǘŜǊ ŀ ŎŜǊǘŀƛƴ ǇŜǊƛƻŘ ƻŦ 

time. An informative dialog is displayed to notify the user that the session is over. 

 
 

For further details about the Kiosk mode configuration, refer to άYƛƻǎƪέ aƻŘŜ hǾŜǊǾƛŜǿ 
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Application Level Security  Policies 
All Enterprises frequently need to adjust application functionality based on their security rules. 

These rules may include restrictions over application functionality such as saving a SharePoint 

document locally or sharing files via the Wi-Fi Share feature. SharePlus natively supports these 

administrative requirements through mechanisms that will be discussed in this section. 

Feature Trimmi ng 

Feature trimming allows Enterprise administrators to disable and adjust SharePlus features on a 

global level. This may be necessary to comply with security policies or, in other cases, just to 

simplify the User Experience. 

Features can be disabled by modifying SharePlus global remote configuration file. This 

Enterprise-owned and hosted file is used to set application configuration at a global level.   

When this file is modified and a feature is disabled, the change will take effect for all Enterprise 

SharePlus users. The following lists includes some of the functional aspects of the application 

that are often disabled via the Feature Trimming mechanism: 

Site Administration 

¶ Adding Sites 

¶ Deleting Connections 

¶ Updates to Connections 

¶ Credential Storage 

¶ Remembering Last User Name 

¶ My Site Support 

¶ My Profile support 

Local Files 

¶ Copy to Local Files 

¶ File browser 

¶ Emailing Documents 

¶ Swiping Documents  

¶ Tabbed Previewing of Documents 

List Management 

¶ Advanced Search 

¶ Offline Mode 

Favorites 

¶ Displaying Items Count 

Items Management 

¶ Add 

¶ Edit 

¶ Delete 

¶ CheckOut 

¶ Approve/Reject 

¶ Copy URL 

¶ Email URL 

Wi-Fi Sharing 

¶ Allow WiFi Sharing 

¶ Uploading Documents 

¶ Downloading Documents 

Open In Functionality 

¶ Allow 

¶ Restrict specific third-party 
application use 

Printing 

¶ Allow Printing 

Enterprise Search Hub 

¶ Enable the Search Hub 

¶ Include Search Scopes 

¶ Exclude Search Scopes 

Global Settings 

¶ Preview Documents On Tap 

¶ Remove Local Files After Upload 

¶ Help URL 

¶ Enable Log Recorder 

¶ Disable Auto Lock on Preview 

¶ 5ƛǎŀōƭŜ 5ŜǾƛŎŜΩǎ !ǳǘƻ [ƻŎƪ ƻƴ {ȅƴŎ 

¶ Connection Timeout 

¶ Sync Idle Time 

¶ User Agent 

Location Services 

¶ Enable Location Services 

¶ Auto Start 
 

 



  

 
 65 

SharePlus 4.9 

  !ŘƳƛƴƛǎǘǊŀǘƻǊΩǎ DǳƛŘŜ   !ŘƳƛƴƛǎǘǊŀǘƻǊΩǎ DǳƛŘŜ 

Editor Whitelisting  

Companies normally have a number of trusted (or preferred) apps suited for common tasks. 

They want to limit the sharing of information within a restricted number of applications. The 

Editor Whitelisting feature can be configured in SharePlus to filter which applications can 

ǊŜŎŜƛǾŜ ŦƛƭŜǎ Ǿƛŀ ǘƘŜ άhǇŜƴ Lƴέ ǇǊƻǘƻŎƻƭΦ 

Trim Copy/Paste  

SharePlus can be customized to restrict the copy and paste functionality prior to application 

deployment. 

Block Screenshot Capture (iOS feature)  

An administrator can modify the user profile settings within the device to disable the iOS 

screenshot feature. 

Blank the App Screen before suspending  

When an application is suspended, a screenshot is saved by iOS to quickly present the app in the 

last state when the app is resumed. This feature can be blocked in SharePlus, ensuring that the 

in-app information is never displayed without a user logged in. 

MDM Servers  
Mobile Device Management (MDM) software allows the secure management of mobile devices 

ŘŜǇƭƻȅŜŘ ŀŎǊƻǎǎ ŜƴǘŜǊǇǊƛǎŜǎΦ !ǎ ǘƘŜ άōǊƛƴƎ ȅƻǳǊ ƻǿƴ ŘŜǾƛŎŜέ ό.¸h5ύ ǇƻƭƛŎȅ ƛǎ ǎǇǊŜŀŘƛƴƎΣ 

security-related issues need to be addressed to avoid data breaches and other potential risks. 

MDM capabilities are frequently used by Enterprises and, because of that, SharePlus offers 

integration with some of the most commonly used MDMs, including MobileIron, CitrixΩǎ 

XenMobile, and Bitzer Mobile.  
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Chapter 3  

Configuration  
 

Section 1: Central Application Configuration 

{ŜŎǘƛƻƴ нΥ {ƛǘŜ /ƻƴŦƛƎǳǊŀǘƛƻƴ ŀΦƪΦŀΦ άaƻōƛƭŜbŀǾƛƎŀǘƛƻƴέ 

Section 3: Server Configuration   



  

 
 67 

SharePlus 4.9 

  !ŘƳƛƴƛǎǘǊŀǘƻǊΩǎ DǳƛŘŜ   !ŘƳƛƴƛǎǘǊŀǘƻǊΩǎ DǳƛŘŜ 

#ÅÎÔÒÁÌ !ÐÐÌÉÃÁÔÉÏÎ #ÏÎÆÉÇÕÒÁÔÉÏÎ 

The Configuration File Format  

{ƘŀǊŜtƭǳǎ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŦƛƭŜ ƛǎ ŀƴ ƛh{ άtǊƻǇŜǊǘȅ [ƛǎǘέ5 XML file containing six main sections: 

¶ ConfigManager ς Attributes related to the remote configuration setup. 

¶ Features ς !ǘǘǊƛōǳǘŜǎ ǊŜƭŀǘŜŘ ǘƻ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴΩǎ ŦŜŀǘǳǊŜǎΦ 

¶ Pages: Attributes that define pages (and view containers) that can be used as home 
content for pre-defined portals or the Application Home module. 

¶ Accounts ς !ǘǘǊƛōǳǘŜǎ ǘƘŀǘ ŘŜŦƛƴŜ ǎƛǘŜΩǎ ŀŎŎƻǳƴǘǎΦ 

¶ Sites ς Attributes that define portal configurations. 

¶ Variables ς Attributes for custom features. Empty by default. 

 
 

<?xml  version="1.0" encoding="UTF - 8"?>  

<plist  version=" 1.0 ">  

   <dict>  

      <key> ConfigManager </key>  

      <dict> ... </dict>  

      <key> Features </key>  

      <dict> ... </dict>  

      <key> Pages </key>  

      <dict> ... </dict>  

      <key> Accounts </key>  

      <dict> ... </dict>  

      <key> Sites </key>  

      <dict> ... </di ct>  

      <key> Variables </key>  

      <dict> ... </dict>  

   </dict>  

</plist>  
 

 
¢ƘŜǊŜ ŀǊŜ ǎŜǾŜǊŀƭ ƻǇǘƛƻƴǎ ǿƘŜƴ ŎƘƻƻǎƛƴƎ ŀƴ ·a[ ŜŘƛǘƻǊΦ Lƴ ŎŀǎŜ ȅƻǳ ŘƻƴΩǘ ƘŀǾŜ ŀ ǇǊŜŦŜǊǊŜŘ ƻƴŜΣ 

good options are Xcode for Mac OS and Notepad++ for Windows OS.  

  

                                                            
5 The Configuration File is a property list, a structured data representation used to store, organize and access data. 

Internally, it defines a dictionary (key-value pair) using XML syntax. This pre-defined structure is required by the 

application in order to correctly recognize and process the information.  

Property lists are used extensively by applications on OSX and iOS, for further details refer to Introduction to Property 

Lists  in the Mac Developer Library. 

https://developer.apple.com/xcode/
http://notepad-plus-plus.org/
http://developer.apple.com/library/mac/#documentation/Cocoa/Conceptual/PropertyLists/Introduction/Introduction.html
http://developer.apple.com/library/mac/#documentation/Cocoa/Conceptual/PropertyLists/Introduction/Introduction.html
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Remote Configuration  
The app configuration can be adjusted using a remote file published in a centralized location, on 

SharePoint or other web server. The ConfigManager section contains a dictionary used to 

configure the settings. It is not mandatory to provide information for all the keys every time. 

When specifying a URL and setting the MustLoadRemoteConfig to <true/>, the application will 

merge a remote Configuration File with the local settings automatically. 

<key>ConfigManager </ key> 

<dict > 

<key>ConfigurationURL </ key> 

<string >http://pathToRepository/SharePlus_Config_file.plist </string > 

<key>ConfigurationProviderID </ key> 

<integer >0</in teger > 

<key>ConfigurationVersion </ key> 

<string >4.0 </string > 

<key>MustLoadRemoteConfig </ key> 

<false/ > 

<key>ConfigurationAccountName </ key> 

<string ></string > 

<key>ConfigurationAuthProviderID </ key> 

<integer >0</integer > 

</dict > 

¶ ConfigurationURL ς Possible values include HTTP or HTTPS based URLs. 

¶ ConfigurationProviderID: ς Indicates the ID of the configuration provider to be used.  
This value references the app.plist configuration providers section. Possible integer 
values are 0 (default) used for the Endpoint provider and 1 for Library-Based. 

¶ ConfigurationVersion ς Useful to keep track of the different versions of the Config File. 

¶ MustLoadRemoteConfig ς When set to true and the application cannot access the 
ǊŜƳƻǘŜ ¦w[Σ ǘƘŜ ǳǎŜǊ ǿƻƴΩǘ ōŜ ŀōƭŜ ǘƻ ǳǎŜ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴΦ 

¶ ConfigurationAccountName ς The account to be used when retrieving a remote 
Configuration File. Should reference by name an account from the accounts section. 

¶ ConfigurationAuthProviderID (ConfigurationAuthenticationProviderID is also accepted) 
ς Indicates the authentication mode required by the server to retrieve the remote 
Configuration File. Possible values for this attribute: 

Value Authentication Mode 

0 Windows Based 

1 Form Based 

2 Office 365 

3 Web Login 

 

For further details about Remote Configuration refer to Working with Remote Configuration 

 

 

file:///D:/JAYALA-WORK/4.%20Share+/HELP%20DOCUMENTATION/Administrator's%20Guide/ssd


  

 
 69 

SharePlus 4.9 

  !ŘƳƛƴƛǎǘǊŀǘƻǊΩǎ DǳƛŘŜ   !ŘƳƛƴƛǎǘǊŀǘƻǊΩǎ DǳƛŘŜ 

Configuring Sites and Accounts  

The òAccountsó Section 

The Accounts section of the Configuration File contains the SharePoint accounts that will be pre-

loaded by SharePlus. The section is structured as an array with dictionaries, each dictionary 

representing an account. Pre-configured accounts must include the authentication information 

ŜȄŎƭǳŘƛƴƎ ǇŀǎǎǿƻǊŘǎΣ ǿƘƛŎƘ ǎƘƻǳƭŘƴΩǘ ōŜ ƛƴŎƭǳŘŜŘ ŦƻǊ ǎŜŎǳǊƛǘȅ ǊŜŀǎƻƴǎ6. 

All accounts are global to the SharePlus application and can be shared between SharePoint sites. 

 

<key>Accounts </key>  

<array > 

<dict > 

<key>Name</key>  

<string >Account ƦÓ ÎÁÍÅ</ string > 

<key>AllowDelete </key>  

<true/ > 

<key>IsDefault  </key>  

<true/ > 

<key>Domain</key>  

<string >$ÏÍÁÉÎƦÓ ÎÁÍÅ</ string > 

<key>Username</ke y> 

<string >5ÓÅÒƦÓ ÕÓÅÒÎÁÍÅ</ string > 

<key>UseCertificate </key>  

<true/>  

<key>CertificateName </key>  

<string/ > 

<key>CertificatePassword </key>  

<string/ > 

</ dict > 

</ array > 

¶ AllowDelete ς Define whether the account can be modified/deleted by the user or not. 

¶ IsDefault ς ¢ǳǊƴ ǘƘƛǎ ŀŎŎƻǳƴǘ ƛƴǘƻ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴΩǎ ŘŜŦŀǳƭǘ ŀŎŎƻǳƴǘΦ 

¶ Domain, Username ς No password here. SharePlus will prompt the user to introduce 
credentials when needed. 

¶ Client-side certificates information ς Used to authenticate the client to the server, most 
of the times is not provided as it depends on the MDM configuration. 

                                                            
6 When a connection requires a password, the application will prompt the user to introduce his credentials on the first 
attempt to access the site. 



  

 
 70 

SharePlus 4.9 

  !ŘƳƛƴƛǎǘǊŀǘƻǊΩǎ DǳƛŘŜ   !ŘƳƛƴƛǎǘǊŀǘƻǊΩǎ DǳƛŘŜ 

The òSitesó Section 

The Sites section of the Configuration File contains a collections of sites that will be pre-loaded 

by SharePlus application. The section is structured as an array with dictionaries, each dictionary 

representing a site. SharePlus sites or portals included here are the top-level connection to 

SharePoint content, and must specify an account and the authentication mode to be used. 

<key>Sites </key>  

<array > 

<dict > 

<key>Name</key>  

<string >3ÉÔÅƦÓ ÎÁÍÅ</ string > 

<key>URL</key>  

<string >http://mydomain.com/ sites/ t heSite </ string > 

<key>AuthMode</key>  

<integer >0</ integer > 

<key>AccountName</key>  

<string >!ÃÃÏÕÎÔƦÓ name</ string > 

<key>SupportMySite </key>  

<true/>  

<key>MySiteHost </key > 

<string/ > 

<key>MySiteTitle </key>  

<string/ > 

<key>SupportMyProfile </key>  

<true/ > 

<key>ProfileHost </key>  

<string/ > 

<key>ViewMode</key>  

<integer> 0</integer>  

</ dict > 

</ array > 

¶ URL ς String value with the ǇƻǊǘŀƭΩǎ location. 

¶ AuthMode ς Authentication mode accepted by the server. Possible values for this 
attribute are: 

Value Authentication Mode 

0 Windows Based 

1 Form Based 

2 Office 365 

3 Web Login 

¶ Account Name (Optional) ς Must be an existent account (if empty the default account is 
used). 

¶ SupportMySite ς EnŀōƭŜǎ ǘƘŜ άaȅ{ƛǘŜέ ŦŜŀǘǳǊŜΦ  

¶ MySiteHost (Optional) ς ¢ƘŜ ¦w[ ǿƘŜǊŜ άaȅ{ƛǘŜέ ǇŀƎŜǎ ŀǊŜ ƘƻǎǘŜŘΦ 

¶ MySiteTitle (Optional) ς ¢ƘŜ ƴŀƳŜ ƻŦ ǘƘŜ άhƴŜ5ǊƛǾŜ ŦƻǊ .ǳǎƛƴŜǎǎέ ŘǊƛǾŜ ƛƴ ǘƘŜ 

Documents section of SharePlus. 

¶ SupportMyProfile ς Enables/Disables ǘƘŜ άaȅ tǊƻŦƛƭŜέ feature. 
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¶ ProfileHost (Optional) ς The URL where the person profile-related pages are hosted. 

¶ ViewMode (Optional) ς Allows you to pre-configure how a Site is viewed in SharePlus. 

Possible values for this attribute are: 

Value Authentication Mode 

0 View in SharePlus (Native) 

1 View in Web  

2 View in Safari 

3 Ask User (Will always open a selection menu with options 0 to 2) 

 

 

 

Note:  ¢ƘŜ ¦w[ ƻŦ ŀ tƻǊǘŀƭ Ŏŀƴƴƻǘ ƛƴŎƭǳŘŜ ǘƘŜ ǎƛǘŜΩǎ ƭŀƴŘƛƴƎ ǇŀƎŜ ŜƴŘƛƴƎ 

όΧκ{ƛǘŜtŀƎŜǎκIƻƳŜΦŀǎǇȄύ ƻǊ ƻǘƘŜǊ ŘȅƴŀƳƛŎ ǿŜō ǇŀƎŜ ŜƭŜƳŜƴǘǎ added to the URL.  

For example, use http://mySharePoint.com/MySite and not 

https://mySharePoint.com/MySite/SitePages/Home.aspx.  

 

 

  

http://mysharepoint.com/MySite
https://mysharepoint.com/MySite/SitePages/Home.aspx
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Config uring Features  
SharePlus allows you to configure default behaviors and turn features on/off by using a 

centralized Configuration File with a specific structure. Having a centralized file, allows to set the 

application´s configuration at a global level. When this configuration file is modified, the 

changes will affect all Enterprise SharePlus users. Features disabled or trimmed may respond to 

security policies or, sometimes, just to simplify the UX (User Experience). 

Configuring a Feature  

The Features sectioƴ ƛǎ ǊŜƭŀǘŜŘ ǘƻ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴΩǎ ōŜƘŀǾƛƻǊ ŀƴŘ ŦŜŀǘǳǊŜ ǘǊƛƳƳƛƴƎΦ 9ǾŜǊȅ ŦŜŀǘǳǊŜ 

is represented by a dictionary structure and most of these entries display the following 

structure: 

 

<key>FeatureName</key>  

<dict>  

<key>Enabled </ key> 

<true/>  

<key>Settings </ key> 

<dict> ... </dict>  

</dict>  

 

 

Each feature has the following common child nodes: 

Node Type Description 

Enabled Boolean Specifies whether the feature is enabled or not. 

Settings 
Dictionary 

(key-value pair) 

Represents a dictionary of the needed parameters to configure the 

specified feature. Keys are always Strings and values for a specific key 

could be String, Integer, or Boolean. 

 

 



  

 
 73 

SharePlus 4.9 

  !ŘƳƛƴƛǎǘǊŀǘƻǊΩǎ DǳƛŘŜ   !ŘƳƛƴƛǎǘǊŀǘƻǊΩǎ DǳƛŘŜ 

List of Configurable Features  

The following table lists some features that are commonly disabled or adjusted by Enterprise 

administrators. 

Feature Description 

Alerts Enable and configure alerts to be displayed in Timeline (Social Hub). 

AppMeasurement Adobe Analytics specific settings. 

DocumentPrint Allows the user to print documents using iOS native AirPrint service. 

EmailClient Configure settings for a 3rd party email client, which replaces iOS email client. 

EmailDocument Allows the user to send documents via e-mail. 

EmailURL Allows the user to send the URL of a document via e-mail. 

Favorites Enables the use and access to Favorites in SharePlus. 

Feedback Allows the user to send feedback from inside the application. 

GlobalSearch Refine the Enterprise Search settings by including/excluding scopes. 

Help Configure the in-app help by replacing or hiding it. 

HomeManagement Configure the Application Home page and the Default Site Home page. 

ImageManagement Enables the user to manage the images before being uploaded. 

ItemsManagement Enables the user to manage list settings via UI. 

ListManagement Enables the user to manage the list settings via UI (User Interface). 

Local Files Manage the Local Files section settings. 

Location Services Allows the user to automatically retrieve geo-location data. 

OfficeWeb Customize the URL used to view/edit office documents in Office Web Apps. 

OpenIn {ƘŀǊŜ ŘƻŎǳƳŜƴǘǎ ǿƛǘƘ ƻǘƘŜǊ ŀǇǇǎ ǘƘǊƻǳƎƘ !ǇǇƭŜΩǎ hǇŜƴ Lƴ ǇǊƻǘƻŎƻƭΦ 

Pages Allows the definition of pages and view containers to be used as home content. 

Pasteboard Enable/Disable the copy & cut functionality from sensible places in the app. 

PDFViewer Manage the PDF Viewer settings. 

ReportPlus Enable/Disable ReportPlus dashboards. 

SitesAdmin Allows the user to manage sites within SharePlus. 

URLSchemes Enables the use of custom URL Schemes and configures their behavior. 

VersionHandle Configure the automatic updates settings 

ViewInWeb Users can view a web version of SharePoint content in a Safari-like window. 

WebManagement Reorder website links in the Navigation pane. 

Wi-Fi Sharing Share data from the Local Files section via Wi-Fi. 

 

For further information regarding these features´ configuration, see Appendix 1: Configuration 

File Reference 
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The òGlobal Settingsó Section 

This section includes the predefined configuration for a subset of SharePlus settingǎΣ ǘƘŜ άƎƭƻōŀƭ 

ǎŜǘǘƛƴƎǎέΦ ¢ƘŜǎŜ ŀǊŜ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴΩǎ ŦŀŎǘƻǊȅ ǎŜǘǘƛƴƎǎ ŦƻǊ ŀƭƭ ǳǎŜǊǎ ŀƴŘ Ƴƻǎǘ ƻŦ ǘƘŜƳ Ŏŀƴ ōŜ 

manually adjusted through the UI, except by the AutoHideNavigator setting. 

Below there is a list of these settings: 

 

<key>GlobalSettings  </key>  

<di ct > 

<key>Enabled </key>  

<true/ > 

<key>Settings </key>  

<dict > 

<key>AutoHideNavigator </key>  

<true />  

<key>ConnectionTimeout </key>  

<integer >50</ integer > 

<key>DisableAutoLockOnPreview </key>  

<false/>  

<key>DisableAutoLockOnSync </key>  

<false/>  

<key>DisableAutoLockMus tBePluggedIn </key>  

<false/>  

<key>PreviewDocumentsOnTap</key>  

<false/>  

<key>RemoveLocalFilesAfterUpload </key>  

<false/>  

<key>UserAgent </key>  

<string ></ string > 

<key>SyncIdleTime </key>  

<string >60</ string > 

<key>EnableLog </key>  

<integer >0</ integer > 

<key>StartupM odule </key>  

<string ></ string > 

<key>ExternalBrowser </key>  

<string >chrome</ string > 

<key>NetworkStack </key>  

<integer >0</ integer > 

<key>UploadMethod</key>  

<integer >0</ integer > 

</ dict > 

</ dict > 

 

 

Note:  You can use remote configuration to change settings included in Global Settings and 

prevent users to make changes to them from the UI. To do this, you need to turn off the 

feature Global Settings by changing the Enabled key to false.  
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¶ AutoHideNavigator ς Enable/Disable the Sidebar (left pane) auto hide behavior. If 
enabled, the Sidebar will be displayed only the first time the user runs the app. By 
default, this setting is disabled and the Sidebar is displayed. 

¶ DisableAutoLockOnPreview, DisableAutoLockOnSync ς Prevent the device from locking 
itself while previewing docs and/or during the sync process. 

¶ DisableAutoLockMustBePluggedIn ς Enables the other two auto-lock options when the 
device is plugged in. 

¶ PreviewDocumentsOnTap ς Enables document preview as the default action when 
tapping an item. Item details are still available on a different view. 

¶ UserAgent ς {ƘŀǊŜtƭǳǎΩ ǳǎŜǊ ŀƎŜƴǘΦ LŦ empty, the standard agent is used. 

¶ SyncIdleTime ς Frequency in which the sync process is triggered, in seconds. 

¶ StartupModule ς Specifies the application module to be loaded by SharePlus when 
opening the application from scratch. Possible values include all Row Identifiers 
specified in the NavigatorTableDefinition.plist file. Possible OOTB values for the 
attribute are: 

Attribute Value Module 

ContentHub Content 

Favorites Favorites 

Recent Recents 

Social Social 

Search Search 

Home Application Home 

 

¶ ExternalBrowser ς Specifies the external browser that will be used. Possible values are 

chrome or safari, and Safari is used by default. 

¶ EnableLog ς Enable/Disable the Log Recorder to record your activity within the app, the 
app requests, and server responses. Logs will be generated in the Local Files under the 
ά[ƻƎǎέ ŦƻƭŘŜǊΦ 
Possible values for the attribute are: 

Integer Value Description 

0 False (Default) 

1 True 

¶ NetworkStack ς Specifies the method used in the networking layer. Legacy is 
recommended for NTLM scenarios. Possible values for the attribute are: 

Integer Value Description 

0 Legacy (ASIHTTPRequest). Default for AppStore versions (Free and Subs). 

1 Standard (NSURLConnection). Default for Enterprise versions. 

2 Modern (NSURLSession) 

http://msdn.microsoft.com/en-us/library/windows/desktop/aa378749
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¶ UploadMethod ς Specifies the method used to upload files, PUT or POST.  SharePoint 
supports both methods, but unlike PUT, the POST method requires free space available 
in the server. Because of that, the POST method may have issues with files bigger in size. 
Also note that sometimes the PUT method is blocked by Firewalls. 
Possible values for the attribute are: 

Integer Value Description 

0 WebDav (PUT) (Default) 

1 WebService (POST) 
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Configuring Security  
SharePlus enforces security in many different levels, providing a series of built-in security 

features for iOS devices. The security features detailed below need to be configured in the 

Configuration File depending on your specific needs. 

Passcode Lock and Touch ID  

The Passcode Lock and the Touch ID features implicate a number of related configuration 

settings like forcing the user to have a passcode lock, configuring the Touch ID, or configuring 

the auto lock options. These configuration settings are included in the Configuration File under 

three different feature sections: Passcode, GlobalSettings and TouchID. 

Passcode 

Configuration Key Description 

EnablePasscode Enable/disable passcode lock feature. 

DefaultPasscode Passcode lock code by default (4 digits Integer). 

MustUsePasscode Force the use of passcode lock feature (set up is on the first run). 

PasscodeLockInactivityTime Idle time before the application locks (in minutes). 

GlobalSettings  

Configuration Key Description 

DisableAutoLockOnPreview, 

DisableAutoLockOnSync 
Prevent the device from locking itself while previewing docs 
and/or during the sync process. 

DisableAutoLockMustBePluggedIn 
Enables the other two auto-lock options when the device is 

plugged in. 

TouchID  

Configuration Key Description 

TouchID Enable/disable the Touch ID feature. 
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Data Wipe   

Data Storage Security includes secure Data Wipe, which can be activated upon failed passcode 

entry attempts or failed attempts to authenticate to the server. 

Data Wipe Triggered by òAuthentication Time Bombó 

A SharePlus administrator can configure a secure Data Wipe to be performed after a number of 

Řŀȅǎ ƛƴ ǿƘƛŎƘ ŀ ǳǎŜǊ ŘƛŘƴΩǘ ǊŜ-authenticate against the server. This feature can be configured 

ǘƘǊƻǳƎƘ ǘƘŜ ά!ǳǘƘŜƴǘƛŎŀǘƛƻƴ ¢ƛƳŜ .ƻƳōέ ŦŜŀǘǳǊŜΦ 

 

<key>AuthenticationTimeBomb  </key>  

<dict > 

<key>Enabled </key>  

<true/ > 

<key>Settings </key>  

<dict > 

<key>AllowedTime </key>  

<integer >10</ integer > 

<key>MaxAttempts </key>  

<integer >3</ in teger > 

<key>AttemptFailedMessage </key>  

<string >You have [AttemptsLeft] attempt(s) left </ string > 

<key>LimitReachedMessage </key>  

<string ></ string > 

</ dict > 

</ dict > 

 

¶ AllowedTime ς Maximum period in time (hours) that the user can work with the app 

without login in again. 

¶ MaxAttempts ς aŀȄƛƳǳƳ ƴǳƳōŜǊ ƻŦ ŦŀƛƭŜŘ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ŀǘǘŜƳǇǘǎ ōŜŦƻǊŜ ŀƭƭ ǘƘŜ ǎƛǘŜΩǎ 

data is wiped. 

¶ AttemptFailedMessage ς If empty, no message will be displayed for failed attempts. 

¶ LimitReachedMessage ς Message displayed when there are no attempts left. If empty, a 

default message is shown to the user. 
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Data Wipe Triggered by Failed Passcode Entry  

A secure Data Wipe can be activated upon failed passcode entry attempts. The 

PasscodeFailsHandle feature section also includes the maximum authentication attempts, and 

the message displayed to the user when there are no attempts left. 

 

<key>PasscodeFailsHandle  </key>  

<dict > 

<key>Enabled </key>  

<true/ > 

<key>Settings </key>  

<dict > 

<key>BlockApp </key>  

<false/ > 

<key>MaxAttempts </key>  

<integer >3</ integer > 

<key>Message</key>  

<string >You have no attempts left </ string > 

<key>WipeData</key>  

<false/ > 

</ dict > 

</ dict > 

 

¶ BlockApp ς Enable the application to be blocked on authentication fails. 

¶ MaxAttempts ς Maximum authentication attempts. 

¶ Message ς Message to be shown when the user has no attempts left. 

¶ WipeData ς When true, clears internal app data when the user has no attempts left 
(Local Files, Offline cache, internal DB and other user data). 
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Editor Whitelisting  

Companies normally have a number of trusted (or preferred) apps suited for common tasks. 

They want to limit the sharing of information within a restricted number of applications. 

¢ƘŜ ά9ŘƛǘƻǊ ²ƘƛǘŜƭƛǎǘƛƴƎέ ŦŜŀǘǳǊŜ ƛǎ ŎƻƴŦƛƎǳǊŜŘ ǿƛǘƘƛƴ ǘƘŜ άhǇŜƴLƴέ ŦŜŀǘǳǊŜ ǳƴŘŜǊ ǘƘŜ άCƛƭǘŜǊǎέ 

key. 

 

<key>OpenIn</key>  

<dict > 

<key>Enabled </key>  

<true/ > 

<key>Settings </key>  

<dict > 

<key>Annotation </key>  

<dict/ > 

<key>Filters </key>  

<dict > 

<key>pdf </key>  

<string >customUTI, customExtension </ string > 

</ dict > 

<key>ShowButtonInViewer </key>  

<true/ > 

<key>ShowButtonInViewer - iPad </key>  

<true/ > 

<key>ShowButtonInViewer - iPhone </key>  

<true/ > 

<key>AllowOtherExtensions </key>  

<true/ > 

<key>AllowConfigurationUpdate </key>  

<true/ > 

</ dict > 

</ dict > 

 

¶ ShowButtonInViewer ς {ƘƻǿǎκIƛŘŜǎ ǘƘŜ ά9Řƛǘέ ōǳǘǘƻƴ ƛƴ ǘƘŜ ŘƻŎǳƳŜƴǘ ǇǊŜǾƛŜǿ ǘƻǇ 

bar. 

¶ AllowOtherExtensions ς Allows to open documents with extensions not specified in the 

filters. 

¶ AllowConfigurationUpdate ς 9ƴŀōƭŜǎκ5ƛǎŀōƭŜǎ ǘƘŜ ŀōƛƭƛǘȅ ǘƻ ǳǇŘŀǘŜ ǘƘŜ ŀǇǇΩǎ 

configuration using the Open In feature by sending a new Configuration File with 

.spconfig extension. 

¶ Filters ς Dictionary (key-value pairs) used to filter apps Open In feature based on file 

extension. 

o Key ς contains the file extension, e.g., pdf. 

o Value ς There are 3 different options available for this String field: 
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Option Example 

<eŘƛǘƻǊΩǎ ¦¢L>,  <custom extensiƻƴ ōȅ ǘƘŜ ŜŘƛǘƻǊΩǎ ǾŜƴŘƻǊ> com.adobe.pdfreader, pdfex 

<app_Id_1ҔμғŀǇǇψLŘψнҔμ Χ com.adobe.pdfreader|com.corp.pdfapp 

<officeWeb>, <action>7 officeWeb, edit 

 

 

Note: When no custom UTIs are available, the app Ŏŀƴ ōŜ ŎƻƴŦƛƎǳǊŜŘ ǘƻ άŎƭƻǎŜέ ǘƘŜ ŜŘƛǘƻǊ ŀǇǇ ƛŦ ǘhe 

ŜŘƛǘƻǊ ǎŜƭŜŎǘŜŘ ōȅ ǘƘŜ ǳǎŜǊ ŘƻŜǎƴΩǘ ƳŀǘŎƘ ŀ ǎǇŜŎƛŦƛŎ !tt ƛŘ. 

 

 

Copy & Paste Trimming  

SharePlus can disable the copy & cut functionality from sensible places in the application. This 

feature is configured through the Pasteboard feature in the Configuration File. 

 

<key>Pasteboard  </key>  

<dict > 

<key>Enabled </key>  

<true/ > 

<key>Settings </key>  

<dict/ > 

</ dict > 

 

 

  

                                                            
7 When specifying the use of Office Web App, actions available are: edit or view. 
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Configuration Injection  

/ƻƴŦƛƎǳǊŀǘƛƻƴ ŦƛƭŜǎ Ŏŀƴ ōŜ Ƴŀƴǳŀƭƭȅ ƭƻŀŘŜŘ ƻǊ άƛƴƧŜŎǘŜŘέ ǘƻ ŀƴ ŀƭǊŜŀŘȅ ƛƴǎǘŀƭƭŜŘ ŀǇǇƭƛŎŀǘƛƻƴ Ǿƛŀ 

ǘƘŜ άhǇŜƴ Lƴέ ǇǊƻǘƻŎƻƭ. In addition, the Remote Configuration URL can be updated by invoking a 

custom URL Schema (S+ link) or through a JavaScript API method 

(Configuration.setRemoteFileSource). All three methods can be disabled to enforce the 

application security. 

SharePlus link s and JavaScript API  

Both SharePlus URL Schemes and the Configuration.setRemoteFileSource JavaScript API method 

can be completely disabled through the URLSchemes feature in the Configuration File. 

 

<key>URLSchemes</key>  

<dict > 

<key>Enabled </key>  

<true/ > 

<key>Settings </key>  

<dict > 

<key>AllowConfigurationUpdate </key>  

<false/ > 

</ dict > 

</ dict > 

 

¶ AllowConfigurationUpdate ς Enables/Disables the ability to update the Configuration 

URL by using any of the two following mechanisms: 

o URL Schemes 

o The Configuration.setRemoteFileSource JavaScript API method. 

Open In  

This iOS protocol that allows you to share files between other applications and SharePlus can be 

used to load a new SharePlus configuration. You can disable this method if needed.  

 

<key>OpenIn</key>  

<dict > 

<key>Enabled </key>  

<true/ > 

<key>Settings </key>  

<dict > 

<key>AllowConfigurationUpdate </key>  

<true/ > 

</ dict > 

</ dict > 

 

¶ AllowConfigurationUpdate ς 9ƴŀōƭŜǎκ5ƛǎŀōƭŜǎ ǘƘŜ ŀōƛƭƛǘȅ ǘƻ ǳǇŘŀǘŜ ǘƘŜ ŀǇǇΩǎ 

configuration using the Open In feature with a new Configuration File with .spconfig 

extension. 

 



  

 
 83 

SharePlus 4.9 

  !ŘƳƛƴƛǎǘǊŀǘƻǊΩǎ DǳƛŘŜ   !ŘƳƛƴƛǎǘǊŀǘƻǊΩǎ DǳƛŘŜ 

òKioskó Mode Overview 

SharePlus can behave as a session-based application, in which each session works as a temporal 

interactive dialogue between SharePlus and the user. Once the session ends, all user data can 

be wiped and the app can be reset to its initial state. This specific behavior is sometimes known 

ŀǎ άYƛƻǎƪ aƻŘŜέΦ ¢Ƙƛǎ ŦŜŀǘǳǊŜ ƛǎ ŎƻƴŦƛƎǳǊŜŘ ǘƘǊƻǳƎƘ ǘƘŜ SessionManagement feature in the 

Configuration File. 

 

<key>SessionManagement </key>  

<dict > 

<key>Enabled </key>  

<true/ > 

<key>Settings </key>  

<dict > 

<key>AllowLogOut </key>  

<true/>  

<key>ApplyFromBackground </key>  

<false/>  

<key>ApplyToBackground </key>  

<false/>  

<key>ApplyFromScratch </key>  

<false/>  

<key>ApplyFromTimer </key>  

<false/>  

<key>AllowFromInactivity </key>  

<false/>  

<key>Ina ctivityExpirationTime </key>  

<integer >0</ integer > 

<key>ResetPasswords </key>  

<false/>  

<key>WipeData</key>  

<false/>  

<key>WipeLocalFiles </key>  

<false/>  

<key>WipeSitesCache </key>  

<false/>  

<key>WipeAccounts </key>  

<false/>  

<key>WipeAlerts </key>  

<false/>  

<key>WipeFavorites </key>  

<false/>  

<key>Timeout </key>  

<integer >10</ integer > 

</ dict > 

</ dict > 

 

The SessionManagement configuration settings always apply all the enabled actions. 

  


















































































































































































































































































































































